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1. ADMINISTRATION AND USAGE

1.1. How the Boot Process is affected by EgoSecure Full Disk

Encryption

EgoSecure Full Disk Encryption is the ultimate security measure for notebooks - the
notebook no longer boots directly to Windows but rather to a secure system image that
controls the access to Windows.

Although EgoSecure Full Disk Encryption is compact, it still takes time to load, to enter the
Windows credentials or smart card PIN, to check the validity of the information, and to boot
to Windows.

1.2. The Initial Start and User Capturing

PBA has a “capture mode” called “user capturing”. This mode is activated when the PBA
option Enable smart card user capturing (for smart cards), or Enable user
ID/password capturing (for Windows credentials), is enabled either during installation or
configured later via the Control Center.

When activated, PBA does not prompt for authentication during startup, but rather displays
the following dialog:

Figure 1. Self initialization dialogs —~Windows credentials and smart card

]

The self-init mechanism has been
activated by your computer administrator.

Windows will be booted in 10 seconds...

(z Smart card-based authentication) F ﬂ'f Boot Windows - 06 j

After 10 seconds, the dialog will automatically boot to the Windows logon dialog. It is here
that the “capture” takes place — when the user enters their password, and clicks OK.
Once the user credentials are successfully captured, the computer boots into Windows. As
from this point on, for every logon, the user must enter their credentials into the PBA as
stated in section 1.3.

Preventing users from being incorrectly captured
o In certain installations, for example “Netinstall” installations, it is possible
that user may be incorrectly captured.

ATTENTION «  For details about how to blacklist users to prevent them from being
captured or from being able to access EgoSecure Full Disk Encryption
installation, refer to the EgoSecure FDE - Installation and Troubleshooting
Guide.
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1.3. The Boot Sequence

This section details the PBA boot sequence. The boot sequence differs according to the type
of authentication, which is configured in PBA - either smart card or Windows credentials.
This section also details any error dialogs you may encounter.

Disconnect external hard disks and USB sticks

\’ Disconnect or turn-off any external hard disks or USB sticks before starting
the computer, because leaving them connected may prevent EgoSecure Full
ATTENTION Disk Encryption from starting (risk detection).

When starting EgoSecure Full Disk Encryption for the first time you will not be prompted for
authentication in PBA because EgoSecure Full Disk Encryption is in “capture mode” (the
exception to this rule is when smart card self-initialization is active - which may be the case
after installation). When in this mode EgoSecure Full Disk Encryption bypasses logon and
takes you straight to the Windows logon dialog. In the Windows logon dialog, you must
enter your credentials as normal for the EgoSecure Full Disk Encryption to capture them.
When you next shut down/start the computer, EgoSecure Full Disk Encryption is active, and
you must authenticate as stated above. For details about capture mode, see section 1.2.

If you enabled the single sign-on option during initialization, then authentication to the
standard Windows logon dialog will be performed automatically. If you did not enable this
feature, then you must enter your Windows credentials into the Windows logon dialog before
you can access the system.

' Achiving maximum security

A To achieve maximum security, ALWAYS shut down the computer when you do not
need it.
INFO

CONTENTS

¢ Smart card boot procedure

¢ Smart card boot procedure - error dialogs

¢ Windows credentials boot procedure

¢ Windows credentials boot procedure — error dialogs

Smart card boot procedure

This section details the boot procedure using a smart card for authentication.

Using Simple PBA with smart card authenticatoin

\.’ If Simple PBA boot mode was selected during system boot, smart card
authentication is supported only in the graphical Simple PBA (UEFI). For
ATTENTION details about Simple PBA boot mode, see EgoSecure FDE - Installation and
Troubleshooting Guide, chapter 4.15.
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1. Make sure that the smart card is in the reader, and the reader is connected to the
computer (if necessary).
2. Start the computer as normal.
— After a moment, the EgoSecure Full Disk Encryption background image (or the
custom image defined during installation/initialization) appears.

—> The PBA startup screen appears (the startup screen may vary according to the
background image chosen during either installation or configuration).

—> After a short while the following dialog appears:

Please enter your PIN:

PIN{|

b Click here to display options

/o a

/g - Y ‘
I Helpdesk | | 4] Reboot OK &

=

This dialog presents you with the following options:
Option Description

C“fs_k here to display  cjick this text to display the extended options (see the next page).
options

When you have problems with the logon process, you can click Helpdesk (or

press Alt+H keys) to start the HelpDesk process (providing that you have
installed this feature).

Helpdesk Helpdesk is not working in the text-based Simple PBA boot mode (BIOS).
For details about Simple PBA, see EgoSecure FDE — Installation and
Troubleshooting Guide, chapter 4.15.

Click Restart (or press Alt+R keys) if you need to restart the computer
Restart (e.g. if you have connected the wrong smart card reader).

3. Enter your smart card PIN and click OK.

“» The EgoSecure Full Disk Encryption will now check the validity of the information. If
valid, the computer will automatically boot to Windows.

Problems with single sign-on

If after the initial capture has been performed and you have successfully logged on to
EgoSecure Full Disk Encryption, you are still confronted with the standard Windows logon

dialog, then the most likely cause is that the ‘Windows secure logon’ feature is active and
must be disabled for single sign-on to succeed. For further details, see the EgoSecure FDE -

Installation and Troubleshooting Guide.
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Issues with PBA loading

General support of new computers is a costly and time consuming process - the sheer
number of new notebook models grows every day. Each model brings new hardware and
software with it — a challenge for any software that works so closely with the hardware.
That’s why after the PBA initialization, some problems with Windows starting may occur.
That is why EgoSecure utilizes the Grub boot loader in BIOS systems and the UEFI boot
manager in UEFI systems to resolve the problem with Windows start. For details about
available boot methods, see chapter 4.15 of the EgoSecure FDE - Installation and
Troubleshooting Guide.

Extended options

The following menu unfolds when you select Click here to display options:
[ ]

Please enter your PIN:

PIN; [

+ Click here to hide options.

Options:
S Select smart card-based logon as the default logon method

[ Display PIN in plain text

N
v

Change to user ID/password-

@ based authentication (or press the
. F10 key)
o)
8 Delete auto-detected smart card IDs (ATRs).
e ™ = ™ e - 2
J3/Helpdesk ¥l Reboot Ok
= =

This menu presents you with the following extra options:

Extended options Description
Select smart card-based logon Check this box to define smart card logon as the default
as the default logon method authentication method.
Display PIN in plain text Select this option to display an entry made (or to be made) in
the Password field.
Change to user ID/password- Click this (or press F10) to switch to the Windows credentials
based authentication (or press logon method (click the link for details about Windows
the F10 key) credentials boot procedure).

Switching the authentication method can be permanently
disabled via the Pre-Boot tab of the PBA Administration module
in the EgoSecure Full Disk Encryption Control Center. For details,
follow the link PBA Administration.
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Delete auto-detected smart card Click this button to delete the smart card IDs auto detected by
IDs (ATRs) PBA. This results in PBA prompting you to select another
provider:

[

W Do you really want to delete all auto-detected smart card IDs?

; —
© Yes ) ]

Cow )

-

Smart card boot procedure - error dialogs

The dialogs described in this part indicate problems with the smart card authentication
method.

¢ No smart card reader

No smart card

No matching certificate

No PKCS#11 provider

PKCS#11 provider not recognized
Incorrect PIN

Enter PIN correctly after wrong entry

® 6 6 6 o o

No smart card reader

If no smart card reader is found, the following dialog appears:

[

. ;/"’ Searching for supported smart card readers...

S
s
E

A}
tch to user ID/password based authentication

B P -\
: ;; Helpdesk w Restart

g =

PBA will continue to check the USB/PCMCIA bus for readers until one is found (if one is not
found it is probable that the reader has been defined incorrectly during the installation
procedure). The following options are available:

Option Description
Switch to user ID/password If you click Switch to user ID/password based
based authentication authentication you can switch to the Windows credentials logon
method (click the link for details Windows credentials boot
procedure).
Helpdesk When you have problems with the logon process, you can click

Helpdesk (or press Alt+H keys) to start the HelpDesk process
(providing that you have installed this feature).

Helpdesk is not working in the text-based Simple PBA boot mode
(BIOS). For details about Simple PBA, see EgoSecure FDE —
Installation and Troubleshooting Guide, chapter 4.15.
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Click Restart (or press Alt+R keys) to restart the computer (e.g.

Restart
if you have connected the wrong smart card reader).

No smart card
If no smart card is found in the reader, the following dialog appear:

Figure 2. Error dialog - no smart card found

Please insert a smart card!
—— N

pra—
5"5’ Switch to user ID/password based authentication

f‘_—\ P e —
guelpdesk ' @Bestan ,

C =

Figure 3. Error dialog — no smart card found (when self-initialization of smart card is enabled)

[

Please insert a smart card! Capture Enabled

s ——— N
§§witch to user ID/password based authentication

G — A Y
1 Helpdesk ’ w Restart

I =

PBA will continue to check the reader for a smart card until one is found (if one is not found
it is probable that the smart card provider (PKCS#11) has been defined incorrectly during
the installation procedure). If a smart card is already inserted in the reader, and this dialog
still appears (i.e. the smart card cannot be detected by the PBA), this has nothing to do with
which provider (PKCS#11) has been selected during installation. The reason for such
behavior is most probably a communication problem with the smart card. Re-inserting the
card may help.

The options available to you are the same as described above (no smart card reader can be
found).

No matching certificate
If no matching certificate is found on the smart card/token the following dialog appears:

Figure 4. Error dialog - no matching certificate found

Mo matching cerificate found! Please
insert the cormect smart card!

ok |

10
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This means that the PIN entered by the user is correct, but the certificate on the smart
card/token does not match the user information and/or key usage/label information located
in the PBA. The correct certificate must be used for authentication. Either re-enable user
capturing in the PBA or use another smart card/token with the correct certificate.

No PKCS#11 provider

If no PKCS#11 provider is found on the smart card the following dialog will appear:

Figure 5. Error dialog - no PKCS#11 provider found

@ No smartcard driver could be found!

(P

It is probable that the smart card provider (PKCS#11) has been defined incorrectly during
the installation procedure. Either check the card, or use Windows credentials to logon (click
the link for details). If Windows credentials logon is not active then use either the HelpDesk

or an ERD to access the computer. Click OK to return to the PIN entry dialog (see Smart
card boot procedure).

PKCS#11 provider not recognized

The following dialog indicates that the reader has been found but the smartcard PKCS#11
provider has not been recognized:

Figure 6. Error dialog - PKCS#11 provider not recognized

You have inserted an unknown smartcard. You can
specify a smartcard driver, or try to auto-probe.

—

V= -\ ) o s / =
Q Auto-probe O Specify X Ccancel

1. Click Auto-probe to let PBA select the provider, or click Specify to select a provider
manually.

2. If you click Specify the following dialog appears:

11



Figure 7. Manual provider selection dialog

Please select your smartcard provider:

= x =
Smartcard-Provider
KOBIL
ALADDIN
G&D
T oM |
1T_SEC |
CRVPTNVIKINN a5
& — e
X cancel oK

3. Select the provider from the list and click OK.

Incorrect PIN

The following dialog indicates an incorrect PIN:

A PIN is incorrect. Click OK to re-enter your PIN.

/—@QKN
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B Click OK to return to the PIN entry dialog, and enter the correct PIN.

" 4

ATTENTION

Limited number of PIN retries

Smart cards have a limited number of PIN retries, after which you can only
use Windows credentials or the HelpDesk to access your computer. For
further information about smart card limitations please refer to the card

issuer.

Enter PIN correctly after wrong entry

This dialog informs the user of attempts to authenticate to the computer. The following

dialog will appear after a PIN has been entered incorrectly one or more times before being
entered correctly.

There was at least one failed login since the last
successful login. Do you want to continue?

ro Qonh‘nue\

( @ cancel )

The dialog will appear before the next login is actually performed. Click Continue to boot to
Windows, or login to the card.

12
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Possible card misuse
This dialog informs you of possible card misuse! Please contact your system
administrator.

WARNING

Windows credentials boot procedure
This section details the boot procedure using Windows credentials for authentication.
1. Start the computer as normal.

— After a moment the PBA background image will appear (or the image designated
during installation/initialization).

—> After a while you will be prompted to enter your Windows credentials
(username/password/domain):

Please enter your Windows credentials:

Usemame: |John

Password: |oooooooooo.o

=
Domain: | EGOSECURE v

b Click here to display options.

~

- — &z Y .
: J1 Helpdesk ﬂﬂestart - OK &,

This dialog presents you with the following options:

Option Description

Click here to display  (Jick this text to display the extended options (see below).

options
When you have problems with the logon process, you can click Helpdesk (or
press Alt+H keys) to start the HelpDesk process (providing that you have
installed this feature).

Helpdesk Helpdesk is not working in the text-based Simple PBA boot mode (BIOS).
For details about Simple PBA, see EgoSecure FDE - Installation and
Troubleshooting Guide, chapter 4.15.

ST Click Restart (or press Alt+R keys) if you need to restart the computer

estar

(e.g. if you have connected the wrong smart card reader).

2. Enter your user name and password in the respective fields and click OK.

—» EgoSecure Full Disk Encryption will now check the validity of the information. If
valid, the computer will automatically boot to Windows.

13


https://help.matrix42.com/@api/deki/files/2985/EgoSecure_FDE_-_Installation_and_Troubleshooting_Guide.pdf
https://help.matrix42.com/@api/deki/files/2985/EgoSecure_FDE_-_Installation_and_Troubleshooting_Guide.pdf

EGOSECURE

A MATRIX42 COMPANY

— If, after the initial capture has been performed and you have successfully logged on
to EgoSecure Full Disk Encryption, you are still confronted with the standard
Windows logon dialog, then the most likely cause is that the "Windows secure
logon” feature is active and must be disabled for single sign-on to succeed. For
further details, refer to the EgoSecure FDE - Installation and Troubleshooting Guide.

— The following dialog appears when you select Click here to display options:
[ |

Please enter your Windows credentials:

Usermame: |

: Password:looonnoon

P — =
Domain:  EGOSECURE v

= Click here to hide options.
Options:
E Select user ID/password-based logon as the default logon method

(7] Display password in plain text

£ 4 ) Changeto smart card-based
s authentication (or press the F10 key)
”ﬁ - ™ ) —h & " -s \
I Helpdesk - ] Restart OKEp |
= =

This dialog presents you with the following extra options:

Extended options Description
Select user ID/password- Check this box to define Windows credentials as the default
logon method
Display password in plain Check this option to display an entry made (or to be made) in the
text field Password.

Click this (or press F10) to switch to the smart card logon method
(click the link Smart card boot procedure for details).

Change to smart card-based  gwitching the authentication method can be permanently disabled

authentication (or press the iz the Pre-Boot tab of the PBA Administration module in the

F10 key) EgoSecure Full Disk Encryption Control Center. For more details,
see PBA Administration.

Windows credentials boot procedure - error dialogs

The following dialogs indicate problems with the Windows credentials authentication method.

Invalid Windows credentials

B If the credentials have been entered incorrectly the following dialog will appear:

14
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A Usemame or password is incorrect. Click OK to re-enter them.

<Jok |

A

Click OK to return to the Windows credentials logon dialog and re-enter your password.

B The following error message appears if you are about to exceed the maximum number of
failed login.

Usemame or password is incorrect. Click OK to re-enter them.

You have only one try left to provide the correct password.
In case it is wrong, your harddisk will be locked!

ok )

) SR —

= —d

Click OK to return to the Windows credentials logon dialog and re-enter your password.

]

Please enter your Windows credentials:

Usemame: |Kalgin

J“jJ Password: Ioooooooo|

Domain: ( v

You have only one try left to provide the correct password.
In case itis wrong, your harddisk will be locked!

b Click here to display options.

f@ Helpdesk | r-ﬂ Restat | [ ok )

=

Be aware that your hard disk will be locked if again entered a wrong password.

[

Your harddisk has been locked because of too many
failed logon tries. You can use the helpdesk to unlock the
disk.

<Fok

e—

|~ =i}

Click OK. The Recovery dialog appears:

15
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A Please select an option:

Reset PIN of your smart card (you have PUK)
Cc

@)
@ Change PIN of your smartcard
@) g

() Deactivate pre-boot authentication

f xgancel ' uexti’w

% =

For details about recovery process, see chapter 1.13.

1.4. Advanced PBA Features

This section details the advanced features in the PBA - The log viewer and advanced
configuration options.

Both of the following PBA features can be permanently disabled via the Pre-Boot tab of the
PBA Administration module in the EgoSecure Full Disk Encryption Control Center. For more
details, see PBA Administration.

CONTENTS

¢ Log viewer
Advanced PBA configuration options

Changing keyboard layout
Operating system boot selection
PBA user management

® 6 6 o

Log viewer

This section details the log viewer functionality in the PBA.

The log viewer is a diagnostics tool to help administrators locate any problems with PBA, for
example, if a supported smart card reader has been successfully recognized by the Linux
kernel, or that the boot process has been successful. This information may be needed by the
local administrator or by the HelpDesk personnel in an emergency.

1. To open the log viewer, press the Ctrl+F12 key while still in the PBA logon dialog.
— The Administration password dialog appears:

JU_’ '!J' For this option the administrator's password is required!

Password: I

' & cancel | </ ok

16



EGOSECURE

A MATRIX42 COMPANY

2. Enter the credentials and click OK.

— The PBA dialog appears. The tabs represent the Linux functionality used by the PBA
component.

Logfiles
g

rPBA-Logs‘ Kemel-Messages ' Ispci Isusb \ Ispcmcia ‘ Ismod l

*et Pre Boot Authentication Start Log Session *******
Fri May 3 14:24:41 2013

PBA Version: 9.7.0.1
Initialize application ...
Number of supported Pkcs#11 Modules: 16
Error opening file /etc/atr_leamned.tab
Loading configuration
get_pcsc_reader_name: found pcsc string >>OMNIKEY CardMan 3121<< for re
Loading state information
Applying persistent boot options
Secure Boot System Version = 9.7.0.0
Secure Drive Platform Version = 9.7.0.1
Loading user information

 ———— >

& ™

%glose

o =

e - g Y F\'. Y
&7 Refresh E Save log £ Clear log

The tabs display the following information:

Ul Details

This is the only tab that is purely for EgoSecure Full Disk Encryption. It details
PBA-Log the log messages generated by PBA application, from loading the PKCS#11
modules to initializing the card reader.

Kernel- Linux core boot messages relevant to EgoSecure Full Disk Encryption.
Messages

Ispci An enumeration of all devices connected to the PCI bus.

Isusb An enumeration of all devices connected to the USB bus.

Ispcmcia An enumeration of all devices connected to the PCMCIA bus.

Ismod All currently loaded kernel modules.

The buttons have the following functionality:

Function .
Details
Use this function to update the input to the log viewer. This is useful to see if a
Refresh new smart card or reader has been recognized by PBA.

Use this function to save the log messages to a file. These files can only be saved
Save log to a USB mass storage device.

NOTE: Press Ctrl+F1 key while still in the PBA logon dialog without providing

administrator password.

I Only FAT32 file system is supported.
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Use this function to clear the dialog of all log input up to that point in time. This
Clear log is useful if you want to view new log messages.

Close Close the log viewer dialog.

Advanced PBA configuration options

This section details the advanced configuration options in the PBA.
This feature will enable you to alter a few specific features to help speed-up the PBA loading
time and/or secure the PBA further.

PBA damage risk

These options can damage the PBA if set incorrectly! If you have not already

done so, it is recommended to contact your administrator or EQoSecure
WARNING support before setting any options.

1. To open the advanced options, press the Ctrl+F11 key while still in the PBA logon dialog.

— The Administration password dialog appears:

4

'I' For this option the administrator's password is required!

Password: I

S—rr——2

[ e A ——
% Cancel 0\{7 OK

2. Enter the EgoSecure Full Disk Encryption administration password and click OK.

— The Advanced PBA Configuration dialog appears:

4.~ Advanced PBA Configuration
e

rGenera|‘/ PKCS#11 Modules ] Keyboard Layouts‘

@ Reset hard disks before soft-booting Windows

]

M
g Load USB 2.0 support

D Save options permanently to disk

P st e e e Y
& cancel </ Apply Jok

k =
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The tabs display the following information:

Tab

General

PKCS#11 Modules

Keyboard Layouts

Details

This option is usually of no interest but may be of used on specific notebooks

to overcome some issues during soft-booting to Windows:
B Load USB 2.0 support
Check this option if you are having problems with some USB smart card

readers. This option stops the USB 2.0 drivers being loaded into the Linux
PBA.

Click this tab if you want to change the order in which the smart card
provider modules (PKCS#11 modules) are scanned during smart card auto-
detection. Select a provider you want scanned first from the list and click Up
until the entry is at the top of the list.

Click this tab if you want to change the keyboard layout used for PBA
authentication.

B Keyboard layout.

The current keyboard layout is displayed above the list.

B Test [field]

Once a layout has been selected from the list (and Apply is clicked) you can
test the new layout in this dialog.

The remaining options/buttons have the following functionality:

Function

Save options
permanently to disk

Cancel
Apply

OK

Details

Check this option before clicking Apply or OK to permanently save any
changes you make to the PBA. If you do not check this option, any changes
you make will apply only to this session.

Click Cancel to return to the PBA logon dialog.

Click Apply to confirm any changes, but remain in the Advanced PBA
Configuration dialog.

Click OK to confirm any changes and return to the PBA logon dialog.

Changing keyboard layout

This feature enables a user to change the keyboard layout while still in the PBA - without
the need for authentication.

1. To open the keyboard layout dialog, press the Ctrl+F9 key while still in the PBA logon

dialog.

— The Keyboard layouts dialog appears:
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Advanced PBA Configuration

e
’Keyboard Layouts‘

Keyboard Layout. ~ German

us m

Arabic (101)

Bulgarian
Chinese (Traditional) - US Keyboard

Test

: Save options permanently to disk

& ™\

st ™ :\ £ ™
& cancel </ Apply <Jok

= |

The following options are available:

Option Details

Keyboard layouts Check this option before clicking Apply or OK to permanently save any
changes you make to the PBA. If you do not check this option, any changes
you make will apply only to this session.

Test [field] Click Cancel to return to the PBA logon dialog.

Save options Check this option before clicking Apply or OK to permanently save any
permanently to disk changes you make to the PBA. If you do not check this option, any changes
you make will apply only to this session.

Cancel Click Cancel to return to the PBA logon dialog.

Apply Click Apply to confirm any changes, but remain in the Advanced PBA
Configuration dialog.

OK Click OK to confirm any changes and return to the PBA logon dialog.

Operating system boot selection

This section details how to select the operating system to boot via the PBA.
This feature enables a user to boot the operating system (on selected partition) while still in
the PBA - without the need for authentication.

1. Perform the steps described in chapter 4 “The Integrated Boot Manager”.
To open the Operating System Boot Selection dialog, press the F8 key while still in
the PBA logon dialog.

— The Operating System Boot Selection dialog appears:
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Please select the operating system to start:

Windows XP Professional - nur C: Platte

= DOS FAT32 - Service Partition - X:

s

(Dox

Select the operating system in specific partition to boot, and click OK.

PBA user management

This section details how to perform User Management via the PBA. An admin user is allowed
to add a new user, promote as well as delete an existing PBA user(s).

A new user will be captured during his/her logon to the computer as a registered user.

Only user who has User Admin rights will be able to perform User Management.

1. To perform User Management, press the F7 key while still in the PBA logon dialog.

— A confirmation message to perform User Management appears after authentication:

v Perform User Management after authentication?

fé!es N @no

Q

2. Click Yes to perform User Management, or No to exit the dialog.
— The PBA logon dialog re-appears.
Enter your Windows credentials (username, password, and domain) to login.

— After successful login, the User Management dialog appears. The Registered
Users tab lists all the existing users in the PBA access control list.
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5 O
"o"i& User Management
egis sers

Manage the Pre-Boot access control list

ADMN: Kalgin:.
| | ADMN: John:EGOSECURE
| |USER: KevinEGOSECURE ' % Delete '

USER: Mike EGOSECURE

"} Promote :
—

D Enable self-initialization and register the next user to logon

B8

(J

[ €ok )

) S

3. Select a user, and click Promote to promote the user as a User Admin in the PBA access
list. The selected user will be promoted as an Admin in the PBA access list.

4, If you want to delete the current logged-

list.

Do you really want to remove current user
from the PBA access list?

L @yes ) . @no
= =
5. Click Yes.

—> The following message appears:

in user, click Delete in the PBA access control

Self-initialization is selected as a precaution
when the authenticated User Admin is deleted.

[ Dok )

6. Click OK.
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7. Click Enable self-initialization and register the next user to logon option to capture
the next user who logon to the computer to be self-initialized as a valid user.

— On selecting this option, the other two options get enabled.

a Enable self-initialization and register the next user to logon
D Perform user registration with a Smart Card

D Grant User Admin privileges to the next user registered

| Sox |

| —

B Select Perform user registration with a Smart Card option to register the captured
user with Smart Card authentication.

B Select Grant User Admin privileges to the next user registered option to register
the captured user with User Admin privileges.

8. Click OK to save.

“ If a normal PBA user tries to perform User Management, the following message
appears. Click Continue to proceed with the logon process. The User Management
dialog will not appear after successful logon.

The authenticated user is not authorized
to access User Management!

" @ continue | @

! ! Restart !

1.5. The Control Center

[
u\

The EgoSecure Full Disk Encryption Control Center is the central point of configuration and
administration for EgoSecure Full Disk Encryption. The modules cover all aspects of
administration and configuration. Once EgoSecure Full Disk Encryption is configured and
running, there should be little need to use the Control Center.

The FDE Control Center can be opened via the Windows control panel as follows:

1. Open the Windows Control Panel:

8
2. Double-click the EgoSecure Full Disk Encryption control center icon: . .

— The Control Center window appears:
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B EgoSecure Full Disk Encryption Control Center

FDE Initialization

[FDE).

Policy Builder

Initislization of Full Disk Encryption

Crestes vanous type of FOE policies

FDE Status Query

2

Disk Encryption PBA Initialization PBA Administration

Encryption and decryption of hard digk Initialization of Pre-Boot Authenticaton
partitions. [PBA).

Manage smartcard and password logn
usage with PBA

Change Admin Password Recovery Information TPM Administration
Changes the EgoSecure FDE
Administration password.

Creates emergency recovearny
nformation.

Initialization and configuraton of
Trusted Platform Module (TP
support

The modules have the following functions:

Option

FDE Initialization

Disk Encryption
PBA Initialization/De-
initialization

PBA Administration

Policy Builder

Change Admin
Password

Recovery Information
TPM Administration

FDE Status Query

Details

This module is used for the administration, installation, and removal of
boot security. Boot security is necessary for PBA and is also a prerequisite
for the encryption of any hard disk partition.

For details about FDE Initialization module, see FDE Initialization - Boot
Security.

This module is used to configure the encryption of hard disk partitions.

This module is used to enable and disable the PBA component. Click PBA
Initialization/De-initialization for details.

This module allows you to alter the PBA configuration. For example, to add
an authorized user to PBA, or change the smart card provider. For details,
see PBA Administration.

This tool is used to create and edit policies for the purpose of
configuration, initialization, and de-initialization of FDE and PBA
components. The purpose of these policies is to allow for an administrator
to remotely control and ensure the consistent, central deployment, and
configuration of FDE and PBA with no need for user interaction.

This module is used to change the administration password. For details,
see Changing the Administration Password.

This module is used to create ERI files and ERD, which in turn can be used
to repair or decrypt a damaged system.

This module offers you a way to utilize and bind the TPM chip on the most
business computer motherboards to EgoSecure Full Disk Encryption.

This option gives you a simple overview of the system. For details, see
chapter 1.10.
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1.6. PBA Administration

Use the Control Center module PBA Administration to configure, re-configure, and
administrate the PBA component of EgoSecure Full Disk Encryption.

Modifying PBA

1. If you have not already done so, open the Control Center (as described in Section 1.5).
2. Double-click the PBA Administration icon.

— The Administration password dialog appears:

Administration password

3. Enter the password and click OK.
— The PBA Administration dialog appears (Figure 8):
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Figure 8. PBA Administration Window

X PBA Administration X

Users (credentials) I .
rll cess the computer with their user credentizls if they areinthe access list.
Users (smartcard)
Show last user name Mew user has admin rights
HelpDesk key
Action User name Dromain Role

Pre-Boot opticns
test WIN-MR1B62NS... UserAdmin Remove

Pre-Boot

ZEV Promote
Logfies
System locking User entry Administrator
ERl settings User name: | Add
Smart card settings

Confim

Domain: | |

Certificates Account password: |

Single sign-on

o

The options available in each of the tabs above have already been configured during
installation. The descriptions for each tab/option can therefore be found in the relevant step
in the installation chapter (refer to Related information below).

Related information

Refer to the following sections for further information about the options available for
configuration in each of the tabs above:

Option Details

Users (credentials)  This tab allows you to configure which users are allowed to login to PBA using
their Windows credentials. If the options are greyed-out, you must uncheck
the option Disable PBA in the Pre-boot options tab (and click Apply)
before setting this.

The password for PBA must be no longer than 32 symbols.
User name must not contain any of the following characters: /\[ 1" :; | <
>4+ =,?2*%@

Users (smartcard)  This tab allows you to configure which smart card user is allowed to
authenticate to PBA. If the options are greyed-out, you must uncheck the
option Disable PBA in the Pre-boot options tab.

For further information, refer to EgoSecure FDE — Installation and
Troubleshooting Guide.

HelpDesk key This tab allows you to configure the HelpDesk keys used for communication
with a HelpDesk administrator in an emergency scenario.
Once the HelpDesk is configured, you can activate Friendly Network.
For details about Friendly Network, see EgoSecure FDE — Installation and
Troubleshooting Guide.
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Pre-Boot options

Pre-Boot

Lodfiles

System locking

ERI settings

Smart card settings

Certificates

Single sign-on

Perform
configuration

This tab allows you to configure user interface options in the PBA such as PIN
reset for smart cards, disabling switching between authentication methods,
specifying screen resolution, etc.
You can also configure the following options:
Disable PBA: temporarily deactivate PBA so that the computer can be
rebooted without the need for authentication in the PBA. This can be
permanent or configurable for ‘n’ reboots.
Reenable PBA after 'n’ reboots: use this option together with Disable PBA
to allow the user/admin to reboot the computer a specific number of
times before the PBA is automatically re-enabled.
Power off PBA after 'n’ seconds: set whether the PBA should power off the
computer if the PBA is left unattended for a configurable number of
seconds.

For details about all options, see

This tab allows you to configure the background image, keyboard layout, and
Integrity checking used in PBA.

This tab allows you to configure if the PBA should generate log files and if so,
the size, filename, and location of the log files.

This tab allows you to configure how many times a user may enter a
password incorrectly before being either locked out, or penalized by a time
penalty. This locking feature is applicable only to user name/password
authentication and not applicable for smartcard PIN.

This tab allows you to configure whether the password used to protect ERI
files should be used, and if it is used, the minimum number of characters the
password should have. If the options are greyed-out, you must uncheck the
option Disable PBA in the Pre-boot options tab (and click Apply) before
setting this.

This tab allows you to configure which smart card reader and PKCS#11
provider EgoSecure Full Disk Encryption should use for authentication.
For further information, refer to

This tab allows you to configure the methods of certificate recognition that
are to be used for authentication.

This tab allows you to configure which SSO mechanism EgoSecure Full Disk
Encryption is to use. If the options are greyed-out, you must uncheck the
option Disable PBA in the Pre-boot options tab.

For further information, refer to

This tab automatically appears (or is switched to) when you click Apply to
transfer any settings to the PBA component. It only displays the status of the
data transfer.

If you temporarily disable PBA, no configuration can be performed during this time. If you
want to configure the PBA, reactivate it.
If you intend to make configuration changes to PBA and also disable it then this must be

done in two steps:

Make any configuration changes to PBA (and click Apply)
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B Disable PBA (and click Apply)
Or if the PBA is already deactivated...

B Reenable PBA (and click Apply)
B Make any configuration changes (and click Apply)
B Disable PBA (and click Apply)

Once you have made your selection, click Apply to transfer them to the PBA component.
The new settings will be available at the next restart. Click OK to close the PBA
administration dialog.

1.7. PBA Initialization/De-initialization

Use the PBA Initialization Control Center module to initialize, or de-initialize the PBA
component. Use this module in one of the following scenarios:

B You have installed the FDE and PBA components, but you have not yet initialized the PBA
component (task ->enable PBA, refer to the table below).

B You have disabled PBA to perform other administration tasks, and you now want to re-
enable it (task ->re-enable PBA, refer to the table below).

B You simply want to disable the PBA (task ->de-initialize PBA, refer to the table below).

Follow these steps to de-initialize PBA (the de-initialization screens appear only if you have
already initialized the PBA):

1. Open the Control Center (as described in Section 1.5).
2. Double-click the PBA Initialization icon.

— The Administration password dialog appears:
1

X
Administration password
o |
ad
| n
1 » I || L Ll L) ]

3. Enter the password, and click OK.
— The PBA Initialization/PBA Deinitialization dialog appears.
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& EgoSecure Full Disk Encryption by Matrix42: PBA Setup

PBA Initialization

Welcome tothe Pre-Boot Authentication (PBA) initialization.

The PBA Initialization Wizard will guide you through the initialization andinitial
configuration of the PBA module.

:

4. Click Next to continue.

—> The PBA Initialization Status/PBA Deinitialization Status dialog appears.

& EgoSecure Full Disk Encryption by Matrix42: PBA Setup

PBA Initialization

Pre-Boot Authentication (PBA) Initialization.
Click"Start" to initialize PBA.

Status: Waiting forinitialization start

5. Click Start. The initialization/deinitialization may take a while so please be patient.

— If the initialization/deinitialization is successful, the following dialog appears:
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f EgoSecure FDE % |

i &

PBEA deinitialization has been finished
successfully. Rebootis recommended.

6. Click OK to close the dialog and finish the procedure.

1.8. FDE Initialization - Boot Security

This section contains tasks related to boot security.

CONTENTS

¢ Installing boot security
¢ Updating boot security configuration
¢ Removing boot security

Installing boot security

Normally, the boot security installation is performed as a part of the initial product
installation. Installing boot security is available in the following scenarios:

B Boot security has been disabled and must be re-enabled.
B Boot security was not enabled during the installation.

Follow the steps below to initialize boot security:

1. Open the Control Center (as described in Section 1.5).
2. Double-click the FDE Initialization icon.

— The Welcome dialog appears:

Read about the steps of FDE initialization in the EgoSecure FDE — Installation and
Troubleshooting Guide, description “Installing Boot Security”.

“ | Boot security was previously installed

If boot security was previously installed on the computer, it is possible that the
EgoSecure Full Disk Encryption partition already exists. If so, the partition will be
INFO reused (this is quite quick as no new partition must be created).
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Computer restart required

\_’ The computer needs to be restarted after the installation and before any
hard disk partition can be encrypted. If you click No, do not forget to restart
ATTENTION the computer before you try to encrypt a hard disk partition!

Updating boot security configuration

This section details how to make changes to the configuration of EgoSecure Full Disk
Encryption boot security. Boot security settings can be updated via the Control Center. This
function does not update the EgoSecure Full Disk Encryption on your computer.

Follow the steps below to update a boot security configuration:

1. Open the Control Center (as described in Section 1.5).
2. Double-click the FDE Initialization icon.

— The Administration password dialog appears.

X

Administration password

ad dcE

o
1 « I [ ti L) |

3. Enter the password and click OK.
—> The step for hiding encryption tray appears.

31



EGOSECURE

A MATRIX42 COMPANY

@, EgoSecure Full Disk Encryption by Matrix42: FDE Setu
g yp! Y p

FDE Initialization

Define whether to showthe encryption tray icon, which displays
information about disks once at leastone disk is encrypted.

Hide FDE tray icon

:

By default, the encryption tray appears on the Windows taskbar once a disk is encrypted and
shows information about the state of all disks on a computer.

4. To hide the icon, check the Hide FDE tray icon box and click Next.

—> The step for configuring additional encryption key protection appears.

@ EgoSecure Full Disk Encryption by Mairix42: FDE Setup

FDE Initialization

Enable one or both additional encryption options to protect the encrypted drive
against using it within another computer of the same network.
Both hardware - based key(HKEK) protection and TPM key(TKEK) protection
encrypt the encryption key with an additional protection key Depending on the
selected protection the additional protection key is based on the client hardware and
on the TPM respectively.

Generate hardware-based key encryption key (HKEK)

Generate TPM key encryption key (TKEK)

¢ Back || Next O
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Enable an additional layer of security to the disk encryption key (DEK).

The HKEK option utilizes unique hardware-based information from the client to generate an
additional hardware-based key encryption key (HKEK).

The TKEK option uses unique TPM information from the client for generating a TPM-based
key encryption key (TKEK). Check TPM system requirements before enabling the option.
The options protect against moving the encrypted drive into another computer within the
same network, where the same KEK is used.

You can use both options at a time for the protection.

System requirements for computers with TKEK

B UEFI systems starting with Windows 10 and later
B TPM devices with specification version 2.0 are supported only
B TPM must implement the following set of commands:

*  TPM2_CreatePrimary
" TPM2_Create

* TPM2_Load

*  TPM2_EvictControl

* TPM2_FlushContext

*  TPM2_GetRandom

* TPM2_RSA_Encrypt

* TPM2_RSA_Decrypt

* TPM2_ObjectChangeAuth
B TPM must support the following set of algorithms:

* TPM_ALG_SHA256
* TPM_ALG_RSA

* TPM_ALG_OAEP

* TPM_ALG_AES

* TPM_ALG_CFB
B TPM device must be in the Ready state.

Before updating BIOS or replacing hardware

J When updating BIOS or replacing hardware, the information used for key
generation changes and disk recovery will no longer be possible. That is why,
ATTENTION please, follow the steps below to avoid it:
1. Decrypt the disk.
2. Update BIOS or replace hardware.

3. Encrypt the disk.
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4, Enable the Generate hardware-based key encryption key (HKEK) option and/or
Generate TPM-based key encryption key (TKEK), and then click Next.

— The FDE Update and Deinitialization dialog appears.

@, EgoSecure Full Disk Encryption by Matrix42: FDE Setup

FDE Update and Deinitialization

© @ X

Update Deinitialization

5. Click Update.
6. Close the dialog once the update finishes.

Removing boot security

This section details how to remove EgoSecure Full Disk Encryption boot security. Boot
security can be re-installed via the Control Center. This function does not remove the
EgoSecure Full Disk Encryption from your computer.

Decrypt the drives

\J If one or more drives are encrypted, you have to decrypt them before you
can remove the boot security.
ATTENTION

Follow the steps below to remove boot security:

1. Open the Control Center (as described in Section 1.5).
2. Double-click the FDE Initialization icon.

— The Administration password dialog appears.
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Administration password

3. Enter the password and click OK.

—> The two steps for configuring additional protection for disk encryption key and
hiding encryption tray appear.

4. Skip them via clicking Next.
— The FDE Update and Deinitialization dialog appears.

@, EgoSecure Full Disk Encryption by Matrix42: FDE Setup

FDE Update and Deinitialization

© X

Update Deinitialization

5. Click Deinitialization.

— The FDE Deinitialization Status dialog appears.
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@&, EgoSecure Full Disk Encryption by Matrix42: FDE Setup

FDE Deinitialization
. Click "Start” to deinitialize FDE.

Status: Waiting...

6. Click Start.
Note: If PBA is still installed, you will end up with the following warning message:

EgoSecure FDE by Matrix42 »

FDE can not be deinitialized while PBA s
initialized. Deinitalize PBA and only then
deinitialize FDE

— Upon successful removal the success dialog appears.
7. Click OK to close the dialog.

1.9. Changing the Administration Password

Use the Change Admin Password module of the Control Center to change the global
password used to configure any EgoSecure Full Disk Encryption setting.
Follow these steps to modify the administration password:

1. Open the Control Center (as described in Section 1.5).
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2. Double-click the Change administration password icon.

— The Administration password dialog appears.

X
Administration password
. |
ad
| n
t -« . || YT

3. Enter the current administration password and click OK.

— The Change Administration Password dialog appears.

X sNBPW X

Change Administration password

Setthe passwordused for administrator. This password is requiredto
performing configuration changes.

New Administration password:

Confirm password:

Cancel

4. Enter and confirm the new password in the fields New Administration Password, and

Confirm Password respectively.
5. Click Finish to apply the new password for EgoSecure Full Disk Encryption
administration.

— The Success dialog appears.
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(B sNBPW X

Change Administration password

The Administration password was
successfully changed!

6. Click OK.

—

& i Taking care of the adminitration password
i

Once running, FDE rarely needs any administrative action. It is logical to assume
that the administration password is not used very often and could therefore be

INFO easily forgotten. Once you have changed the password, it is recommended to
keep a copy of it in a safe place.

1.10. FDE Status Query

Use the FDE status query module of the Control Center to identify the status of a hard disk
protected by the EgoSecure Full Disk Encryption. The following information can be identified:

B Status of the installation
B Status of the boot protection
B Encryption status of the drives

This module can also be used transparently by administrators to log (and consequently
audit) the status of the EgoSecure Full Disk Encryption.
CONTENTS

¢ The FDE status query GUI
¢ Start a status guery via the commandline
¢ FDE query log file
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The FDE status query GUI

The FDE status query GUI is an easy and quick way to view information about the status of
the local EgoSecure Full Disk Encryption installation.

Every time the FDE Status Query application is started, it will generate an entry in the log
file NBSTATUS.LOG, by default located directly under the C: drive. The name and location of
the log file can be changed (see FDE query log file).

Follow the steps below to query the status of the EgoSecure Full Disk Encryption installation
on your computer:

1. Open the Control Center (as described in section 1.5).
2. Double-click the FDE Status Query icon.

B EgoSecure Full Disk Encryption Control Center

o FDE Statys Query

8

FDE Initialization Disk Encryption PBA Initialization PBA Administration
Initiglization of Full Disk Encryption Encryption and decryption of hard digk Initiglization of Pre-Boot Authenticaton Manage smartcard and password logn
[FDE]. partition=s. [PBA). usage with PEA

®

Policy Builder Change Admin Password Recovery Information TPM Administration
Creates varous type of FOE policies Changes the EgoSecurs FOE Creates emaergency recovearny Initialization and configuraton of
Administration password. information. Trusted Platform Module (TPR)
support

— The following dialog appears:
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Product installed:

Boot security installed:

Encrypted drives:
|Inencrypted drives:
~Boot Partly encrypted drives:
C:

L [ T

Current Status »

TPM protection activated:

—_

=

b B

— The application automatically gathers and displays information about the EgoSecure
Full Disk Encryption installation on your computer. This dialog displays the
encryption status of the first six partitions. If there are more than six drives
available, the sum of the values is displayed.

The dialog displays the following FDE characteristics:

Characteristic

Product installed

Boot security installed

TPM Protection activated

Encrypted drives
Unencrypted drives

Partly encrypted drives

Drive (x)

Details

Is EgoSecure Full Disk Encryption installed?
NOTE: EgoSecure Full Disk Encryption may be installed but is not
yet active.

Is boot security installed? In other words, is the FDE component
active?

Shows the status of the TPM protection for EgoSecure Full Disk
Encryption.

The total number of encrypted partitions on the hard disk.
The total number of unencrypted partitions on the hard disk.

The total number of partitions on the hard disk that have only been
partly encrypted. This may be due to a loss of power during the
encryption of a partition.

Encryption status for a specific partition: fully encrypted, just used
sectors, or unencrypted.

The icons you may encounter in the status dialog have the following meaning:

Icon

Description

Yes / OK / Active.

40



EGOSECURE

A MATRIX42 COMPANY

No / Not OK / Not enabled.
Drive unencrypted.
Drive encrypted.

Encryption status of drive cannot be determined.

FO DD

Activating or activation error (TPM only).

Start a status query via the commandline

The commandline functionality for the status query application is primarily for administrators
that need frequent information about the status of the EgoSecure Full Disk Encryption
installations in the company.

When the commandline syntax is executed, it will generate an entry in the log file
NBSTATUS.LOG, by default located directly under the C: drive. The name and location of the
log file can be changed (for details, see FDE guery log file).

Follow these steps to start a status query via the commandline:
1. Open a Command Prompt window.
—» The Command window opens.

2. To start the application, enter the following string in the Command window: nbstatus [-
NOGUI]

Command line option Details

-NOGUI Hide the GUI. The current status is written to the log file and provided
as return value. If you do not enter this option, the GUI will be
displayed.

Example. C:\WINDOWS\NAC\nbstatus —nogui
FDE query log file

This section details how to interpret the log file entries as well as how to define a log file
path.

Log file interpretation

The Nbstatus application, via GUI or commandline, updates the log file each time it is
execution. When opened, a typical log file entry appears as follows:

Error status = 0
Driver letter = C
Encrypt status = 0x1
Algorithm:
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Error status = 0
Driver letter = E
Encrypt status = 0x1
Algorithm:

Computer name: MB-WINXP-02
Date: 20090429

Exit code = 9

FDE installed: Yes

Boot security installed: Yes
Unencrypted drivers = 2
Encrypted drivers = 0

Partly encrypted drivers = 0
Boot security errors = 0
Encrypted errors = 0

MB-WINXP-02 20090429 9 1 1 2 0 0 0 O

The last line of an entry can be broken down into the following:

Computer name

Date

Exit code

FDE installed

Boot security installed

Number of unencrypted partitions
Number of encrypted partitions
Number of partly encrypted partitions (process of initial encryption or decryption is
ongoing)

B Boot security error code

B Encrypted error code

The listed entries are as follows:

Log file entry Details

Error Status 0 = Error found

1 = No errors found
Driver letter Partition/drive letter for which information has been gathered

Ox1= Partition is unencrypted

0x2= The whole partition is encrypted

0x3= The encryption of the whole partition is not yet completed
0x4= The decryption of the whole partition is not yet completed
0x102=The used sectors of the partition are encrypted

0x103= The encryption of used sectors on the partition is not yet

completed
0x104=The decryption of used sectors on the partition is not yet
completed

Algorithm The algorithm used to encrypt the partition

Computer name Name of the computer
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Date

Exit code

FDE installed
Boot security installed

Unencrypted drivers
Encrypted drives

Partly encrypted drivers
Boot security errors

Encrypted errors

Date on which the status query was run

Exit codes have the following meaning:

1 — Unencrypted partitions exist

2 - Encrypted partitions exist

4 — Partly encrypted partitions exist

8 - Boot protection is installed

16 - The encryption status of some partitions could not be obtained
32 - The status of the Boot protection could not be obtained

64 - FDE is not installed

In the example,

The value 9 (8+1) has the following meaning:

Boot protection is installed +

Unencrypted partitions exist

The value 11 (8 + 2 + 1) has the following meaning:
Boot protection is installed

Unencrypted partitions exist

Encrypted partitions exist

0= no
1= yes

0= no
1= yes

The number of partitions that are unencrypted

The number of partitions that are encrypted

The number of partitions that are only partly encrypted
0 = no error

0 = no error

Defining log file path and name

This section details how to tweak the log file location for NBSTATUS.LOG. By default, the log
file is written to C:\NBSTATUS.LOG. You may however, want to save the log file to a specific

directory.

To specify an alternate log file location:

1. Open the Windows Registry Editor by either selecting Start -> Run and entering regedit
into the Open field, or by opening the editor directly from the directory:

C:\WINDOWS\regedit.exe

2. In the Registry Editor open the entry:
HKEY_LOCAL_MACHINE\SOFTWARE\Mobsec_NB\Notebook\General\

3. Make a new entry by right-clicking the mouse in an open space on the right-hand panel
and choose New -> String Value from the menu:
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Name Type Data
f‘_‘i}(Defaul REG_SZ (value not set)
ab|InitFDE REG_SZ 1
,i'fllnstall Path REG_SZ C:A\Windows\NAC\
3"1 LogfilePath REG_SZ CA\FDE.log
E!i}OriginalActiveV... REG_SZ \Device\HarddiskVolt
‘-’-'«'»]sﬂ REG_BINARY 023279 €9 6f d0 b3 3
‘-’-'c'»l st2 REG_BINARY 68 €594 a6 dc fb 8a fz
ab]Version REG_SZ 10.1.838.0
New 4 Key
String Value
Binary Value

DWORD (32-bit) Value
QWORD (64-bit) Value
Multi-String Value
Expandable String Value

4. Define the string name: StatusLogfilePath.

ab|Version REG_SZ
8| StatusLogfilePath  REG_SZ

10.1.838.0

5. Double-click the new entry.

—» The Edit String window opens:

-

Edit String

Value name:
StatusLodfilePath

Value data:

(

o) (ol ]

EGOSECURE

A MATRIX42 COMPANY

6. Enter the path and filename, to which the log file will be saved (for example:
C:\EgoSecure Log\nb status log files\), into the Value Data field:

v
Edit String L —

e 2

S

Value name:
StatusLogfilePath

Value data:

C:\EgoSecure Log\nb status log files\|

oK) (o]

7. If you do not want Nbstatus to write a log file, then simply enter NOLOG into the Value
Data field. Click OK to apply the value.
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. Reverting to default log file destination

\y If, at any time after you have made this change, you decide to revert to the
default log file destination (C:\NBSTATUS.LOG), just delete the entry made in this
INFO section from the registry.

1.11. Hard Disk Encryption

Encrypting the hard disk ensures that all the data remains secure from unauthorized users.
Data on a hard disk encrypted by FDE cannot be hacked via boot CDs, floppy disks, USB
devices, or by removing the hard disk completely for installation in another computer. Also,
resetting the Windows user or administrator passwords with some well-known tools does not
work on hard disks encrypted by EgoSecure Full Disk Encryption.

Encrypted hard disks display information only to authorized users, or to users who have
accessed the disk using a password-protected ERI file either via the HelpDesk or via the
ERD. The data on an encrypted hard disk cannot be accessed if you do not have EgoSecure
Full Disk Encryption installed, or do not know the key.

Once a hard disk has undergone its initial encryption, EgoSecure Full Disk Encryption will
automatically encrypt data newly added to the disk on-the-fly. This means that it functions
in a completely transparent manner to the user. As an option, each hard disk partition can
be encrypted by a different algorithm.

Hard disk encryption applies to IDE, SATA, and SCSI hard disks formatted using the NTFS
file system under Windows. Hard disks formatted using the FAT file system are not
supported.

You can encrypt a disk either with EgoSecure FDE or with Windows BitLocker. It means that
if one disk is encrypted with EgoSecure FDE and another disk is encrypted with BitLocker
they will co-exist in one system.

Algorithms

EgoSecure Full Disk Encryption offers the following range of software FDE encryption
algorithms:

Algorithm Description
Blowfish A strong, fast, and compact algorithm that supports key lengths of up
to 448 bits.
DESX A widely used cryptosystem and uses a key length of up to 128 bit.
DES A widely used cryptosystem and uses a key length of up to 56 bit.
AES Provides the most effective protection using a 256 bit key.

The AES (Advanced Encryption Standard) provides the highest
security coupled with fast encryption speed. This algorithm is the
optimal choice for most users.
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If you intend to install the PBA component to raise security to a maximum, then please wait
until the PBA component is installed and working BEFORE encrypting the hard disk. The
reason for this is that if you were to encrypt before installing PBA it is possible that
something in the authentication process may fail, you will be unable to access the computer,
and you will be forced to perform an emergency recovery procedure. Such typical causes of
failure are incorrect smart card provider or incorrect certificates.

CONTENTS

¢ Encrypting a hard disk partition
¢ Decrypting a hard disk partition

Encrypting a hard disk partition

B EgoSecure Full Disk Encryption can only encrypt a hard disk partition if you have local
Windows administrator privileges!

B EgoSecure Full Disk Encryption supports the integrated power management mechanisms
of Windows ‘Suspend to RAM’ and ‘Suspend to Disk’ with enabled, as well as disabled,
PBA.

B If your hard disk is already encrypted using a third-party product, please, decrypt it
BEFORE re-encryption with EgoSecure Full Disk Encryption.

B You cannot apply hard disk encryption to the following:

* A remote (network) hard disk

* A drive that uses software BIOS, for example: EZ-Drive, Drive-Pro or Disk Manager.

B Do not encrypt drives, which are already encrypted! This will result in data loss.

Do not encrypt system logical drives where the operating system is installed.

B Only the “basic” disk type is supported for the second hard disk (for details about “basic”
disk types, see Windows documentation or online help).

B Once the encryption process is started, a valid ERI file is created and cached in the PBA
partition. This allows users to recover the partition if anything goes wrong during the
encryption process. However, the ERI file presents a security risk. Once the encryption
process is complete, you should start the Recovery Information module in the Control
Center and save an ERI file to external media or a network drive (this will also remove
the cached ERI created at the start of the encryption process).

B Make sure that you close, or stop, applications that perform hard disk intensive
operations before you start the INITIAL ENCRYPTION.

B Do not turn off the computer or work on the computer while the initial encryption is in
progress. Doing so would result in data corruption.

Data loss risk
Do NOT modify the encrypted partitions (size change, shrink, etc.). It may
lead to data loss.

WARNING
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Encrypting a hard disk partition with FDE

1. Open the Control Center (as described in Section 1.5).
2. Double-click the Disk Encryption icon.

— The Administration password dialog appears.

3. Enter the password and click OK.

Administration password

o
1 « N | ti i) |

— When you try to encrypt the disk before re-starting the system after PBA
initialization, a message stating to restart the computer appears.

4. (Recommended) Click Restart now to restart the system before encrypting the drive.
Full Disk Encrypticn - Restart Computer

The computer waz not restarted after pre-boot authentication wagz intialized. |t is
recommended to restart the computer befare encrypting a drive.

Fieztart now | Fiestart later I

— The Disk Encryption dialog appears (Figure 9). This dialog lists all the available
NTFS partitions/disks on your computer. Plain (unencrypted) hard disk partitions are
displayed using a hard disk icon. Encrypted partitions are displayed using a lock
icon.

5. Select a plain hard disk to encrypt and click Next to continue.
Figure 9. Encrypt a Hard Disk - Disk Encryption Dialog
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B EgoSecure FDE by Matrix42 - disk encryption

Disk Encryption

Select the partition to encrypt or decrypt fromthe drive listand click
‘Next” to continue.

Drive  Mame Capacity Filesystem  State

L 585GB MTFS not encrypted

:

— The Information dialog appears. This dialog enables you to select, whether the
whole drive or only used parts of the drive should be encrypted:

B EgoSecure FDE by Matrix42 - disk encryption

Disk Encryption

C:\- This drive is currently unencrypted.
To continue with drive encryption, click "Mext”.

o Encrypt enly the uzed sectors of the drive

Encrypt the whole drive
< Back || Next >
GUI option Details
Encrypt only the used When a drive is initially encrypted, either all the sectors (regardless of
sectors of the drive whether they contain data or not) or only those sectors that contain
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data, can be encrypted. Encrypting only those portions of the drive
that are used is much faster in most of the cases.

Select this option if you want to encrypt only the currently used
sectors during the initial encryption.

Encrypt the whole drive Encrypting all sectors of the drive provides more security because
even such things as already deleted data will be encrypted.
Select this option to encrypt all the sectors of the selected partition.

6. Click Next to proceed with the next step.

—> The Algorithm dialog appears. This dialog allows you to select which algorithm will
be used for the encryption of the selected drive. For further information about each
algorithm refer to the beginning of this section.

B EgoSecure FDE by Matrix42 - disk encryption

Disk Encryption

. Selectan encryption algorithm from the list of available ones.

Algarithm Length Copyright -
AES AES 128 - 256 Bit Public Domain A
BlowFish BlowFish 32 -4... Copyright (C) Bruce Schneier 1
DES DES 64 Bit Public Domain I
DESX DESX 128 Bit Copyright (C) RSAData Sec... =

@ AES isthe Advanced Encryption Standard selected bythe United
States Mational Institute of Standards and Technology. ER

¢ Back || Mext >

7. Select an algorithm and click Next.

! The AES (Advanced Encryption Standard) provides the highest security coupled with

fast encryption speed. This algorithm is the optimal choice for most users.

— The Key dialog appears:
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B EgoSecure FDE by Matrix42 - disk encryption

Disk Encryption

Generate random key automatically

Keylength: , ¥ st

Key: |=w=e Confirm key. |

When to request the encryption key:

Newer (any user with administrator access rights can decrypt)

o Before decrypting a partition

¢ Back || Next >

This dialog enables you to specify the encryption key that should be used for hard disk
encryption. The following settings are available:

GUI option

Properties

Options

Sub-option and details

B Key length

Some encryption algorithms support different key lengths. Use the slider to
define the preferred key length for the selected algorithm. The key that will be
generated out of the password will be of this length.

B Generate random key automatically

With this option you do not have to enter an encryption password. The
encryption key will be generated randomly when encryption takes place.

B Key, Confirm key

The encryption key will be generated from, but is not a copy of, the password
you enter (and confirm) here. The encryption password should be different to
the EgoSecure Full Disk Encryption administration password.

Define when encryption key input is required:

B Never (any user with administrator access rights can decrypt)

This option is totally transparent for the user. The encryption password is not
required to decrypt the drive or start the system. This option also means that
every user with administrator privileges may start a decryption of the hard disk.

B Before decrypting a partition

As with the option Never, this option is also totally transparent for the user. It
provides the same protection as the option Never, but to decrypt a partition
requires the input of the encryption password (see above).
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m Key length: It is recommended to choose the maximum key length for the selected
algorithm. This provides the highest security with no remarkable performance loss.

B Passwords: If you decide to define your own encryption password choose one that is
hard to guess. Use a mix of digits, letters and special characters. The password has to
have at least a length of eight characters. A strong password must fulfill the following:

* Be as long as possible (we suggest 16 characters)
* Include mixed case letters, digits, and punctuation marks

* Not be based on any personal information or any word found in a dictionary (in any
language)
It is recommended to keep a copy of this password in a safe place. It might be required at a

later time for decryption (if the respective option for Key input is selected), or in an
emergency.

B Generate random key automatically: This option is only possible if the key
(password) is never requested later on (see the option NEVER in the key Options field).
Because nobody knows the random key, it is not possible to enter the key (password)
during the startup sequence or to decrypt.

= Before decrypting a partition: The Before decrypting a partition option assumes
that the user knows the encryption key (password). Therefore, the Generate random
key automatically option should not be checked! Doing so would prevent the user from
either decrypting a partition/drive or logging onto the computer.

If you want to enable an additional layer of security to the disk encryption key, enable the
Generate hardware-based key encryption key (HKEK) option and/or Generate TPM-
based key encryption key (TKEK) when:

B Initializing FDE or
B Updating FDE settings or
B Creating FDE policies

It means that HKEK and/or TKEK can be added both before and after encrypting a disk
partition.

This protects against moving the encrypted drive into another computer within the same
network, where the same KEK is used.

8. Select you preferred options and click Next to continue.

— The Key dialog appears. This dialog allows for creating the ERI file used for the
recovery of the disk in case of emergency. Save this file to a flash card or to a
network folder.
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B EgoSecure FDE by Matrix42 - disk encryption

Disk Encryption

Define a password to protect Emergency Recovery Information (ERI). The ERI
file should be stored on unencrypted external media.

Password for recovery information: | """"" | o

Password confirmation: | --------- | ,/

Path for ERIfile: [C:Wsers\ZEVIDocumentsWWIN-NR i | ./
¢ Back |[ Net >

9. Enter the password for the ERI file, confirm it and specify the path for saving the file.
Click Next.
Only the English keyboard layout is supported in the recovery application, that is why
please enter the ERI password, which contains no symbols from other languages.

B EgoSecure FDE by Matrix42 - disk encryption

Disk Encryption

Once encryption finishes, restart a computerto complete the procedure. Do not
put your computer into hibernation or stand by before arestar.

Restart computer after encryption

< Back || Next >

10.Set the check box to restart the computer shortly after finishing the disk encryption.
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— The Encryption dialog appears:

B EgoSecure FDE by Matrix42 - disk encryption

Disk Encryption

. Click"Start” to start disk encryption

Process priority:

: v :
Low Mormal High

Status: Waiting for encryption start
Progress: -
Remaining time: 0:00:00:00

11.Click Start. You can adjust the CPU priority given to the encryption process by adjusting
the Priority slider.

—> The Initial encryption process starts. Additionally, the icon ® appears in the
notification area of the Windows taskbar (if the Hide FDE tray icon option hasn't
been enabled). When clicking this icon, the EgoSecure FDE dialog appears, where
the encryption progress is shown.

Should the power fail during the encryption process or should the process be interrupted for
any other reason this may cause data corruption. However, the encryption procedure can
still be continued via the WinPE recovery CD.

The initial encryption of a hard disk takes time. Depending on the amount of data on the
hard disk and the speed of the computer, the time needed can be an hour or more.

On Windows 7 systems (32 or 64-bit), if the FDE encryption is triggered by the FDE service
via policy or after a reboot AND the policy has the 'Show message'-flags set, the user will be
notified by the following Interactive Services Detection dialogs below. The same can
happen if the FDE encryption is triggered through a third-party agent running with “local
service” privileges using the public-API provided by EgoSecure. If the 'Show Message'-flags
are not set, the user will not be notified with any messages.
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<. Interactive Services Detection [23]

|
A program running on this computer is trying to display a \
message ‘

\

The pregram might need information form you or your permission to complete a

2 View the message

< Ask me later

(v) Show program details

Decrypting a hard disk partition

1. Open the Control Center (as described in Section 1.5).
Double-click the Disk Encryption icon.

—> The Enter administration password dialog appears.

2. Enter the password and click OK.
1

X
Administration password
L. |
d
l |
1 - I | (L 2]

— The Disk Encryption dialog appears.
All the available NTFS partitions on your computer are listed in the Drives list:

B Plain hard disk partitions are displayed with a hard disk icon.
B Encrypted partitions are displayed with a lock icon.
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B EgoSecure FDE by Matrix42 - disk encryption

Disk Decryption

Select the partition to encrypt or decrypt fromthe drive listand click
‘Next” to continue.

Drive Mame Capacity Filesystem  State

CA 595GB NTFS & encrypted

:

3. Choose an encrypted drive to decrypt and click Next to continue.

—> The Key dialog appears if during disk encryption the Before decrypting a
partition option was selected, see step 8 for details.

B EgoSecure FDE by Matrix42 - disk encryption

Disk Decryption

. Enter the encryption keyto decrypt the drive

Key: || o

¢ Back || Next >

4, Enter the key defined for drive encryption.

— The Restart dialog appears.

55



EGOSECURE

A MATRIX42 COMPANY

B EgoSecure FDE by Matrix42 - disk encryption

Disk Decryption

Once decryption finishes, restart a computerto complete the procedure. Do not
put your computer into hibernation or stand by before arestart.

Restart computer after decryption

¢ Back || Next D

5. Set the check box to restart the computer shortly after finishing the disk decryption.
6. Click Next to continue.

—> The Encryption / decryption dialog appears:

B EgoSecure FDE by Matrix42 - disk encryption

Disk Decryption

. Click"Start" button to start disk decryption.

Process priority:

y
Low Mormal High
Status: ‘Waiting for decryption start

Progress: -
Remaining time: 0:00:00:00

7. Click Start to begin the decryption of the selected drive. You can adjust the CPU priority
given to the decryption process by adjusting the Priority slider.
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— The decryption starts.

! Do not shut the computer down or work on the computer while decryption is in

progress. If not, it would result in data corruption.

— Once the decryption is complete, a success message appears or the restart starts
automatically (if the respective check box was set).

1.12. Emergency Recovery Information (ERI)

In a situation in which a hard disk has been fully encrypted using EgoSecure Full Disk
Encryption, and a user has forgotten the credentials necessary to access a computer (with or
without PBA), the emergency recovery application can be used to gain access to data on the
computer.

You may need to use the emergency recovery application if the following occurs:

B The computer does not start correctly.

B The encryption/decryption key (or the password that leads to the encryption/decryption
key) has been damaged, forgotten, or lost.

B FDE has been removed without decrypting the hard disk first, or decryption was
interrupted due to a power failure.

Solutions

The EgoSecure Full Disk Encryption emergency recovery application is based on Microsoft
Windows PE. Both are freely available and reliable tools that enable the administrator to
build, and expand a boot CD based on Windows components. EgoSecure Full Disk Encryption
has developed plug-ins for both that enable you to start the emergency recovery application
from CD.

For details about creating an emergency recovery boot CD or USB flash drive, see Creating a
WinPE emergency recovery boot CD or USB flash drive (Windows Vista/Windows
7/8/8.1/10).

Emergency recovery information (ERI)

To perform an emergency recovery, an ERI file is needed for the damaged computer. An ERI
file is a password protected file that contains the encryption keys to the encrypted partitions
of the hard disk (each partition has its own encryption key).

The ERI file can be generated during either the installation or at a later time. The file is the
‘key’ to getting back into your computer should an emergency arise, so a backup copy of the
ERI file should be made to a secure location (network directory or external drive) (see
Creating an ERI file).

The emergency application accesses the ERI file to either decrypt the local partitions or to
turn PBA off.
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To perform emergency recovery, the ERI file must contain the latest encryption details for
the damaged computer. Therefore, it is recommended to create a new ERI file every time
the encryption settings are changed on the target computer.

If a “company key” is used for encryption (a single key used for the encryption of all, or
many computers within a company), only one ERI file has to be created. This ERI file can be
used for emergency recovery on any computer that shares the same encryption key. In the
case of individual keys for each computer, an ERI file has to be created for each one.

CONTENTS

¢ Creating an ERI file

¢ Defining an automatic ERI file naming convention

¢ Creating a WinPE emergency recovery boot CD or USB flash drive (Windows
Vista/Windows 7/8/8.1/10)

Creating an ERI file
This section details the ERI file creation procedure.

To create an ERI file and an ERD, Windows local administrator privileges are required.

Follow the steps below to create an ERI file, and/or to create an ERD:

1. Open the Control Center (as described in section 1.5).
2. Double-click the Recovery Information icon.

— The Administration password dialog appears.

X

Administration password

ad ice

o
1 - | [ tL L) |

3. Enter the password and click OK.

! ERI file can be created, only if any one of the drives in the system is encrypted. If
you try to create an ERI file without encrypting any drive, an error message will

appear
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EgoSecure FDE X

ERI file not created. ERI can be created only when any drive is
encrypted.

— The Save Emergency Recovery Information dialog appears:

00 S—

ERIfile

The emergency recovery wizard will lead you through the creation of an Emergency
Recovery Information file (ERI). In addition the emergency recovery infarmation may be
stored onthe local hard disk!

Emergency Recovery Information provides mechanisms to decrypt a disk, andto repair
damaged encryptioninformation. The emergencyrecovery file may beusedtogether
with the Emergency Recovery CDI

o[

4. Read the information in the dialog and click Next to continue.

— The ERI Password/File Destination dialog appears.

This dialog helps you specify the password to protect the ERI file from third parties,

as well as the destination directory for the file.

5. Enter and confirm a password for recovery information.
Only the English keyboard layout is supported in the recovery application, that is why
please enter the password, which contains no symbols from other languages.

6. Enter a full path for the ERI file either directly into the field Path or click “...” to open a
file explorer.

7. Click Next to continue.
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ERIfile

A password which protects use of Emergency Recovery Information (ERI) mustbe
defined. The ERIfile must be stored onunencrypted external media.

Password for recovery information: | -------- | 7

Confirm password: | --------- | y

Path for ERI file: |FhUS&rs\ZE\.ﬂDucuments\USER_l] = | v
< Back | | Mext >

8. (optional) If you want to make use of a ‘pattern’ (click Defining an automatic ERI file
naming convention to see the description), make sure that the path ends with a simple
backslash (\ ) - the filename will be completed automatically using the pattern defined in
the registry entry ERIFilePattern.

— The Cache ERI/Specify User dialog appears. This dialog allows you to specify a
user (via their Windows credentials) for storing the ERI file and whether to cache
the ERI to the hard disk.

ERIfile

Specify the Windows credentials thatshould be usedto create the Emergency Recovery
Infarmation (ERI)file.

Cache emergency recovery information on disk

Define the user account that will store the Emergency Recovery Information
Username:
Domain

Password

60



EGOSECURE

A MATRIX42 COMPANY

The following options are available:

Option Details
Cache emergency recovery This option allows you to cache the ERI on the PBA partition in
information on disk encrypted form.

If you check this option, a user account will be assigned to the
Define the user account that will €mergency recovery file copy, as an additional security measure
store the Emergency Recovery (this only functions if the recovery information copy is saved on
Information a network drive). To be able to create the account, a username,
domain and password must already exist to be specified in the
fields Username, Domain and Password, respectively.

9. Once you have made your selection click Finish to complete ERI file creation.

— A confirmation dialog appears if the ERI creation is successful:

ERIfile

The EmergencyRecovery Information
was successfully stored!

Note: It is not possible to create an ERI file on a network path with mapped drive path. For
example, Y:\ERI (Y mapped to \\FDEOO1\Product).

Defining an automatic ERI file naming convention

This section is an extension of step 5 - How to define an automatic naming convention for
ERI files via the use of ‘patterns’.

A ‘pattern’ is a placeholder that can be used as part of the path to keep certain elements of
the filename consistent. These placeholders must be ‘delimited’ via the use of angled
brackets (< >) and can be of the following type:

B <computername>
B <username>
B <date>
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These placeholders already exist as a part of every Windows system. The pattern simply
uses this information to name the ERI file.

Patterns can be used directly in the Path for ERI file field and in the registry entry for the
automatic naming convention.

Follow these steps to define an automatic ERI naming convention:

1. Open the Windows Registry Editor by either selecting Start > Run and entering regedit
into the Open field, or opening the editor directly from the directory:
C:\WINDOWS\regedit.exe
In the Windows Registry Editor, open the entry:

HKEY_LOCAL_MACHINE\SOFTWARE\Mobsec_NB\Notebook\General\

Create a new entry by right-clicking in an open space on the right-hand panel and choose
New > String Value from the menu:

ab|Version REG_5Z 12.1.883.0
Key Mew ¥
String Value

Binary Yalue

DWORD (32-bit) Value
OWORD (64-bit) Value
Multi-5tring Value

Expandable String Value

2. Enter ERIFilePattern as the value name:

Mame Type Data

ab| (Diefault) REG 57 (value not set
ab| [nitFDE REG_5Z 1

ab|[nstall Path REG_5Z CHAWINDOW?
ab|| pgfilePath REG_SZ CAFDEleg
ab| Qriginal ActiveV... REG_SZ YDevicehHard
8| st REG_BIMARY 02 8f de &c Ga
| st2 REG_BIMARY €9 b0 da Be &
ab|Wersion REG_5Z 12.1.883.0

o ERFiepatien] | EG S2

3. Double-click the new entry.

—> This will open a window in which you can enter the naming convention you wish to
use for filenames.

4. Enter the naming convention (‘pattern’) in the Value data field (see examples on next
page). Click OK to close the window and set the value.
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Edit String >

Value name:
|ERIFiePattem |

Value data:

|EHIdata-:u:u:umputemame> - dUsemame - <dates |

5. Close registry editor.

Path examples

Here are some examples of paths that either use patterns directly or use automatic naming
(the filename will automatically be appended with the extension ‘.eri’ if this was not
already included in the path):

Dialog Entry
(entered directly in
the ‘Path for ERI
file' field)

Registry Entry Result

w:\dir\erifile<date> —————-- x:\dir\erifile20050928.eri

x:\dir\ erifile x:\dir\erifile.eri

x:\dir\ ERI <computername> <username>.eri 3

It is possible that the ERI file will fail to copy to the specified path, for example, if a network
drive has been specified but the computer is unable to connect to the network at the time
the ERI file is created. In such a scenario, the ERI file will be temporarily stored in the
EgoSecure Full Disk Encryption PBA partition until the computer can successfully locate the
specified path. Once copied to the specified path, the local copy on the PBA partition is
deleted.

If there is an emergency before the ERI file can be successfully copied to the specified path,
the local copy of the ERI file will be detected and used by the ERD. For details about
performing emergency recovery, see chapter 1.13.

Taking care of ERI files
It is recommended to keep copies of all ERI files in a safe place.

If an ERI file is damaged or lost, no emergency recovery will be possible!
WARNING
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Creating a WIinPE emergency recovery boot CD or USB flash drive (Windows
Vista/Windows 7/8/8.1/10)

This section details on how to create a WinPE (Windows Preinstalled Environment) ERD. This
includes how to adapt WinPE to use a plug-in in preparation for recovering/repairing data
from a damaged partition.

WinPE and Full Disk Encryption update
Create WInPE each time when updating Full Disk Encryption. WinPE created

in the latest FDE version is valid for the emergency recovery in previous FDE
WARNING  yersjons.

But: disks encrypted with the latest FDE version can NOT be decrypted with
WinPE of lower versions.

SCSI adapters not supported
J SCSI adapters are not supported for creating WinPE, reconnect your device
as IDE.
ATTENTION

Preparation steps

WInPE is a part of the Windows Assessment and Deployment Kit (ADK). That is why
download ADK and install its features.

1. Download ADK:

B Windows ADK 10, version 1903 is used for creating WinPE by default (click to start the
download of the Windows ADK 10).

B Windows ADK 8 is used for creating WinPE if Windows ADK 10 installation failed
(download Windows ADK 8).

2. Install the following features, once the ADK is downloaded:
Deployment Tools: includes the Deployment and Imaging Tools Environment.

B Windows Preinstallation Environment: includes the files used to install Windows PE
(only for ADK 8).

3. Only for Windows ADK 10, version 1903 and higher: install Windows PE add-on for ADK
(click to start the download).
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ﬁ' Windows Assessment and Deployment Kit - Windows 10 - >

Select the features you want to install

Click a feature name for more information.

] Application Compatibility Tools De ployment Tools
Deployment Tools Size: 96.3 MB
[1imaging And Configuration Designer (ICD} Tools to customize and manage Windows images and to

[ Configuration Designer autemate installation.

[ user State Migration Tool (USMT) Includes:

|:| Volume Activation Management Tool (VAMT)

Deployment Image Servicing and Management
D‘.‘\-‘irdcws Performance Toolkit (DISM) tool. To wse DISM cmdlets, PowerShell 3.0
must also be installed.

OEM Activation 2.5 and 3.0 Tools.

Windows Systemn Image Manager (SIM).

OSCDIMG, BCDBoot, DISMAFI, WIMGAP|, and other
tools and interfaces.

|:| ‘Windows Assessment Toolkit

I:| Microseft User Experience Virtualization {UE-V) Template

|:| Microseft Application Virtualization (App-V) Sequencer
|:| Microsoft Application Virtualization {App-V} Auto Sequer

I:| Media eXperience Analyzer

Estimated disk space required: 96.3 MB
Disk space available: 385.6 GB
Back | ‘ G Install | | Cancel

Creating a WinPE ERD

1. Before starting the procedure, make sure that you have already installed Full Disk
Encryption and generated the ERI files necessary for recovery (for details, see Creating
an ERI file).
Additional step for users with Windows ADK 10: Right-click a makepe.bat file and select
Edit from the context menu. In the text editor, replace the path “c:\Program Files (x86)\
Windows Kits\8.0\Assessment and Deployment Kit\Deployment Tools” with “c:\Program
Files (x86)\ Windows Kits\10\Assessment and Deployment Kit\Deployment Tools” in two
places.
Unzip the Full Disk Encryption package to C:\winpe folder and run the makepe.bat file
as administrator.
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Local Disk (C:) » winpe > winpe-x86-64 > v

~
€

A

A [] Name Date modified

arch_amd64 17/05/2016 11:19
DE 17/05/2016 11:17
EN 17/05/2016 11:17
(%] copyarch 28/04/2016 17:39
(%] fdereg 28/04/2016 1
| Filelist_RegistryEntry 28/04/2016 17:39
MIE] makepe ACINS 10140040
| WinPE 7 Open 7:39
;| WinPE_8 Edit 17:39
Print
® Run as administrator

Restore previous versions
V_EN-1

—> The dialog appears. On the first step, the system detects the WIinPE platform type.

BN C:\Windows\System32\cmd.exe - O

EgoSecure FDE Recovery CD build script **®®®x3ddsxssisxx
-64\makepe.bat

WinPE platform :
1. x86"

'2. amd64”
hoice: [2]

2. Type Enter.

—> In the next step, the path for Windows ADK directory is identified automatically and
the following is displayed:

B For Windows ADK 8: c:\Program Files (x86)\ Windows Kits\8.0\Assessment and
Deployment Kit\Deployment Tools

B For Windows ADK 10: c:\Program Files (x86)\ Windows Kits\10\Assessment and
Deployment Kit\Deployment Tools

BN C:\Windows\System32\cmd.exe - O >
J

EgoSecure FDE Recovery CD buil
C:\winpe\winpe-x86-64\makepe.bat

WinPE platform :
. x86"

. amd64"

oice: [2]

i
!
2
Ch

Windows ADK directory: [c:\Program Files (x86)
and Deployment Kit\Deployment Tools]

dindows Kits\8.8\Assessment

3. Press Enter.
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At the next 2 steps, the paths for EgoSecure WiInPE directory and EgoSecure WinPE

ERI directory are detected.
C:\Windows\System32\cmd.exe - O

Windows ADK directory: [c:\Program Files (x86)\Windows Kits\8.@\Assessment

and Deployment Kit\Deployment Tools]

EgoSecure WinPE directory: [C:\winpe\winpe-x86-64]

EgoSecure WinPE ERI directory : [C:\winpe\winpe-x86-64\ERI]

4. Enter the number which is referred to media type you want to create (1 for ISO image, 2

for USB flash drive). [1] is used by default.
BN C\Windows\System32\cmd.exe - O X

Windows ADK direct : [c:\Program Files (x86)\Windows Kits\8.@\Assessment
and Deployment Kit\Deployment Tools]

EgoSecure WinPE directory: [C:\winpe\winpe-x86-64]
EgoSecure WinPE ERI directory : [C:\winpe\winpe-x86-64\ERI]
ledia type:

'1. ISO"

'2. USB Flash Drive"
Choice: [1] 2

5. Press Enter.
6. Creating ISO:
a. Type Y to agree.
Media type:
"1. ISO"
"2. USB Flash Drive"
Choice: [1]

Copy amd64 ADK architecture to directory 'C:\winpe\winpe-x86-64\arch_amd64

Delete directory 'C:\winpe\winpe-x86-64\arch_amd64’...
C:\winpe\winpe-x86-64\arch_amd64, Are you sure (Y/N)? y.

b. Press any key to close the window.

100% complete

Success

ISO file: C:\winpe\winpe-x86-64\arch_amd64\winpe.iso

Done!

Press any key to continue

7. Creating USB:
a. Enter the letter of the drive.
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If your flash drive has the MBR partition layout, just type yes to agree that all data
on the USB drive will be lost.

If your flash drive has the GPT partition layout, type yes to agree that all data on
the USB drive will be lost and the drive partition layout will be changed to MBR.

If your flash drive has the partition layout other than GPT or MBR, the warning
message is displayed. Change the partition layout manually and start the procedure
again.

EgoSecure WinPE directory: [C:\winpe\winpe-x86-64]

EgoSecure WinPE ERI directory : [C:\winpe\winpe-x86-64\ERI]

Media type:

"1. ISO"

"2. USB Flash Drive"
Choice: [1] 2

USB drive letter: [F] E
All data on E: will be lost! Are you sure (yes/no)? : [no] yes,

b. Type Y to agree.
Figure 10. Deleting directory

USB drive letter: [F] E
All data on E: will be lost! Are you sure (yes/no)? : [no] yes
Using "’

Copy amd64 ADK architecture to dir ory "C:\winpe\winpe-x86-64\arch_amd64’...
Delete directory 'C:\winpe\winpe-x86-64\arch_amd64’...
C:\winpe\winpe-x86-64\arch_amd64, Are you sure (Y/N)? y_

c. Answer Y again to agree with formatting of disk drive.

Figure 11. Disk formatting and finishing of the process

BN C\Windows\System32\emd.exe — m] x

Flash Drive: E:

ey to continue . . .

d. Once the process is finished, press any key to close the window.
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If flash drive is more than 2 GB and error occurs

\’ If your flash drive is more than 2 GB and an error occurs while creating the
WInPE, delete all partitions on this flash drive and create one partition for 2
ATTENTION GB. This partition must be formatted with the FAT32 file system.

1.13. Performing emergency recovery

This section details the emergency recovery process. Emergency recovery may be needed in
one of the following situations:

Situation Solution

In this case you can recover the system via either the
Helpdesk option (for details, see Helpdesk) or the recovery
CD or USB stick (for details, see Recovery via CD or USB
stick).

Remote recovery: You have
forgotten your password or
lost/misplaced your smart card.

On-site: The boot code/pre-boot

system is damaged/cannot boot to In this case you can recover the system via the recovery CD
Windows after the system has been or USB only (for details, see Recovery via CD or USB stick).
reinstalled.

Valid ERI file

The prerequisite for on-site emergency recovery is a valid ERI file! If you

have not created one to a secure location (i.e. USB stick or CD) then this
WARNING section is useless to you - your data is LOST!

For details about generating an ERI file, see Creating an ERI file.

Recovery via the HelpDesk option
HelpDesk scenarios

The PBA component has built-in functionality to help you start the computer in the following
emergency scenarios:

B Defective smart card readers, lost/forgotten/broken smart cards (via PBA HelpDesk). PBA
HelpDesk will help you start the system a predefined number of times without a
smartcard or a smart card reader (after successful authentication via the HelpDesk). For
details, see Scenario 1.

B Forgotten Windows credentials (via PBA HelpDesk). PBA HelpDesk will help you start the
system a predefined number of times without a smart card or a smart card reader (after
successful authentication via the HelpDesk). For details, see Scenario 1.

B Forgotten/blocked smart card PIN (cards issued via Third-Party). For details, see
Scenario 2.
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B For smart Card PIN change refer to Change PIN of your Smart Card.

Challenge and response

The methodology behind the PBA HelpDesk is called ‘challenge and response’ - the user
must relay a ‘challenge sequence’ to a HelpDesk administrator and in return receives a
“response sequence” that authorizes PBA to set a specific recovery procedure in motion.
This process offers you the following:

B A more secure challenge-response process than in previous versions while still being
50% shorter. This is known as ‘Strong’ in the PBA admin GUI.

B A very short challenge-response process that offers a compromise between speed and
security. This is known as ‘Comfort’ in the PBA admin GUI.

B Compatibility to HelpDesk keys generated in previous generations of the HelpDesk
application.

The HelpDesk feature only applies if the following criteria are met:

B You have access to this form of remote assistance.

B The HelpDesk application has been installed, HelpDesk keys have been exported from it,
and these keys have been correctly imported into PBA either during or after installation.

B The following procedure only describes the process as seen by the user. For further
information about the HelpDesk application what both sides of the challenge-response
process involves, refer to the EgoSecure Console Manual, description “Using Helpdesk”.

Scenario 1: Misplaced/lost/stolen smart card reader/smart card -
forgotten/compromised User ID-password (disable PBA)

This section will guide you through the HelpDesk procedure to be used if you have problems
with the smart card reader, mislaid or lost your smart card, or have forgotten your user
ID/password.

Both you and the HelpDesk administrator share one or more secrets for the purpose of
identification. As to how the secret is administrated and stored is up to the parties involved
and is not part of this guide or the EgoSecure Full Disk Encryption product.

If you use smart card authentication, after this process is implemented, the computer will be
able to boot without a smart card - but only a limited number of times. This means that the
system security status is set to ‘transparent encryption’. This is a much weaker security
status! Re-implement smart card authentication as soon as possible.

Follow these steps to help you through the HelpDesk process:

1. Click the Helpdesk button (or press the Alt+H keys) in the PBA logon dialog for remote

assistance:

b Click here to display options.

r—_ ) '
;I: Helpdesk ﬂmﬂestan

k

— The following dialog appears:
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A Please select an option:

O Reset PIN of your smart card (you have PUK)
O Change PIN of your smartcard

o

@ Deactivate pre-boot authentication

o
% Cancel Next &,

K =)

2. Select Deactivate pre-boot authentication.

! If Deactivate pre-boot authentication is not active (greyed-out) then you have
not imported HelpDesk keys into PBA. Helpdesk keys cannot be imported into PBA
while EgoSecure Full Disk Encryption is in this state. Either you have to wait until
smart card authentication can take place or use an ERD to bypass PBA (see
Emergency recovery via boot CD or USB stick for details).

3. Click Next.
— The HelpDesk contact details dialog appears:

Helpdesk procedure step 1 of 4

Q Please contact your helpdesk officer and click "Next".

[ E— £ . A\
4 Back Next &y

£ =

4. Contact the HelpDesk using the information provided in the dialog. Identify and

authenticate yourself to the HelpDesk administrator. After successful authentication, click

Next.
— The Request ID dialog appears:
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Helpdesk procedure step 2 of 4
Please relay the Reguest-ID below to
your helpdesk officer and click "Next"l

Request-ID

a |0x100 b |ICKSS c d e

= Click here to hide the input guide.

ALFA BRAVO CHARLIE DELTA ECHO FOXTROT GOLE HOTEL INDIA
JULIET KILO LIMA MIKE NOVEMEER OSCAR PAPA QUEEEC ROMEO
SIERRA TANGD UNIFOREM VICTOR WHISKEY XRAY YAWNKEE ZULU

f — ) M= ™ = —
+« Back %Qancel Next &,

5. Relay the Request ID sequence (fields a & b) to the HelpDesk administrator.
6. Once the sequence has been relayed to the HelpDesk, click Next.

The Request ID has a specific sequence to it. Should the user relay the sequence
incorrectly to the HelpDesk administrator, or the HelpDesk administrator enter the sequence
incorrectly in the HelpDesk application on their side, the computer will ‘beep’, alerting the
user and the HelpDesk administrator that the sequence must be clarified.

The cause of an incorrect entry usually applies to the characters entered into each field. The
letters B, D, 0, Y have been removed from the challenge-response process because they can
be confused with another letter or number. If one of these characters is entered the
computer will beep.

7. Read and relay the request ID carefully! For example, a ‘1’ can look like an ‘1’.

— The Challenge sequence dialog appears:

Helpdesk procedure step 3 of 4
A Relay the Challenge sequence below (fields a to p) to

your helpdesk officer and click "MNext".

Challenge sequence
a |AJRUV b |ABMXP ¢ | d |
e | r g | |
B i k| |
m | n | o | P |

b Click here to display the input guide.

| &£ - -1 £ -1 o= e
5 Back 2 cancel Next &)
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8. Relay the Challenge sequence (fields a & b) to the HelpDesk administrator and then
click Next.

The Challenge sequence has a specific sequence to it. If you relay the sequence
incorrectly, the HelpDesk administrator will ask you to clarify the sequence (as stated
above).

Once the sequence has been successfully relayed to the HelpDesk, the HelpDesk
administrator may query you as to when, if possible, you can next authenticate yourself via
the smart card and will set the number of reboots (without a smart card - transparent
mode) accordingly.

— The Response sequence dialog appears.

The HelpDesk administrator will relay the response sequence to you field-by-field (a
to n).

Helpdesk procedure step 4 of 4
Carefully enter the response segquence from the
helpdesk officer in these fields:

Response seguence

a |9J136 b [76MF6 ¢ [93758  d |k33xXP

e [BKTR7  f [zZFPKF g [cQwTz h [x4KeA

i [TLevu ) [NvUzZW  k [QQARS | [BGORe
m [Iviic n |iNiB4
F - - % F N f'_l ™ F o ™
 Back %Qancel 1 Clear values Einish I_,_L

E g

9. Enter the sequence carefully. Once the sequence is entered click Finish to complete the
process. You are now able to start the computer and bypass PBA for a limited number of

reboots.
! If you cannot authenticate within the reboot limit set by the HelpDesk, then the
HelpDesk process must be repeated.

Scenario 2: Forgotten/compromised/blocked smart card PIN (PIN reset with PUK)

This section will guide you through the HelpDesk procedure to be used if you have forgotten
or lost your smartcard, or if the smart card PIN has been blocked.
It is possible to reset the smart card PIN only if the following conditions have been met:

B The smart card issued by Third-party.
B PUK to reset the PIN.
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Follow these steps in the PBA logon dialog;

1. Click the Helpdesk button (or press the Alt+H keys) in the PBA logon dialog for remote
assistance:

b Click here to display options.

=T T
11 Helpdesk #A| Restart

g "

— The following dialog appears:

A Please select an option:

@ Reset PIN of your smart card (you have PUK)
O Change PIN of your smarncard

o

O Deactivate pre-boot authentication

fo——
%gancel ﬂext"n-_—,y

L

2. Select Reset PIN of your smart card (you have PUK) and click Next.
— The PUK detail dialog appears:

[ ]

fa)] Reset your smartcard PIN. For this
| operation you need your PUK.

PUK|

New PIN

MNew PIN c:unﬁrmatic:n:|

1 Show PIN/PUK in plain
—_—

ﬁgancel Qﬂgp(

E =)

3. Enter the PUK.
4. Enter the New PIN and confirm it.
5. Click OK.

Change PIN of your Smart Card

This section will guide you to change smart card pin in PBA dialog.
Follow these steps in the PBA logon dialog:
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1. Click the Helpdesk button (or press the Alt+H keys) in the PBA logon dialog for remote

assistance:

b Click here to display options.

f——a
11 Helpdesk w4 Restart

g "

— The following dialog appears:

A Please select an option:

() Reset PIN of your smart card (you have PUK)
® Change PIN of your smartcard

@)

() Deactivate pre-boot authentication

e
ﬁgancel Next _'n-_—,y

2. Select Change PIN of your smartcard and click Next.

— The PIN detail dialog appears:

]

ﬁ:_'l Change your smartcard PIN. For this
operation you need to know your PIN.

F’IN:‘--------

MNew F"IN:|-------.

New PIN conﬁrmation:|--------

] Show PIN/PUK in plain

&8 cancel <ok

3. Enter the PIN.
4. Enter the New PIN and confirm it.
5. Click OK.

Emergency recovery via boot CD or USB stick

In an emergency in which the computer will not start properly, or the PBA is damaged, you
can access the hard disk using a customized boot media that contains the emergency
recovery application. This is referred to as the ERD.

B The ERD will enable you to perform a humber of repair operations, provided that you
have either a valid ERI file for the damaged computer (see Load ERI), or know the
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encryption keys so you can enter them manually (see Enter the encryption key
manually).

B To perform any of the tasks detailed in this section you need to create an ERD. For
details see Creating a WinPE emergency recovery boot CD or USB flash drive.

There are two types of emergency recovery application supplied with EgoSecure Full Disk
Encryption:

B pe erd w32.exe - Thisis a GUI-based recovery application. This is the recommended
application as it provides a full feature set for the administrator.

B pe erd console.exe - Thisis a commandline-based recovery application created to
provide only certain functions for scripted, remote recovery.

CONTENTS

The emergency recovery console (commandline)
Start the emergency recovery application (GUI)
Menu commands

Workbench for standard hard disks

Load ERI

Enter the encryption key manually

Decrypt a drive in silent mode

Repair MBR

Restore original MBR

Set active partition

Set the administration password

® 6 6 6 6 O O O O 0 o

The emergency recovery console (commandline)

The commandline console has been developed to help administrators perform basic, scripted
recovery tasks from within the WinPE environment.

Parameter Details

eripath The path of ERI file. Note: If the ERI path contains spaces, it must be
enclosed in quotation marks.

Eripwd The ERI file password. Note: If the ERI password contains spaces, it must be
enclosed in quotation marks.

partition The partition to be decrypted.

/H Display information in the command prompt about each parameter listed
here.

/L Load keys to memory for all encrypted partitions.

/injectkey Inject the encryption keys from an ERI file. An automatic comparison takes

place to add only the keys of any partition that has been encrypted by a
previous FDE installation but is unavailable in the new one.

/tpmoff Deactivate TPM protection.
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/tpmon Configure activation of TPM protection for next boot.

/tpmrebind Deactivate TPM protection and configure reactivation for next boot.

B To decrypt a specific partition, use:

" pe erd console.exe eripath=f:\fde.eri eripwd=12345678 partition=d
* pe erd console.exe eripath=f:\fde.eri eripwd=12345678 /L

— The command prompt will return if the partition is decrypted successfully. If
unsuccessful an error will appear followed by the help information in the command
prompt.

B To inject the encryption keys in the ERI file (to re-enable the partitions encrypted by a
previous FDE installation), use:

* pe_erd_console.exe eripath=A:\fde.eri eripwd=12345678 /injectkey
1. Start the emergency recovery application (GUI).

! If you have stored your ERI file(s) on removable storage media (i.e. USB stick), then
insert the media into the computer before starting from the ERD.

2. The first step in performing an emergency recovery with the ERD, is to open the recovery
application:

3. Insert the ERD into the CD/DVD drive, start the computer, and allow the computer to
boot from the CD. The ERD interface will of course, differ according to which ERD you are
using: the WinPE CD only has a commandline interface.

— The EgoSecure Recovery application should start automatically, but if not, use the
command prompt to navigate to the directory: x:\Program Files\FDE\
Enter pe erd w32.exe <press Enter>. Go to step 4.

! If the computer does not boot from the CD, then it is likely that the device is not set
as the primary boot device in the BIOS. If so, change the BIOS settings accordingly,
or possibly start the computer from a ‘one-time boot menu’.

4. Open the menu entry Go>Programs> EgoSecure ERD (ENG).

— The emergency recovery application will start by scanning the EgoSecure Full Disk
Encryption configuration on the computer:
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Initialize Emergency Recovery

EGOSECURE ¥

Emergency recovery application is loading ...

&

—> The application gathers information about the hard disk as well as information about

the PBA and FDE components. The scan may last for a minute so please be patient.
—> Once the scan is complete, the main window appears:
®

Recovery Application
File Partition BootChain

=] @ |
Administration TPM  Help
Workbench
ElRoot
== Logical Drive
* @@ Logical Drive 1 (D)
=) Logical Drive #2 [C:]
: == Logical Drive #3 (E)
..&% Security Boot Manager
Secure Boot System PBA
*"% E.R.D. State

EGOSECURE %

Description Values

|_ | Ready

The main window enables you to select and perform the operations necessary for recovery.

This window has the following functionality:
B Menu commands

B Workbench

The heart of the recovery application. See Menu commands for details.
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This area allows you to choose a topic/node in the left-hand pane to display the information
about that node in the right-hand pane. It is possible to right-click each node and select a
command specific to that node from the context sensitive menu However, the Workbench
area is used mainly to display information specific to a node in the right-hand pane. For
further details about each node, refer to the end of this section.

For details about the workbench nodes visible for standard hard disks, see Workbench for

standard hard disks.

5. Before proceeding with any recovery task you must first authenticate yourself via one of
the following methods:
B Load the ERI file. For details, see Load ERI.

B Enter the encryption keys manually (software FDE). For details, refer to Enter the
encryption key manually.

The following commands are the heart of the recovery application.

Menu Command

File

Partition

BootChain

Details

Open ERI file

This option opens an explorer window to locate and load the ERI (.eri)
file.

Load ERI file from cache

This option loads the cached, and encrypted, ERI (.eri) information
directly from the hard disk.

End

Exit the application.

Repair VBR

This option restores a damaged VBR sector of a partition using one of
the methods: Generate new VBR (creates a new VBR sector using a
template) or Use VBR backup (uses a backup of a VBR sector from the
same partition).

Decrypt drive

This option decrypts the drive selected in the left-hand pane of the
window. Refer to Decrypt a drive for details.

InputKey

This option allows you to input keys manually.

Key Injection

Inject the encryption keys from an ERI file, the automatic comparison
takes place to add only the keys of the any partition that has been
encrypted by a previous FDE installation but is unavailable in the new
one. See Enter the encryption key from ERI file for details.

Repair UEFI (only for UEFI systems)

This option changes the boot order so that the Secure Boot Manager
becomes the first one in the list of loaders.

Repair MBR (only for BIOS systems)

This option allows you to repair the Master Boot Record. See Repair
MBR for details.

Restore original MBR (only for BIOS systems)

This option is available only after successful ERI authentication. This
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Details

option searches for backed-up MBR file and once found it will extract
the MBR and overwrite the EgoSecure MBR with the ‘old’ one. Refer to
Restore original MBR for details.

Set Active Partition

This option allows you to set the active partition. For details, see Set
active partition.

Disable PBA load check

This option disables the security measure, which checks whether the
Secure Boot Manager loaded the system (if the system was loaded by
any other loader, BSOD occurs). If the system disk is encrypted decrypt
it before disabling PBA load check. (To decrypt, load ERI file, select the
system disk from the list and click Partition > Decrypt drive).

Set admin-password

This option allows you to set the Control Center administration
password. For details, see Set the administration password.

Collect log files

This option allows to collect the log files of the recovery application. The
WInPE log files are necessary for the support to investigate issues with
a recovery process.

Activate

Activate TPM functionality in EgoSecure Full Disk Encryption. A restart is
necessary to complete this function.

Deactivate

Deactivate TPM functionality in EgoSecure Full Disk Encryption.

Rebind

This deactivates and re-activates the TPM in one command.

For details about TPM usage, see Chapter 3 ‘Trusted Platform Module’.
B About

This displays version and copyright information.

Workbench for standard hard disks

Each node in the left-hand pane has a self-explanatory label. When selected, the details
about that node are displayed in the right-hand pane:

B Logical drives
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®

Recovery Application \E\ = @
File Partition BootChain Administration TPM  Help
Workbench
g Root ,
-3 Logical Drive "f'r",:;
- @ Logical Drive #1 [D:) EGOSECURE *
B0 ical Drive 12 (€
=) Logical Drive #3 (E:)
@ Security Boot Manager
@ Secure Boot System PBA — Description Values
‘% E.R.D. State = Partitionsize: 524 MB
Filesystem: NTFS
VYolume label: System Hes...
&% Physical drive: 0
Startsector: 1845248
Nr of sectors: 1024000
Partitiontype: 07h
Stalled sectors: -1
&  Algorithm
Flags 0000k
Encrypted: 0

ERI file not loaded

Ready

The Logical Drive node displays the internal partitions/hard disks on the computer. The
hard disk/partition icon can change according to the hard disk state:

Table 1. Status of the encryption

Icon

d 09

Meaning

Partition is encrypted and the disk encryption key (DEK) is available.

Partition is encrypted but the disk encryption key (DEK) is not available.

Hard disk is currently unlocked.

The hard disk has a problem or is in an undefined state. This icon appears if the EgoSecure
Full Disk Encryption is not yet installed.

The following information is displayed when a partition/hard disk is selected:

Table 2. Partition/Hard Disk Status

Attribute

Partitionsize

Filesystem

Volume Label

Physical Drive

Startsector

Values
The size of the selected partition.

The format of the selected partition.
The name of the partition (if any).

The index of the physical hard disk. The primary hard disk is indicated by
the value 0. Any other value indicates a secondary hard disk.

The sector on the hard disk that is first used to store data.
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The total number of sectors on the selected partition.

The file system used in the partition. 07h means NTFS, 95 is our own
proprietary partition, and OE is FAT32.

The sector on the hard disk that is last used to store data.

The algorithm used to encrypt the partition. An algorithm will only be
recognized if the partition was encrypted using EgoSecure Full Disk
Encryption.

This is a bitmap that indicates if the drive is encrypted, partly encrypted or
plain (last bit is set) and how it is encrypted.
For instance 601 means the drive is CBC encrypted.

0= partition is not encrypted
1= partition is encrypted

B Security Boot Manager

This node displays the following boot manager information:

Attribute
FDE-Partition

KEK-Information
FDE Bootstrap

PBA Bootstrap

PBA loader
Real-Mode-PBA

16Bit-Algorithms

Values

This entry is visible twice in the list. The first entry states whether an FDE
partition is available, the second if it is active (i.e. encrypted).

This entry indicates if the structure where the keys are stored exists.
This entry indicates if the section where the FDE bootcode is stored exists.

This entry indicates if the boot sector of the 95 Partition (Linux boot loader)
exists.

This entry indicates if the 16 bit code which is executed after the Linux PBA
was finished.

This entry indicates if the bootcode that starts Windows exists.

This entry indicates if the 16 bit implementation of the encryption
algorithms exists.

B Security Boot System PBA

This node displays the following PBA component information:

Attribute

Security Boot
System PBA

Values

A short message to inform whether the PBA components is installed.
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B ERD State
iy Recovery Application =] & |3
File Partition BootChain Administration TPM  Help
¥Workbench
E-F'_J, Root =
& Logical Drive "r"'l;-
. @ Logical Drive #1 [D}] EGOSECURE *
=3 Logical Drive #2 (C:]
. - Logical Drive #3 (E:)
&3 Security Boot Manager —
@ Secure Boot System PBA — Description Values
| E.R.D. State + NBFDENC.sys installed
< AES.sys installed
< BLOWFISH.sys installed
v DESX.sys installed
+ DES.sys installed
Eri File not loaded
ERI file not loaded Ready

This node displays information about the encryption algorithms loaded into the environment
as well as if an ERI file has been successfully loaded into the emergency recovery
application.

This following information is available:

Attribute Values
NBFDENC.sys This entry indicates if the 32 Bit encryption driver for full-disk encryption
exists.
AES.sys,

These entries state whether each of the encryption components has been

Blowfish.sys, loaded by the emergency recovery application.

DESX.sys, DES.sys

ERI File This entry states whether the ERI file has been loaded into the emergency
recovery application.

Load ERI

Once the application is started, the next task you have to perform is to load the ERI file into
the emergency recovery application. The ERI file can be loaded from computer or emergency
recovery information (ERI) can be loaded from cache.
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Without loading an ERI file, none of the recovery functions are active.

INFO

Loading ERI file from computer

1. Start the emergency recovery CD as stated in Start the emergency recovery application

r

GUI).

Select the menu command File | Open ERI file.

— The Select ERI file dialog appears:

ey Recovery Application
File Partiticn BootChain Administration TPM  Help
Wo Select ERI file =
= Look in: | — Local Disk (E) vl @ 7 @
= -

== Mame Date modified Type *

"".y' | PerflLogs 3182017 1:03 PM File fol

Recentplaces | piogram Files 1/16/20183:02 AM  File fol

L J Prograrmn Files (8] 1/29/2018 3:20 AM Filefol

=al | Users 7/20/20179:51PM  File fol

Libraries | Windows 371972018 :49 AM File fol

. L | || DESKTOP-B2270UD-diskD.eri 371972018 6:45 AM ERI File

S || FDE 923 e84 AM Tet D

Cormputer | |fde_driver_setup 1/30/2018 10:36 PM - Text D

| |LegCustom 1/30/2018 10:55 PM Text D

|| Legfile 173020181102 P Text Dn
| |PBA 319/2018 6:34 AM - Text Dv

< >
File name: DESKTOP-B2270UDdiskD v

Files of type: notebook emergency recovery information v Cancel

Help

—> The file explorer should automatically open the directory in which the relevant ERI
file(s) are stored - providing that the creation of the ERD was performed according
to Creating a WIinPE emergency recovery boot CD or USB flash drive. If not, then

use the following path:
<ERD>\Programs\FIS\ERI\

Select the correct ERI file and click Open. If you have stored the ERI file(s) on
removable storage media (i.e. USB stick), then locate them there.
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— If you protected the ERI file with a password during its creation, then you would
now be prompted to enter the password.

2. Once the password is entered, click OK.
— If the password is valid, the ERI file is loaded into the emergency recovery

application.

The main window reappears, confirming that the ERI file has been loaded:
= Recovery Application o] & |
File Partition BootChain Administration TPM Help

Workbench
u% Root ”
-2 Logical Drive Ml
- % Logical Drive #1 (D)) EGOSECURE ™
-=J Logical Drive #2 [C:]

¢ = Logical Drive #3 [EI]

@ Security Boot Manager —

--@ Secure Boot System PBA — Description Values

1 E.R.D. State + NBFDEMNC.sys installed

+ AES.sys installed
+ BLOWFISH.sys installed
+ DESX.sys installed
+ DES.sys installed
Eri File loaded
ERI File loaded Ready

Loading ERI from cache

ERI can be loaded from cache if the Cache emergency recovery information on disk
option was checked before disk encryption. ERI file password is required.

1. Start the emergency recovery CD as stated in Start the emergency recovery application

GUI).
Select the menu command File | Load ERI from Cache.

— The Enter ERI Password dialog appears.
2. Enter the password defined for the ERI file.
! Only the English keyboard layout is supported.

3. Click OK.
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Further tasks

Now that the ERI file is loaded you can continue to repair/recover the computer using the
following methods:

Decrypt a drive. For details, see Decrypt a drive.

Update the master boot record (MBR). For details, see Repair MBR.

Replace the Original MBR. For details, see Restore original MBR.

Set the administration password. For details, see Set the administration password.

Entering the encryption key manually

If there is no ERI file available for the damaged computer, you have the option to enter the
encryption keys manually. The keys used to encrypt each partition of the hard disk must be
entered before you can use the emergency recovery application to decrypt any drive.
Follow these steps to enter the encryption key(s):

1.

To activate all the recovery options in the recovery application, open an arbitrary ERI file
via the Menu option File > Open ERI file (refer to Load ERI). It does not matter which ERI
file is used - it can belong to any computer. If prompted, enter the password for the ERI
file.
Select the partition to decrypt from the Logical drives node in the left-hand pane of the
main window. Subsequently, select the option Enter Key from the Partition menu:
= Recovery Application o] B |3
File | Partition | BootChain  Administration TPM  Help
W Eecr}ritdrive
_! ntTﬁfey —
Key injection il
-2 Logical Drive #1 [D:) EGOSECURE *
&2 Logical Drive #2 [C:)
...=3 Logical Drive #3 [E:)
@Securlty Boot Manager -
- Secure Boot System PBA — Description Values
‘% + MNBFDENC.sys installed
+ AES.sys installed
+ BLOWFISH.sys installed
+ DESX.sys installed
+ DES.sys installed
Eri File loaded
ERI File loaded Ready

— The Enter disk key dialog appears.
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Enter disc key @

Algorithm

&5 (e v
-‘f;,f-__
%-: Key length
EGOSECURE _
256 Bit
128 Bit 256 Bit
Enter key
I —— (] Enter Key in clear

This dialog allows you to enter the encryption parameters set for the drive/partition in
question.
The following options are available:

GUI element Details
Algorithm Here you have to select the algorithm that was used to encrypt the drive.
Key length Some encryption algorithms support different key lengths. Use the slider to

define the correct key length for the selected algorithm and partition.

Key input Enter the encryption key password used for the partition into this field.
Check Enter key in clear to make the password entry visible.

2. Once the information is entered, click OK. If the information is correct, it is loaded into
the emergency recovery application.
— The ERD main window reappears. Repeat steps 2 and 3 for every encrypted
partition you need to decrypt.
—> Drive decryption can now be performed (see next section).

Decrypting a drive

This procedure can be used when you have either not decrypted the hard disk(s) before
removing EgoSecure Full Disk Encryption or if the decryption of a hard disk was interrupted
(due to power failure) and needs to be continued.

Valid ERI file or encryption key required
\_j This procedure assumes that either a valid ERI file has been loaded or that
the encryption key has been entered manually, and that the drive node has
ATTENTION been selected.
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Follow these steps to decrypt a partition/hard disk via the ERD:

1. Make sure that you have loaded the correct ERI file via the Menu option File > Open ERI
file (see Load ERI).

2. Select the respective drive from the tree in the left-hand pane.

3. Select the Decrypt drive option from the Partition menu.

&

File | Partition | BootChain  Administration
. Decrypt drive
“ !
| Enter key
Key injection

®—1logical Drive #1 [D:)

-=1 Logical Drive #2 [C:]
-= Logical Drive #3 [E:]
€% Security Boot Manager

----- & Secure Boot System PBA
----- ' E.R.D. State

— The Decrypt drive dialog appears.

Decrypt drive @
| i'f.'-';lz__
EGOSECURE %
Drive
@ Drive [D:] - Harddrive %0 v @

Decrypt only used sectors

Progress

Track: 0t o Remaining time :  00:00:00

4. From the Drive combo box, select a drive for decryption.

5. Check the Decrypt only used sectors option to decrypt only those sectors of the
selected drive that contain data. Leave this option unchecked to decrypt every sector
(this will take longer).

6. Click OK to begin the decryption.
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! Any loss of power during the decryption process may cause data corruption.

The decryption of a hard disk may take some considerable time depending on the
size of the disk and the speed of the computer.

Entering the encryption key from ERI file

Inject the encryption keys from an ERI file, the automatic comparison takes place to add

only the keys of the any partition that has been encrypted by a previous FDE installation but
is unavailable in the new one.

Valid ERI file or encryption key required

\j This procedure assumes that either a valid ERI file has been loaded or that

the encryption key has been entered manually, and that the drive node has
ATTENTION been selected.

1. Make sure that you have loaded the correct ERI file via the Menu option File > Open ERI
file (see Load ERI).

Select the Key Injection option from the Partition menu.
A Recovery Ap|
File | Partition | BootChain  Administration TPM  Help

Decrypt drive
Enter key

— The success message appears if encryption keys are encrypted.

Click OK to close the message.

Decrypting a drive in a silent mode

To enable the decryption of a partition without using a graphical user interface you can use
the emergency recovery console (pe erd console.exe) from within the WinPE 2.x boot
CDs. This section details the console and the commands/options open to you.

Follow these steps to decrypt a drive from the ERD:

1. Once you have booted the target computer using the WinPE ERD, open a command
prompt window.

Use the following commands to decrypt drives/partitions (case insensitive):
pe erd console.exe eripath=<?> eripwd=<?> partition=<?>

The following options are available:

Option Details
ERIPATH The path to the ERI file
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ERIPWD The password for the ERI file

PARTITION The letter of the partition/hard disk to be decrypted

/H Help - information about each option available in the console
/L Load keys to memory

For example:

B pe_erd_console.exe eripwd=87654321 eripath=f:\fde.eri partition=d
B pe_erd_console.exe eripwd=87654321 eripath=f:\fde.eri /L

During and until the decryption process is finished, a series of dots will appear in the
command prompt. Depending on how large the partition is, the number of dots may scroll
the command prompt - this is normal!

If the decryption is finished successfully, the message ‘Hard disk was successfully
decrypted’ appears. If the decryption is unsuccessful an error message will appear.

Repairing MBR

It may be necessary to update the MBR if your computer does not start after the installation

of a third-party application. The most likely cause is that the installer has modified the MBR.

Follow these steps to update the MBR:

1. Make sure that you have loaded the correct ERI file via the Menu option File > Open ERI
file (see Load ERI).
In the main window select the Menu option BootChain > Repair MBR. The Repair MBR
dialog appears:

Repair MBR (3]

EGOSECURE ¥

Repairing the Master-Boot-Record of 'FDE*

2. Click OK to start the procedure.
— Once complete, the dialog will close automatically with no further prompting or
interaction.
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Restoring original MBR

This option replaces the EgoSecure MBR with the original MBR archived by EgoSecure during
installation.

Follow these steps to replace the EgoSecure MBR:

1. Make sure that you have loaded the correct ERI file via the Menu option File > Open ERI
file (see Load ERI).

In the main window select the Menu option BootChain > Restore Original MBR.
— The MBR repair dialog appears:

==

EGOSECURE %

Repairing the Master-Boot-Record of 'FDE'

jin

— Once complete, the dialog will close automatically with no further prompting or
interaction.

Setting active partition

This option allows the user to set active partition for the MBR. The active partition becomes
the boot sector for the MBR to load the boot program.
Follow these steps to set active partition:

1. Make sure that you have loaded the correct ERI file via the Menu option File > Open ERI
file (see Load ERI).

In the main window select the Menu option BootChain > Set active partition. The Set
active partition dialog appears:
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Set active partition -H

EGOSECURE %

Set active partition

Type Partition Size State
B 07h NTFS 943 ... —

B 07h NTFS System Heserved h24 ... active
B 07h NTFS 62.4.. —

O 95h SNB Full Disk Encrypti... 529... boot

O FATI1G B FAT32 E NTFS O FSE B Extended

Set active Exit

2. Select the partition and click Set active.
“ The selected partition becomes the active partition for the MBR.

Setting the administration password
Use this feature to set the Control Center administration password.

1. In the main window select the menu option Administration > Set admin password.
— The Set admin password dialog appears.

2. Enter and confirm a new password.

3. Click OK.

4. Once the password has been changed close the emergency recovery application (File >
Exit).

5. Click GO > Shut down > Restart to end this procedure and to restart the computer.
Windows should boot as normal.

1.14. Remote Administration

Deploying a policy locally may be useful for a uniform installation of EgoSecure Full Disk
Encryption on a small number of computers or on an ad-hoc basis. But what about a large
number of computers scattered throughout a company that need to be installed or updated
as soon as they are connected to the network?
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This section details how to install, and configure EgoSecure Full Disk Encryption remotely via
the use of policy files. For details about unattended installation, the EgoSecure FDE -
Installation and Troubleshooting Guide, chapter 2.4, subchapter “Unattended installation”.

Policy files

A policy file is a file that contains all the required EgoSecure Full Disk Encryption
configuration settings for the target computer. These policy files can be created using the
Policy Builder (for details, see section 2).

There are two types of policy files:

= Full Disk Encryption policies to configure the Full Disk Encryption mechanism as well
as boot security settings and external media control.
B Pre-Boot Authentication policies for the PBA component.

Administration tasks

The following tasks can be performed using policy files:

FDE policy files can be used to:

Install, remove, and configure FDE boot security settings.

Install, remove, and configure FDE external mass storage media encryption.
Encrypt and decrypt hard disk partitions.

Create ERI and configure ERI password restrictions.

Change Administration password.

Configure Logging, TPM, Branding or HelpDesk text updates.

Remove the whole product or deinitialize FDE.

PBA policy files can be used to:

Install and configure PBA smart card reader and PKCS#11 settings.

Install and configure PBA settings for encryption mechanisms and certificate labels.
Configure authentication options to PBA.

Change Administration password.

Configure Pre-boot appearance

Update the branding or HelpDesk text files.

Configure Lodfile settings.

Add/Remove HelpDesk key to PBA.

De-initialize PBAor remove PBA

Deploying Full Disk Encryption policies
To remotely administrate EgoSecure Full Disk Encryption the following tasks are required:

1. Create a Full Disk Encryption policy that contains all the required settings for the target
computers (for details, see Creating an initialization policy).
Save this policy under the filename ‘Autoconf.nbs’.
Copy the Autoconf.nbs policy to each target computer, in the FDE installation directory.
Usually the FDE installation directory is: C:\WINDOWS\NAC.
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There are now two different ways to start processing the policy:

B Restart the computer to automatically process the Autoconf.nbs file when the target
computer boots. After successfully processing the FDE policy, the Autoconf.nbs will be
deleted on the target computer.

B Restart the pbaservice service (can be performed via services.msc).

For details about creating FDE policies, see section 2.1.

Deploying Pre-Boot Authentication policies
Follow these steps to perform remote PBA administrative tasks:

1. Create a PBA policy that contains all the settings required for the target computers and
save this policy under the filename Autoconf.PBA. For further information refer to chapter
2.2.

2. Copy autoconf.PBA to the PBA installation directory on each target computer. Usually the
PBA installation directory is: C:WINDOWS\NAC\SBS.

3. There are now two different ways to start processing the policy:

Restart the computer to automatically process the Autoconf.pba file when the target
computer boots. After successfully processing the PBA policy, the Autoconf.pba will be
deleted on the target computer.

B Restart the fdeservice service (can be performed via services.msc).
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2. BUILDING POLICY FOR DEPLOYMENT

EgoSecure Full Disk Encryption offers administrators the possibility to remotely manage
EgoSecure Full Disk Encryption installations with a minimum of effort. This has been realized
via the use of policy that can be deployed to either each computer, or to a central server.
To this end, Policy Builder has been developed to give administrators full control over every
aspect of EgoSecure Full Disk Encryption security:

B The Policy Builder is a tool to create and edit policies for the purpose of configuration,
initialization, and de-initialization of FDE and PBA components. The purpose of these
policies is to allow for an administrator to remotely control and ensure the consistent,
central deployment, and configuration of FDE and PBA with no need for user interaction.

Enterprise Policy Builder

® The Full Disk Encryption policy builder creates policies to configure the Full Disk
Encryption component.

® The Pre-Boot Authentication policy builder creates policies to configure the PBA
component.

B The Upgrade policy builder allows you to create an upgrade policy to prevent the FDE
administration password from being entered in the commandline in plain text for the
purpose of silently upgrading or removing EgoSecure Full Disk Encryption.

CONTENTS

¢ The Full Disk Encryption Policy Builder
¢ The Pre-Boot Authentication Policy Builder
¢ Creating an upgrade policy
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2.1. The Full Disk Encryption Policy Builder

The Full Disk Encryption Policy Builder is used to create and edit policies for the purpose of
configuration, initialization, and de-initialization. The purpose of these policies is to allow for
an administrator to remotely control and ensure the consistent, central deployment, and
configuration of FDE with no need for user interaction.

B Initialization Policy

These policies allow you to initialize and configure computers that already have EgoSecure
Full Disk Encryption installed but not yet initialized.

B Configuration Policy

These policies allow you to either perform a new installation of FDE to another networked
computer (remote installation), or to remotely configure FDE after it has been installed.

B De-initialization Policy

These policies allow you to decrypt drives or remove boot security on a client machine, or
remove the whole product (for details, see Creating deinitialization policy).

A policy is usually created on a different computer from the computer to which the policy will
be deployed. FDE has to be installed on the computer that generates the policy, but boot
security and drive encryption do not.

CONTENTS

¢ Creating an initialization policy
Creating a configuration policy
Creating a de-initialization policy
Editing policies

Deploying Full Disk Encryption policies

® 6 6 o

" | Storing policy

\w It is recommended that the policy is stored in the shared network for future
reference. Make sure you have the access to the network in case you need to use
INFO the policy at a later date.

Creating an initialization policy

This section details how to create an initialization policy for the FDE component only.

You need to have knowledge about the target computer for deployment. Details such as
number of partitions, drive letters, whether encrypted, and so on are necessary for the
successful deployment of EgoSecure Full Disk Encryption. Once the policy is created, deploy
it, for details see Deploying FDE policies.

Follow the steps below to create a FDE initialization policy:

1. Open the Control Center (as described in section 1.5).
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2. Double-click the Policy Builder icon.

3. Select Full Disk Encryption policy builder.

Enterprise Policy Builder

a X ©

Full Disk Pre-Boot Upgrade Policy
Enﬁﬂr%,-'ption Authentication Builder
S

— The FDE Policy Builder Welcome dialog appears.

o o FDE Status

FDE: Policy Builder

Welcome to the FDE Policy Builder. This wizard guides you through the process of
creating policies for FDE.

The policies can be usedtoinitialize, configure, deinitialize, and remove EgoSecure Full
Disk Encryption.

:

4. Click Next.

— The Policy selection dialog appears.
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00 E—

FDE: Policy Builder

Choose to either create a new policy or edit an existing policy. Mote
thatencrypted policies cannot be edited!

O Create a new policy
Editan existing policy

¢ Back || Mext >

5. Select Create a new policy.

— The Policy type dialog appears.

FDE: Policy Builder

forsystems that are notyetinitialized, as well as configuration and deinitialization

. Selectwhich type of policy you wantto create. You can create initialization policies
policies for systems that have already beeninitialized.

© Create aninitialization palicy
Create aconfiguration policy

Create adeinitialization policy

¢ Back || Mext >

6. Select Create an initialization policy and click Next to continue.

— The Administration Password dialog appears:
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o o FDE Status

FDE: Policy Builder

The EgoSecure FDE Administration password is required for every administrative action
forFDE. You can define anew EgoSecure FDE Administration passwardin this dialog.

Mew Administration password: | """"" & |

Confirm password: | """" ‘| |

Switch to expert mode

¢ Back || Mext >

7. Enter the administration password defined during installation/initialization. Set the
Switch to expert mode checkbox to configure every aspect of initialization instead of
leaving the defaults active. If you do not check Switch to expert mode then you need
only refer to steps 9, 12, 13 and 18.

8. Once you have made your selection click Next.

—> If you DID NOT check Switch to expert mode in the previous step then, the Drive

encryption dialog appears (skip the following step if you did check Switch to
expert mode).

9. Check Encrypt all local NTFS drives. This will encrypt all the local hard disk partitions
using the AES encryption algorithm (256 bits). Click Next to continue.
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00 ot e

FDE: Policy Builder

Itis highly recommendedto activate encryption. Mot activating
encryption meansthat the data is not protected.

Encrypt all local NTFS drives

¢ Back || Mext >

— The Configuration options dialog appears.

00

FDE: Policy Builder

Selectwhich options for FDE you wantto configure. All options not
configured atthe point of initialization will be set to default values.

ECunﬁgure encryption of hard disk partitions:
[ Create an Emergency Recovery Informatien file
: Configure ER| password restrictions
j Configure logging
: Configure TPM
j Configure additional encryption key protection
: Configure FDE tray settings

: Configure alternate loader

¢ Back || Next >

This dialog allows you to configure the following:

100



EGOSECURE

A MATRIX42 COMPANY

Option

Configure
encryption of
hard disk
partitions

Create an
Emergency
Recovery
Information file

Configure ERI
password
restrictions

Configure
Logging

Configure TPM

Configure FDE
tray settings

Configure
additional
encryption key
protection

Details

Check this option to configure how each partition is encrypted.

Check this option to create new ERI for the target computer.

Check this option to configure how the ERI password is
handled.

Check this option to configure the FDE log file location,
filename, and maximum size.

Check this option to enable the TPM for EgoSecure Full Disk
Encryption.

NOTE: This feature is for the FDE component only! You
cannot install the PBA if this is enabled.

Check this option to define whether to hide or to show the
encryption tray icon.

Check this option to configure the additional key for the disk
encryption key.

10.0nce you have made you selection, press Next to continue.

Checking the options in this dialog will affect the dialogs that appear hereafter.

11

Steps

art 2

\_X/J The following steps assume that you have checked every option to configure

every detail. If you have not checked every option and have reached one of the
steps here that does not match that on your monitor then skip the step(s) until

INFO

you reach the correct dialog.

—> The PBA partition options dialog appears:
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FDE: Policy Builder

Select the partition to be resized and if the MBR should be replaced (for
systems with Windows 2000 or Windows XP - pre-service pack 2).

Selectthe drive to beresized:

Reboot automatically after installation

¢ Back || Mext >

The following options are available:

Option Details

Select drive to be resized  The drive to be resized to accommodate the PBA partition.

) Reboot the target computer automatically to initialize PBA directly. If
Reboot automatically after yoy do not check this option EgoSecure Full Disk Encryption will be
installation initialized upon the next reboot.

11.0nce you have made your selection, click Next to continue.

— The Hard Disk Encryption Options dialog appears.
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FDE: Policy Builder

Selectthe partition to be resized and ifthe MBR should be replaced (for systems
with Windows 2000 or Windows XP - pre-service pack 2).

Encrypt all local drives using the same settings for each

Dirive Password Length Algorithm Input Only used
All RAMDOM 256 AES No Yes

Set encryption options

¢ Back | | Mext >
The following options are available:
Option Details
Encrypt all ) ) _ N .
local drives This option enables the encryption for every partition/hard disk on the target
using the computer with the same settings. If you uncheck this option, all the available drives
same in the hard disk will be displayed in the list. To display every drive letter, click
settings for ~ Show all.
each
Show all Display every drive letter in the drive list.
Set
encryption Set the encryption options for every partition or the selected drive in the list. The
options following dialog will appear:
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Select the required encryption parameters and dick "0OK"
| toencrypt the selected drive(s).

Algorithm: AES A

4

Key length: 256
Encryption key:

Confirm key:

Random Key
i Encrypt only the used sectors of the drive.

0K Cancel

The dialog has the following options:

B Algorithm

Select which algorithm will be used for the encryption of the selected drive.
B Key length

Some encryption algorithms support different key lengths. Click the up/down arrows
to define the preferred key length for the selected algorithm. The key that will be
generated out of the Password will be of this length.

B Encryption Key (Password), Confirm key (Confirmation Password)

The encryption key will be generated out of the password you enter (and confirm)
here.

B Random key

With this option you do not have to enter an encryption password. The encryption
key will be generated randomly when encryption takes place.

B Password required for decryption
This option is only active if the option Random key is unchecked.
B Encrypt only the used sectors of the drive

When a drive is initially encrypted, either all the sectors (regardless of whether they
contain data or not), or only those sectors that contain data, can be encrypted.
Encrypting only those portions of the drive that are used is much faster in most of
the cases. Select this option, if you want to encrypt only the used sectors of the
drive.

Clear any incorrect settings made to a drive.

— The Emergency Recovery Information Password dialog appears.
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FDE: Policy Builder

Define general settings forthe emergency recovery passwaord.

Warning: Allowing emergency recovery files without passordprotection imposes a
security risk! Emergency recovery files will only be protected with a defauli key!

Allow blank password while saving emergency recovery information

Minimum required password length

Private emergency recovery information

¢ Back | | Mext >
The following options are available:
Option Details
AIIo.w blank password while Check this option if you do not want to protect the ERI file a
saving émergency recovery password (not recommended!).

password

o . Set a minimum password length for the ERI file
Minimum required password

(recommended!).
length
) This option should be used if you do NOT intend to define a
Private emergency recovery single ERI file for company-wide use. This disables the recovery
information of all notebooks through one ERI file.

! Allowing the storage of ERI files without a password imposes a security risk! It is

recommended to ALWAYS use a password to protect ERI files.

12.0nce you have made your selection, press Next to continue.

—> The first Emergency Recovery Information options dialog appears.
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o o FDE Status

FDE: Policy Builder

Drivesthat are already encrypted will not be decrypted or re-encrypted. After encryption
you haveto create an Emergency Recovery Information file (ERI) thatis protected with a
password.

Create Emergency Recovery Information (ERI) file

Password for recovery information: | """"" & |

Confirm password: | --------- |

Path for ERI file: |C:\Users\ZE\.F\DDcuments\USEP._[ = |

¢ Back || Mext >

The options available are in the table below:
Option Details

Create emergency recovery Check this option to create ERI (highly recommended!).
information
The password used to access the ERI file in an emergency.
Only the English keyboard layout is supported in the recovery
Emergency recovery password application, that is why please enter the password, which
contains no symbols from other languages.

Confirm password Confirm the password for the ERI file.

The location to which the ERI file is saved. Either enter the path

for the ERI file manually or click “...” to browse for a location.
Path for ERI file Remember that this location must be accessible from the

target computer!

For details about ERI copies, see Creating an ERI file.

13.Make your selection and click Next.

— The second Emergency Recovery Information options dialog appears.
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FDE: Policy Builder

This dialog allows you to specify the Windows user credentials that will be usedto
create the Emergency Recovery Information file.

Cache emergency recovery information on disk

Define the user account that will stere the Emergency Recovery Information
Username:
Domain:

Password:

¢ Back | | Met >
The following options are available:
Option Details
Cache Emergency Recovery Check this to store the ERI on the hard disk.

Information on hard disk

Define the user account that will
store the Emergency Recovery
Information

Check this if you want a specific user to be able to store ERI to
a network drive that requires specific access.

Username The Windows credentials username required for network access.
Domain The Windows credentials domain required for network access.
Password The Windows credentials password required for network access.

14.0nce you have made you selection, click Next to continue.

—> The Logging dialog appears. The options available are in the table below.

Option Details

Path Enter a full path for the FDE log file either directly into the field Path or
click “...” to open a file explorer. Remember to enter the log file hame and
*.log extension.

Size Set the maximum log file size.
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FDE: Policy Builder

Selectthe name andthe maximum size of the FDE logfile. AllFDE applications will log to this file.
‘When the logfile attains maximum size, the oldest entries are deleted andthe file is cut by half.

Path: |C:1FDE.H}g | @

¢ Back || Mext >

15.0nce you have made your selection, press Next to continue.

— The TMP dialog appears.

00 o s @)

FDE: Policy Builder

. You can additionally protect your installation with the Trusted Platform Maodule (TPM}).

Activate TPM protection

Open keyfiles for additional systems

¢ Back || Mext >

The following options are available:
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Option Details

) ) Check this option to enable the TPM feature for EgoSecure Full Disk

Open key files for Check this option to import TPM keys from another EgoSecure Full Disk
additional systems Encryption installation.

16.Make your selection and click Next.

—> The step for hiding an encryption tray icon appears.
By default, the encryption tray appears on the Windows taskbar once a disk is
encrypted and shows information about the state of all disks on a computer.

s x
00

FDE: Policy Builder

Define whetherto showthe encryption tray icon, which displays information about
disks once at least one diskis encrypted.

Hide FOE tray icon
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17.To hide the icon, check the Hide encryption tray icon box and click Next.

— The step for configuring additional encryption key protection appears.

109



EGOSECURE

A MATRIX42 COMPANY

FDE: Policy Builder

Enable one or both additional encryption options to protectthe encrypted drive
againstusing it within another computer of the same network.

Both hardware - based key(HKEK) protection and TPM key(TKEK) protection
encryptthe encryption key with an additional protection key.Depending onthe
selected protection the additional protection key is based onthe clienthardware and
on the TPM respectively.

Generate hardware-based key encryption key (HKEK)

Generate TPM key encryption key (TKEK)

< Back || Next

Enable an additional layer of security to the disk encryption key (DEK).

The HKEK option utilizes unique hardware-based information from the client to generate an
additional hardware-based key encryption key (HKEK).

The TKEK option uses uses unique TPM information from the client for generating a TPM-
based key encryption key (TKEK). Check TPM system requirements before enabling the
option.

The options protect against moving the encrypted drive into another computer within the
same network, where the same KEK is used.

You can use both options at a time for the protection.

System requirements for computers with TKEK

® UEFI systems starting with Windows 10 and later
B TPM devices with specification version 2.0 are supported only
B TPM must implement the following set of commands:

* TPM2_CreatePrimary
* TPM2_Create

* TPM2_Load

* TPM2_EvictControl

* TPM2_FlushContext

* TPM2_GetRandom

* TPM2_RSA_Encrypt

* TPM2_RSA_Decrypt
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* TPM2_ObjectChangeAuth
B TPM must support the following set of algorithms:

* TPM_ALG_SHA256
* TPM_ALG_RSA

* TPM_ALG_OAEP

* TPM_ALG_AES

* TPM_ALG_CFB
B TPM device must be in the Ready state.

Before updating BIOS or replacing hardware

\J When updating BIOS or replacing hardware, the information used for key
generation changes and disk recovery will no longer be possible. That is why,
ATTENTION please, follow the steps below to avoid it:
1. Decrypt the disk.
2. Update BIOS or replace hardware.
3. Encrypt the disk.

18.Check the Generate hardware-based key encryption key (HKEK) box and/or
Generate TPM-based key encryption key (TKEK), and then click Next.

— The Boot messages options dialog appears. The messages below are shown only
on computers with Windows versions below Windows 10.

o o FDE Status

FDE: Policy Builder

Configure which dialogs and messages are displayedwhen a policy is deployedto the
target computer.

Show status dialegs
Show warning messages
Show error messages
Show sUCCESE Messages

Show other messages

¢ Back || Mext >
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This dialog allows you to define the following installation messages:

Option This option determines if...
_ ... status dialogs should be displayed on the target computer during policy
Show status dialogs deployment.
) ... warning messages should be displayed on the target computer during
Show warning policy deployment. If you do not select this option, warning messages are
messages suppressed.

... error messages should be displayed on the target computer during
Show error messages policy deployment. If you do not select this option, error messages are

suppressed.
Show success ... success messages should be displayed on the target computer that
messages relate to individual policy tasks during deployment.

... information messages should be displayed on the target computer
Show other messages  during and after policy deployment. If you do not select this option,
information messages are suppressed.

19.Make your selection, and press Next to continue.

— The Administration password (target computer) dialog appears.

20.Enter and confirm the EgoSecure Full Disk Encryption administration password already
set on the target computer. Click Next to continue.

00

FDE: Policy Builder

You haveto enterthe EgoSecure FDE Administration password of the target
computer.

When you areinstalling on a Seagate FDE hard disk, this will become the new
EgoSecure FOEadministration password!

Administration password:

Confirm password: | ......... |

¢ Back || Mext >

— The Policy location dialog appears.

112



EGOSECURE

A MATRIX42 COMPANY

o o FDE Status

FDE: Policy Builder

be edited by the Policy Builder. Youtherefore have the option to create a plain copy of the

. Mote: As a security meansure, policies are usually encrypted. Encrypted policies cannot
policy.

Policy file Path: Cwindows\NACVUTOCONF.NBS.nbs | Q,

Create an unencrypted copy of the policy

The following options are available:

Option Details
) _ Enter the path for the policy in this field by clicking *..." and selecting a
Policy file path location and filename for the file in the file browser.

Check this option to create an unencrypted copy of the policy
(recommended for reconfiguration).
Create an unencrypted  If you want to reconfigure a computer that has already been configured
copy of the policy using a policy, then check this option - the Policy Builder can only open
an unencrypted policy to edit the settings.

_ ) Enter the path for the plain copy of the policy in this field by clicking *...’
Plain copy of policy and selecting a location and filename for the file in the file browser.

21.Enter the paths for your policy, and click Finish to complete the procedure.

! Itis recommended to always store plain copies in a safe place. Use the plain copies
to create new policies for future changes in configuration.

! For security reasons encrypted policies cannot be edited with the FDE Policy Builder.

Creating a configuration policy

This section details how to create a configuration policy for the FDE component only.
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You need to have knowledge about the target computer for deployment. Details such as
number of partitions, drive letters, whether encrypted, and so on are necessary for the

successful deployment of EgoSecure Full Disk Encryption. Once the policy is created, deploy
it, for details see Deploying FDE policies.

Follow these steps to create a FDE configuration policy:

1. Open the Control Center (as described in section 1.5).
2. Double-click the Policy Builder icon.
3. Select Full Disk Encryption policy builder.

Enterprise Policy Builder

a X ©

Full Disk Pre-Boot Upgrade Policy
Eﬂ@{j}"SliCﬂ Authentication Builder

—> The FDE Policy Builder Welcome dialog appears.
4. Click Next.
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00 FDE St

FDE: Policy Builder

Welcome to the FDE Policy Builder. This wizard guides you through the process of
creating policies for FDE.

The policies can be usedtoinitialize, configure, deinitialize, and remove EgoSecure Full
Disk Encryption.

(o [y

— The Policy selection dialog appears.

5. Select Create a new policy.

00 S

FDE: Policy Builder

Choose to either create a new policy or edit an existing policy. Mote
thatencrypted policies cannot be edited!

O Create a new policy
Editan existing palicy

¢ Back || Mext >

— The Policy type dialog appears.

6. Select Create a configuration policy and click Next to continue.
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00

FDE: Policy Builder

for systems that are notyetinitialized, as well as configuration and deinitialization

. Selectwhich type of policy you wantto create. You can create initialization policies
policies for systems that have already beeninitialized.

Create aninitialization policy
© Create aconfiguration policy

Create adeinitialization policy
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—> The configuration options dialog appears:

00

FDE: Policy Builder

. Select which options for FDE youwant to configure.

Change the Administration password Switch to expert mode
Configure encryption of hard disk partitions Configure ERI password restrictions
Create an Emergency Recovery Information file Configure Logging

Configure Branding or Helpdesk text updates Configure TPM

Configure additional encryption key protection
Configure FDE tray seftings.

{ Back || MNext >

! Any option you check in this dialog will affect the dialogs that appear hereafter!
These steps assume that you have checked every option to detail every dialog! If
you have not checked every option and have reached one of the steps here that
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does not match that on your monitor, then skip the step(s) until you come to the
correct dialog!

The following options are available:

Option Description
Change the Administration Check this option to change the administration password on the
password target computer.

Perform encryption of hard Check this option to encrypt the partitions on the target computer.
drive partitions

Create an Emergency Check this option to create new ERI for the target computer.
Recovery Information file

Configure ERI password Check this option to configure ERI password restrictions.
restrictions

Configure Logging Check this option to configure logging.

} Check this option to enable the TPM for EgoSecure Full Disk
Configure Branding or Check this option to configure Branding or Helpdesk text updates
Helpdesk text updates
Switch to expert mode Check this option to configure each option in detail.

7. Make your selection and click Next.

— The Administration Password dialog appears.

o o FDE Status

FDE: Policy Builder

The EgoSecure FDE Administration passwaord is required for every administrative action
forFDE. You can define anew EgoSecure FDE Administration passwardin this dialog.

Mew Administration password: | """"" @& |

Confirm password: | """"" | |

Switch to expert mode:

¢ Back || Mext >

8. Enter the new administration password and confirm it. Click Next.
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— The Hard Disk Encryption Options dialog appears.
o o FDE Status

FDE: Policy Builder

Select the parition to be resized and if the MBR should be replaced (for systems
with Windows 2000 or Windows XP - pre-service pack 2).

Encrypt all local drives using the same settings for each

Dirive Password Length Algorithm Input Only used
All RAMDOM 256 AES Mo Yes

Set encryption options

< Back || Net >
The following options are available:
Option Details
Encrypt all local drives This option enables the encryption for every partition/hard disk on the
using the same settings target computer with the same settings. If you uncheck this option, all
for each the available drives in the hard disk will be displayed in the list. To
display every drive letter, click Show all.
Show all Display every drive letter in the drive list.
Set encryption options Set the encryption options for every partition or the selected drive in

the list. The following dialog will appear:
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Select the required encryption parameters and dlick "OK"
| toencrypt the selected drive(s).

Algorithm: AES v

L4

Key length: 256

4

Encryption key:

Confirm key:

Random Key
! Encrypt only the used sectors of the drive,

0K Cancel

The dialog has the following options:

B Algorithm

Select which algorithm will be used for the encryption of the selected
drive.

B Key length

Some encryption algorithms support different key lengths. Click the
up/down arrows to define the preferred key length for the selected

algorithm. The key that will be generated out of the Password will be
of this length.

B Encryption Key (Password), Confirm key (Confirmation Password)

The encryption key will be generated out of the password you enter
(and confirm) here.

B Random key

With this option you do not have to enter an encryption password. The
encryption key will be generated randomly when encryption takes
place.

B Password required for decryption
This option is only active if the option Random key is unchecked.
B Encrypt only the used sectors of the drive

When a drive is initially encrypted, either all the sectors (regardless of
whether they contain data or not), or only those sectors that contain
data, can be encrypted. Encrypting only those portions of the drive
that are used is much faster in most of the cases. Select this option, if
you want to encrypt only the used sectors of the drive.

Clear Clear any incorrect settings made to a drive.

9. Select the encryption settings for either all drives or independently for each one and click
Next to continue.

— The Emergency Recovery Password dialog appears.
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FDE: Policy Builder

Define general settings forthe emergency recovery passwaord.

Warning: Allowing emergency recovery files without passordprotection imposes a
security risk! Emergency recovery files will only be protected with a defauli key!

Allow blank password while saving emergency recovery information

Minimum required password length

Private emergency recovery information

¢ Back | | Mext >
The following options are available:
Option Details
Allow blank password while saving Check this option if you do not want to protect the ERI file a
emergency recovery password password (not recommended!).
Minimum required password Set a minimum password length for the ERI file
length (recommended!).
Private emergency recovery This option should be used if you do NOT intend to define a
information single ERI file for company-wide use. This disables the

recovery of all notebooks through one ERI file.
! Allowing the storage of ERI files without a password imposes a security risk! It is

recommended to ALWAYS use a password to protect ERI files.

10.0nce you have made your selection, press Next to continue.

—> The first Emergency Recovery Information options dialog appears.
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o o FDE Status

FDE: Policy Builder

Drivesthat are already encrypted will not be decrypted or re-encrypted. After encryption
you haveto create an Emergency Recovery Information file (ERI) thatis protected with a
password.

Create Emergency Recovery Information (ERI) file

Password for recovery information: | """"" & |

Confirm password: | --------- |

Path for ERI file: |C:\Users\ZE\.F\DDcuments\USEP._[ = |

¢ Back || Mext >

The options available are in the table below:

Option Details

Create emergency recovery Check this option to create ERI (highly recommended!).

information

Emergency recovery password The password used to access the ERI file in an emergency.
Only the English keyboard layout is supported in the recovery
application, that is why please enter the password, which
contains no symbols from other languages.

Confirm password Confirm the password for the ERI file.

Path for ERI file The location to which the ERI file is saved. Either enter the path

for the ERI file manually or click “...” to browse for a location.
Remember that this location must be accessible from the
target computer!

For details about ERI copies, see Creating an ERI file.

11.Make your selection and click Next.

— The second Emergency Recovery Information options dialog appears.
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FDE: Policy Builder

This dialog allows you to specify the Windows user credentials that will be usedto
create the Emergency Recovery Information file.

Cache emergency recovery information on disk

Define the user account that will stere the Emergency Recovery Information
Username:
Domain:

Password:

< Back | | Next
The following options are available:
Option Details
Cache Emergency Recovery Check this to store the ERI on the hard disk.

Information on hard disk

Define the user account that will  check this if you want a specific user to be able to store ERI to

store the Emergency Recovery a network drive that requires specific access.

Information

Username The Windows credentials username required for network access.
Domain The Windows credentials domain required for network access.
Password The Windows credentials password required for network access.

12.0nce you have made you selection, click Next to continue.

—> The step for configuring additional encryption key protection appears.
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FDE: Policy Builder

Enable one or both additional encryption options to protectthe encrypted drive
againstusing it within another computer of the same network.

Both hardware - based key(HKEK) protection and TPM key(TKEK) protection
encryptthe encryption key with an additional protection key.Depending onthe
selected protection the additional protection key is based onthe clienthardware and
on the TPM respectively.

Generate hardware-based key encryption key (HKEK)

Generate TPM key encryption key (TKEK)

< Back || Next

Enable an additional layer of security to the disk encryption key (DEK).

The HKEK option utilizes unique hardware-based information from the client to generate an
additional hardware-based key encryption key (HKEK).

The TKEK option uses uses unique TPM information from the client for generating a TPM-
based key encryption key (TKEK). Check TPM system requirements before enabling the
option.

The options protect against moving the encrypted drive into another computer within the
same network, where the same KEK is used.

You can use both options at a time for the protection.

System requirements for computers with TKEK

® UEFI systems starting with Windows 10 and later
B TPM devices with specification version 2.0 are supported only
B TPM must implement the following set of commands:

* TPM2_CreatePrimary
* TPM2_Create

* TPM2_Load

* TPM2_EvictControl

* TPM2_FlushContext

* TPM2_GetRandom

* TPM2_RSA_Encrypt

* TPM2_RSA_Decrypt
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* TPM2_ObjectChangeAuth
B TPM must support the following set of algorithms:

* TPM_ALG_SHA256
* TPM_ALG_RSA

* TPM_ALG_OAEP

* TPM_ALG_AES

* TPM_ALG_CFB
B TPM device must be in the Ready state.

Before updating BIOS or replacing hardware

\3 When updating BIOS or replacing hardware, the information used for key
generation changes and disk recovery will no longer be possible. That is why,
ATTENTION please, follow the steps below to avoid it:
1. Decrypt the disk.
2. Update BIOS or replace hardware.
3. Encrypt the disk.

13.Enable the Generate hardware-based key encryption key (HKEK) option and/or
Generate TPM-based key encryption key (TKEK) option, and then click Next.

—> The step for configuring FDE tray settings appears.

s x
00

FDE: Policy Builder

Define whetherto showthe encryption tray icon, which displays information about
disks once at least one diskis encrypted.

Hide FDE tray icon

< Back || Next
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14.By default, the encryption tray appears on the Windows taskbar once a disk is encrypted.
To hide the icon, check the Hide FDE tray icon box and click Next.

— The Logging dialog appears. The available options are in the table below.

Option Details
h Enter a full path for the FDE log file either directly into the field Path or click “...” to
Pat open a file explorer. Remember to enter the log file name and *.log extension.
Size Set the maximum log file size.

00 —

FDE: Policy Builder

Selectthe name andthe maximum size of the FDE logfile. All FDE applications will lag to this file.
When the logfile attains maximum size, the oldest entries are deleted andthe file is cut by half.

Path: |C:1FDE.IDg |@
size: [ 1024 il o

{ Back || MNext >

15.0nce you have made your selection, press Next to continue.
— The TMP dialog appears.
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FDE: Policy Builder

. You can additionally protectyour installation with the Trusted Platform Module (TPM).

Activate TPM protection

Open keyfiles for additional systems

¢ Back || Mext >

The following options are available:

Option Details

) ) Check this option to enable the TPM feature for EgoSecure Full Disk

Open key files for Check this option to import TPM keys from another EgoSecure Full Disk
additional systems Encryption installation.

16.Make your selection and click Next.

— The Branding Update dialog appears.
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00 E—

FDE: Policy Builder

. You can update the branding or helpdesk textfiles.

Branding file Path: | D

¢ Back || Mext >

17.Select the branding or helpdesk text file, and click Next to continue.

— The Boot messages options dialog appears. The messages below are shown only
on computers with Windows versions below Windows 10.

00 S

FDE: Policy Builder

Configure which dialogs and messages are displayed when a policy is deployedto the
target computer.

Show status dialogs
Show warning messages
Show error messages
Show success messages

Show other messages
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This dialog allows you to define the following installation messages:
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Option This option determines if...
_ ... status dialogs should be displayed on the target computer during policy
Show status dialogs deployment.
) ... warning messages should be displayed on the target computer during
Show warning policy deployment. If you do not select this option, warning messages are
messages suppressed.

... error messages should be displayed on the target computer during
Show error messages policy deployment. If you do not select this option, error messages are

suppressed.
Show success ... success messages should be displayed on the target computer that
messages relate to individual policy tasks during deployment.

... information messages should be displayed on the target computer
Show other messages  during and after policy deployment. If you do not select this option,
information messages are suppressed.

18.Make your selection and click Next to continue.

— The Administration password (target computer) dialog appears.

s x
00

You have to enter the EgoSecure FDE Administration password of the target machine
far the policy.

Administration password: | --------- 0|

Confirm password: | --------- |

¢ Back || Mext >

19.Enter and confirm the EgoSecure Full Disk Encryption administration password already
set on the target computer. Click Next to continue.

— The Policy location dialog appears.
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o o FDE Status

FDE: Policy Builder

Mote: As a security meansure, policies are usually encrypted. Encrypted policies cannot
be edited by the Policy Builder. You therefore have the option to create a plain copy of the
policy.

Policy file Path: Cwindows\NACVUTOCONF.NBS.nbs | Q,

Create an unencrypted copy of the policy

The following options are available:

Option Details
Policy file path Enter the path for the policy in this field by clicking *...” and selecting a
location and filename for the file in the file browser.

Create an unencrypted Check this option to create an unencrypted copy of the policy

copy of the policy (recommended for reconfiguration).
If you want to reconfigure a computer that has already been configured
using a policy, then check this option - the Policy Builder can only open
an unencrypted policy to edit the settings.

Plain copy of policy Enter the path for the plain copy of the policy in this field by clicking *..."
and selecting a location and filename for the file in the file browser.

20.Enter the paths for your policy, and click Finish to complete the procedure.

! It is recommended to always store plain copies in a safe place. Use the plain copies
to create new policies for future changes in configuration.

! For security reasons encrypted policies cannot be edited with the FDE Policy Builder.

Creating a de-initialization policy

This section details how to create an initialization policy for the FDE component only.

You need to have knowledge about the target computer for deployment. Details such as
number of partitions, drive letters, whether encrypted, and so on are necessary for the
successful deployment of EgoSecure Full Disk Encryption. Once the policy is created, deploy
it, for details see Deploying FDE policies.

Follow the steps below to create a FDE initialization policy:
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1. Open the Control Center (as described in section 1.5).
2. Double-click the Policy Builder icon.
3. Select Full Disk Encryption policy builder.

Enterprise Policy Builder

a X ©

Full Disk Pre-Boot Upgrade Palicy
En(ﬁ;}-‘ption Authentication Builder
R

— The FDE Policy Builder Welcome dialog appears.
4. Click Next.

o o FDE Status

FDE: Policy Builder

Welcome to the FDE Policy Builder. This wizard guides you through the process of
creating policies for FDE.

The policies can be usedtoinitialize, configure, deinitialize, and remove EgoSecure Full
Disk Encryption.

:

130



EGOSECURE

A MATRIX42 COMPANY

— The Policy selection dialog appears.

5. Select Create a new policy.

00 S

FDE: Policy Builder

Choose to either create a new policy or edit an existing policy. Mote
thatencrypted policies cannot be edited!

© Create a new policy
Editan existing policy

¢ Back || Met >

— The Policy type dialog appears.

6. Select Create a deinitialization policy, and click Next.

FDE: Policy Builder

forsystems that are notyetinitialized, as well as configuration and deinitialization

. Selectwhich type of policy you wantto create. You can create initialization policies
policies for systems that have already beeninitialized.

Create aninitialization policy
Create aconfiguration policy

O Create adeinitialization palicy

¢ Back || Mext >
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— The Deinitialization options dialog appears.

FDE: Policy Builder

Mote: To deinitialize FDE every parition mustfirst be decrypted. To
. remove the product FDE must first be deinitialized (this also
deactivates externalmedia encryption).

Decrypt all encrypted drives (No password required).
Decrypt specific drives

Decrypt by undoing an encryption policy

Deinitialize Full Disk Encryption

Remove the product

>

Option Details
Check this option to decrypt all partitions encrypted by EgoSecure Full
Decrypt all encrypted Disk Encryption. This option is only valid if none of the decrypted drives
drives (No password requires key input for decryption. Partitions that require key input for
required) decryption can only be decrypted with the Decrypt specific drives or

Decrypt by undoing an encryption policy options.

Check this option to decrypt specific partitions encrypted by EgoSecure
Full Disk Encryption. If you select this option, you will be prompted to
select the drive to be decrypted:

FDE: Policy Builder

Use"Set decryption options™to define the options for decryption of each selected
drive. Selectone or more drive letters from the list, and click "Set decryption options™

Drive Password Decrypt

Decrypt specific drives e

El

Setdencryption options Show all

Click Set decryption options to enter the decryption specifics:
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If a decryption password is required, enter and confirm the password as
well as the key length, and click OK.

Enter the reguired decryption password for the selected
drives,
Password required
Password: | TIIIIILL |
Confirmation: | Ty |
Key length: 256
Ok Cancel

Check this option to decrypt any partition (except the partitions
encrypted with a random key) encrypted via a configuration or
initialization policy.

If you select this option, you will be prompted to locate the encryption
policy used on the target computer:

FDE: Policy Builder

Please selectan encryption policy. All encryption actions defined inthat policy will be
undone. So, all drives that were encrypted with that policy, will be decrypted now

Decrypt by undoing an
encryption policy

Encryption script: |C:Windows\NaclAutocon.nbs. ‘

Click *..." to open the file browser, locate the policy, and press Next to
continue with the steps below. The policy content will automatically be
displayed in each dialog.

Deinitialize Full Disk Check this option to temporarily deactivate (not remove) the full disk
Encryption encryption component.

133



EGOSECURE

A MATRIX42 COMPANY

Check this option to remove EgoSecure Full Disk Encryption from the
target computer. This will automatically include the Deinitialize Full
Disk Encryption option.
While removing the product please ensure that PBA is not initialized and
Remove the product that there are no encrypted drives on the target computer(s). If PBA
(initialized) or an encrypted drive exists an error will occur during policy
processing. It is therefore recommended to also check the PBA status
and select the option Decrypt all encrypted drives if you want to access
your data after EgoSecure Full Disk Encryption has been removed.

7. Once you have made your selection, click Next to continue.

! Any option you check in this dialog will affect the dialogs that appear hereafter! The
following steps assume that you have checked every option to configure every
detail! If you have not checked some options and have reached one of the steps
here that does not match that on your monitor, then skip the step(s) until you come

to the correct dialog!

— The Policy messages options dialog appears. The messages below are shown only
on computers with Windows versions below Windows 10.

— This dialog allows you to define the following installation messages:

Option This option determines if...

) ... status dialogs should be displayed on the target computer during

... warning messages should be displayed on the target computer during
Show warning messages Policy deployment. If you do not select this option, warning messages
are suppressed.

... error messages should be displayed on the target computer during
Show error messages policy deployment. If you do not select this option, error messages are
suppressed.

... success messages should be displayed on the target computer that
Show success messages  relate to individual policy tasks during deployment.

... information messages should be displayed on the target computer
Show other messages during and after policy deployment. If you do not select this option,
information messages are suppressed.
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00

FDE: Policy Builder

Configure which dialogs and messages are displayedwhen a policyis deployedtothe
target computer.

Show status dialogs
Show warning messages
Show error messages
Show success messages

Show other mezsages

¢ Back || Mext >

8. Make your selection and click Next to continue.

— The Administration password (target computer) dialog appears:

FDE: Policy Builder

You haveto enterthe EgoSecure FDE Administration password of the target
computer.

When you areinstalling on a Seagate FDE hard disk, this will become the new
EgoSecure FDE administration passwordl

Administration password: | @ |

Confirm password: | |
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9. Enter and confirm the EgoSecure Full Disk Encryption administration password already
set on the target computer. Click Next to continue.

— The Policy location dialog appears. The following options are available:
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Option Details

Policy file path Enter the path for the policy in this field by clicking *..." and selecting a
location and filename for the file in the file browser.

Create an unencrypted Check this option to create an unencrypted copy of the policy

copy of the policy (recommended for reconfiguration).
If you want to reconfigure a computer that has already been configured
using a policy, then check this option - the Policy Builder can only open
an unencrypted policy to edit the settings.

Plain copy of policy Enter the path for the plain copy of the policy in this field by clicking ...
and selecting a location and filename for the file in the file browser.

00

FDE: Policy Builder

Mote: As a security meansure, policies are usually encrypted. Encrypted policies cannot
be edited by the Policy Builder. Youtherefore have the optionto create a plain copy of the
palicy.

Policy file Path: C:Windows\NACVUTOCONF.NBS.nbs | Q

Create an unencrypted copy of the policy

10.Enter the paths for your policy and click Finish to complete the procedure.

! Itis recommended to always store plain copies in a safe place. Use the plain copies
to create new policies for future changes in configuration.

! For security reasons, encrypted policies cannot be edited with the FDE Policy Builder.

Editing policies

Policy Builder offers an editing function when you need to change or tweak a policy.
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i Selecting policies for editing in Policy Builder
|

Only plain (unencrypted) policies can be selected to be edited in Policy
Builder.

ATTENTION For details about saving an unencrypted copy of a policy during the policy
creation process, see creating initialization policy (step 18), creating
configuration policy (step 19), and creating de-initialization policy (step 9).

Follow these steps to edit a policy:

1. Open the Control Center (as described in section 1.5).
2. Double-click the Policy Builder icon.
3. Select Full Disk Encryption policy builder.

Enterprise Policy Builder

a X ©

Full Disk Pre-Boot Upgrade Palicy
En@a}f:ticn Authentication Builder

— The FDE Policy Builder Welcome dialog appears.

4. Press Next.
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o o FDE Status

FDE: Policy Builder

Welcome to the FDE Policy Builder. This wizard guides you through the process of
creating policies for FDE.

The policies can be usedtoinitialize, configure, deinitialize, and remove EgoSecure Full
Disk Encryption.

(o [y

— The Policy selection dialog appears.

00 S

FDE: Policy Builder

Choose to either create a new policy or edit an existing policy. Mote
thatencrypted policies cannot be edited!

Create a new policy

O Editan existing policy

¢ Back || Mext >

5. Click Edit existing policy, and select a plain policy from the file browser.
—> The following warning message appears:
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Warning >

You are about to edit an existing FDE policy. Be aware that any options
MOT checked below will keep the settings from the original policy.
When deployed, any unconfigured options will use the default settings.

OK

6. Click OK.

—> Depending on which type of policy you have selected, the editing process is the
same as the policy creation process. For further steps, please refer to...

Option Details
Initialization policy Step 6.
Configuration policy Step 6.
De-initialization policy Step 6.

“» Now you are ready to deploy the policy.

2.2. The Pre-Boot Authentication Policy Builder

The PBA Policy Builder is a tool to create and edit policies for the purpose of configuration,
initialization, and de-initialization. The purpose of these policies is to allow for an
administrator to remotely control and ensure the consistent, central deployment and
configuration of PBA with no need for user interaction.

m Initialization Policies

These policies allow you to initialize and configure computers that already have EgoSecure
Full Disk Encryption PBA installed but not yet initialized.

® Configuration Policies

These policies allow you to either perform a new installation of PBA to another networked
computer, or to remotely configure FDE after it has been installed.
B De-initialization policies

These policies allow you to decrypt drives, remove boot security on a client machine, or
even to remove the whole product.

A policy is usually created on a different computer from the computer to which the policy will
be deployed. FDE has to be installed on the computer that generates the policy, but boot
security and drive encryption do not.

CONTENTS

¢ Creating an initialization or configuration policy
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¢ Creating a de-initialization policy
¢ Editing an existing PBA policy
¢ Deploying Pre-Boot Authentication policies

/1. Storing policy

\u It is recommended that the policy is stored in the shared network for future
reference. Make sure you have the access to the network in case you need to use
the policy at a later date.

Creating an initialization or configuration policy

This section details how to create an initialization or configuration policy for the PBA
component only.

You need to have knowledge about the target computer for deployment. Details such as the
number of partitions, drive letters, whether the drive is already encrypted, and so on are
necessary for the successful deployment of EgoSecure Full Disk Encryption. Once the policy
is created, deploy it, for details see Deploying PBA policies.

Follow these steps to create a new policy in PBA Policy Builder:

1. Open the Control Center (as described in section 1.5).
2. Double-click the Policy Builder icon.
3. Select Pre-Boot Authentication.

Enterprise Policy Builder

a X | ©

Full Disk Pre-Boot Upgrade Policy
Encryption Authentication Builder

—> The PBA Policy Builder Welcome dialog appears.

4. Click Next to continue.
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o o FDE Status

PBA: Policy Builder

Welcome to the EgoSecure FDE PBA Policy Builder. This wizard guides you through the
steps necessaryto create policies for EgoSecure FDE PBA.

The policies can be usedtoinitialize, configure, deinitialize and remove EgoSecure FDE
Pre-Boot Authentication.

(o[

— The Policy selection dialog appears.

5. Select the Create a new policy radio button.
Click Next to continue.

00 S

PBA: Policy Builder

Choose to either create a new policy or edit an existing policy. Mote
thatencrypted policies cannot be edited!

© Create a new policy
Editan existing policy
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— The Policy type dialog appears.
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00 E—

PBA: Policy Builder

for systems that are notyetinitialized, as well as configuration and deinitialization

. Selectwhich type of policy you wantto create. You can create initialization policies
policies for systems that have already beeninitialized.

Create aninitialization policy
© Create aconfiguration policy

Create adeinitialization policy
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6. Select either Create an initialization policy or Create a configuration policy, and
click Next to continue.

— The Initialization dialog appears.

00 FoE Sk

PBA: Policy Builder

. Selectwhich PBA options you want to configure.

Switch to expert mode Configure ERI password restrictions
Configure Authentication options Create Emergency Recovery Information
Change the administration password Enable AHC| boot options

User options Update the branding or Helpdesk text files
Configure the HelpDesk key

Pre-Boot appeareance

Logfile configuration

¢ Back || Mext >

7. Check the Switch to expert mode option to display all of the initialization/configuration
options available for this type of policy:
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The following steps detail all of the available dialogs that you can configure. According to
whether you are creating an initialization or configuration policy, some options - and
therefore dialogs - will not be available (the screenshot above shows all of the available
options if you create a configuration policy). If you reach a dialog in the steps below that
you do not see on your screen please move on to the next step.

Option Details

Configure every aspect of initialization (activating this option

Switch to expert mode will also display further options — see below).

_ o ) Configure Windows credentials and smart card logon details
Configure Authentication options  (not available for an initialization policy).

Configure a custom PBA background as well as the PBA

Pre-Boot appearance integrity checking/advanced options.
Define a HelpDesk key for the HelpDesk challenge-response
Configure the HelpDesk key scenario in case of emergency. Once the HelpDesk is

configured, you can activate Friendly Network.

) Configure Windows credentials and smart card logon details, as
User options well as error message options.

i } ) Configure the location, name and file size of the PBA and
Logfile configuration notification DLL log files.

Configure ERI password

Ige Define if the ERI file should have password restrictions.
restrictions

Create Emergency Recovery Define general settings for ERI.

Information
This option enables only if the BIOS is set to AHCI-mode: It
gives you the possibility to easily test and use an alternative
PBA configuration that could improve hardware compatibility
(KICKSTART=KEXEC and Kernel parameter: AHCI-to-legacy).

Enable ACHI boot Options There is no guarantee that this option resolves all hardware
compatibility issues or the PBA boots up after that. The
mechanism used here is Dmiconfig. With this option it is
available to create a dmi.ini for the current hardware platform
with the configuration stated above.

8. Once you have made your selection click Next and go to step 9 or continue with the

below dialog if configuration policy is selected.

—> The Branding file dialog appears.

143



EGOSECURE

A MATRIX42 COMPANY

o o FDE Status

PBA: Policy Builder

. You can update the branding or helpdesk textfiles.

Branding file Path: | @
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9. Browse and select a new branding file. Click Next to continue.
— The Logging dialog appears.
10.Check Configure logging to set a specific location, filename, and maximum size for the

log files generated by the PBA component. Clear Configure logging to use the default
settings. The following options are available:

Option Details

Path Enter a full custom path for the PBA and notification DLL log files either
directly into the Path field or click “...” to open a file explorer.
Remember to enter the log file name and *.log extension.

Size Set the maximum log file size.
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00 E—

PBA: Policy Builder

. Selectlogfilenames and maximumsizes forthe preboot authentication applications and the notificationmanager dil.
Clearthe filenames if you want to reset the value tothe default path.
Filesizes are in kilobyte and must be between 64 and 4096 kb.

‘Whenthe logfile attains maximum size, the oldest entries are deleted andthe file is cut by half.
Configure logging

PBA logfile Notification DLL logfile
Path: |E'-11F‘EA-|D;I |@ Path: |c:1PBAnutm.|ug |@

Size: [l 1024 gl kb Size: [l 1024 gl kb
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11.0nce you have made your selection, press Next to continue.

—> The first of three Emergency Recovery Information dialogs appears:

00 S

PBA: Policy Builder
Define general settings forthe emergency recovery information.

‘Warning: Allowing emergency recovery files without password protection imposes a security risk!
Emergency recovery files will only be protected with a default keyl

“Private emergency recovery information” should be used if vou do MOT intendto define a single ERIfile
forcompany-wide use. This disables the recovery of all notebooks through one ERIfile.

Allew using no password for saving emergency recovery

Private emergency recovery information

Minimum required password length
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The following options are available:

Option Details
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Check this option if you want to either allow the use of unprotected ERI
files, or set a minimum password length for the ERI file (up to 63

Configure emergency characters).
recovery file settings NOTE: Leaving the option unchecked will automatically use the default

of an 8-character minimum password and generating a private ERI
specifically for this computer.

Allow using no password  check this option to generate a password-free ERI file (not
for saving emergency recommended).
recovery information

Minimum required Enter minimum length of the password.
password length

Check this option if you want only ERI files generated on this computer
Private emergency to be able to recover this computer (recommended). If you leave this
recovery information option unchecked, an administrator can access this computer using an
ERI file generated on a similar system.

12.0nce you have made a selection, click Next and go to step 13 or continue with the dialog
below if configuration policy is selected.

— The Administration password setting dialog appears.
13.Select Set the administration password check box to specify the administration

password.
14.Enter administration password and confirm it in respective text boxes.

s x
oe

PBA: Policy Builder

The EgoSecure FDE Administration password is requiredfor every administrative action
forFDE. You can define anew EgoSecure FDE Administration passwardin this dialog.

Mew Administration password:

Confirm password:

{ Back || MNext >

15.0nce you have made a selection click Next to continue.

— The second Emergency Recovery Information options dialog appears:
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PBA: Policy Builder

In the event if you forgetyour username or account password, you can save Emergency Recovery Infarmation (ERI)to a seperate
file or create an Emergency Recovery Disk (ERD).

The ERIfile or ERD can be used later to access the hard disk without your Windows credentials. However, this file should be
protected with a password so thatitcan not be usedto access the data without vour consent.

The password does notrelate to your system account or Windows administrator password and should be differentfrom both. This
file should be saved on external media and must not be saved on the local hard diskitself.

Emergency recovery password: | """"" @ |

Confirm password: | --------- |

Please entera FULL path and filename (plus ".eri” extension), or selectalocaton

Path for ERI file: |h:\Winduw5‘\NAC\USEP._DU?.eri =] |
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The following options are available:

Option Details
Emergency recovery The password used to access the ERI file in an emergency. Remember
password to enter the minimum number of characters as defined in step 10 (if
you are using the default then enter a password between 8 to 63
characters).
Confirm password Confirm the password for the ERI file.
Path for ERI file The location to which the ERI file is saved. Either enter the path for the

ERI file manually or click *..." to browse for a location.
Remember that this location must be accessible from the target
computer!

For details about ERI copies, see Creating an ERI file.

16.Make your selection and click Next.

! If you choose to save the ERI file to the local hard disk, and your hard disk is

already encrypted, then a dialog will appear to remind you that saving the ERI file to
encrypted location is not a good idea. If you do save the ERI file to the local drive
then please transfer it to an unencrypted network, or external drive (USB stick
recommended), as soon as possible so that it is accessible in an emergency.

— The last Emergency Recovery Information options dialog appears:

147



EGOSECURE

A MATRIX42 COMPANY

The following options are available:

Option Details
Cache Emergency Recovery Check this to store the ERI on the hard disk.
Information on disk
Define the user account that Check this option if you want a specific user to be able to store
will store the Emergency ERI
Recovery Information
Username The Windows credentials username.
Domain The Windows credentials domain.
Account Password The Windows credentials password.

PBA: Policy Builder
You can specify the Windows credentials that should be used to create the Emergency
Recovery Information file (ERI).

Cache emergency recovery information on disk

Define the user account that wil stere the Emergency Recovery Information

Username: | |

Domain: | |

Password: | |
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17.Make your selection, and click Next to continue.

— The Authentication Options dialog appears:
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PBA: Policy Builder

Please choose whether youwant to use smart card, user ID\password, or both
authentication methods.

If only one authorization methodis used, the self-initialization of the other methodis
deactivated.

Use user Il/password authentication
Use smart card authentication

Enable AHCI boot options
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18.Enable the method of authentication you want to implement on the target computer (this
will affect which dialogs are displayed hereafter). You can implement both user
ID/password (Windows credentials) and smart card authentication. Select Enable
ACHI boot options (this option enables only if the BIOS is set to AHCI-mode) and if a
dmi.ini file already exist, the user will be asked to overwrite it or not.

19.Make your selection and click Next to continue.

— The Smart card reader/PKCS#11 provider dialog appears:
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PBA: Policy Builder

. Definewhich smart card readeris used during the Pre-Boot Authentication process.

Definewhich PKCS#11 provideris usedto readthe cerificate.

Select smartcard reader: Automatically detect cardreader - |
Select PKCS#11 provider: Automatically detect provider - |
< Back || Next >

Use the following options to determine the smart card reader and provider:

Option Details

Set Configure the smart card reader and provider check box
to choose a reader and provider.

Select the card reader you want to use for PBA from the drop-
down list (choosing a specific card reader vendor will decrease the
amount of time it takes the computer to start; choosing
Automatically detect card reader will mean that all the smart
card-reader vendors will be checked upon startup, therefore
increasing the startup time).

Choose a smart reader

Select the PKCS#11 provider mechanism on the smart card by
selecting it from the combo box. (Selecting Automatically

Use PKCS#11 provider detect provider will mean that all the providers will be checked
upon startup - this setting does not work with several smart
cards).

20.0nce you have made your selection, click Next to continue.

— The Certificates dialog appears:
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> x|
00

PBA: Policy Builder

Define cerificate label or keyusage. Configure the criteriafor selecting the cerificate usedfor
encryption. Certificates can be distinguished by labels or key usage.

Label O Key usage
Key Usage: Digital Signature v | Add
Key Encipherment
Data Encipherment
Key Agreement

Smartcard Login

Remove

Match policy: | Any v ‘

¢ Back || Mext >|

This dialog enables you to define the criteria for selecting the certificate used for encryption.
Certificates can be distinguished by labels or key usage.

Option Details

Label The term ‘Label’ refers to the filename of the certificate file on the smart card, for
example User_Certificate.

Follow these steps to add a certificate based on a Label:

1. Select Configure labels and encryption mechanism check box to enable
the label and key settings.

2. Select Label (the GUI will change).

3. Enter the label into the field Label, and click Add. If the smart card contains
more than one certificate (multi-user access) then you should add the labels
for those as well.

4. If you have mistakenly entered a false label, select it from the list, and click
the Remove button to remove it from the list.

5. To sort label preference, select a label in the list and click either Up or Down -
the certificate that will be used for authentication is the first one in the list that
matches the label criteria.

The following warning messages appears if there is no certificate Label defined:

‘--_—_——-- M.‘

=
Warning

There is no certificate label defined ! Do you want to proceed with the already
defined key usages 7

[ ok || Cconcel

LS — — ——
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Key usage Key usage extensions define the purpose of the public key contained in a
certificate. You can use them to restrict the public key to as few or as many
operations as needed.

For example, if you have a key used only for signing, enable the Digital
Signature and/or Non-repudiation extensions. Alternatively, if a key is used
only for key management, enable Key Encipherment.

Follow these steps to add a certificate based on Key usage:

1. Select Key usage.

2. Choose a standardized form of key usage from the Key usage combo box,
for example Data Encipherment, and click Add. To give preference to a
specific key usage, select it from the list and click either Up or Down. Key
usages at the top of the list have preference (the certificate that will be
used for authentication is the first one whose key usage matches the
criteria in the list).

3. If you have mistakenly entered a false certificate label, select it from the
list and click Remove.

Match policy Select one of the following policies:

B Any: The first certificate that contains any key usage from the list will be used.
B All: The certificate must fulfill all the key usages in the list.
B None: No certificate may contain any of the key usages from the list.

21.Click Next to continue.

— The Single sign-on dialog appears. Use the options in this dialog to determine an
SSO method to Windows.

I
00

PBA: Policy Builder

. Enable single sign-on for authentication via smart card or via user credentials.

Checkthe option "Mo automatic confirmation™if you wantthe credentials to be automatically
entered into the Windows logon dialog, butwantto manually confirm the credentials. Click Ok

Defaultlogon method: user ID/ password based -

Defauli PBA bootmode: |Linux-based PBA ¥

Enable single sign-on for authentication via user credentials

Enable single sign-on for authentication via smart card

¢ Back || Mext
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Option

Default logon method

Default PBA boot mode

Enable single sign-on for
authentication user credentials

Enable single sign-on for
authentication via smart card

22.Click Next to continue.

Details

Select the default logon method from the combo box.
Choose between Windows credentials (user ID/password
based) or smart card-based logon. Both logon methods can
be available at boot time.

Select the default PBA boot method.

B Linux-based PBA: usual pre-boot authentication with
its graphical user interface.

B Text-based Simple PBA: simple pre-boot
authentication without a graphical user interface. Not
available for smart card authentication.

B Graphical Simple PBA: simple pre-boot authentication
with a graphical user interface.

Available only for UEFI systems. Authentication via user
credentials and via smart cards is supported.

For details, see “"Boot mechanisms” in the EgoSecure FDE -
Installation and Troubleshooting Guide

Check this option if you want PBA to take care of the
traditional username/password/domain logon to Windows
(you will be required to enter the password only once at
startup, make sure that the password is no longer than 32
symbols.).

Check this option if you already use a smart card (with
X.509 certificates) to logon to the Windows domain.

— The Locking dialog appear. This page allows to set the PBA login behavior. The
following options are available:

Option

Configure locking

Maximum number of failed
logins

Failed logins till login is
delayed

Details

Use this option to enable the authentication locking mechanism

where you can define the number of login tries before PBA
locking.

This option limits the total number of attempts a user needs to

successfully login to the EgoSecure Full Disk Encryption Pre-Boot

Authentication component.

This option penalizes the user after entering their credentials

incorrectly. This value must be lower or equal than the maximum

number of failed logins.
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00

PBA: Policy Builder

Definethe number of failed logins afterwhich the system is locked. Alocked system can be
unlockedvia the HelpDesk. If you setthe numberto zero, locking is disabled.

To deter attacks, you can define a number of logins after which subsequentlogin tries are
delayed.

: Configure locking

Maximum number of failed logins

Failed logins tilllogin is delayed

< Back || Next >

23.Select the options and click Next.
— The first Pre-boot options dialog appears.

00

PBA: Policy Builder

. SelectUserInterface and Configuration options

User interface options

: Dizable login method change Dizable PIN change
| Disable PBA advanced options | | Disable PIN reset
:Allnw only numeric PIN entries [] Currentscreenresolution: defautt

| “Without DRM" mode

Configuration options
: Dizable PBA Reenable PBA after 0 reboots
| Disable Adaptive Boot mode [ Power off PBA after 0 seconds

¢ Back || Next 3

Use this dialog to determine, which pre-boot options will be available to the end user in the
PBA component:
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Disable login method change: Check this option to disable switching between
authentication methods in the PBA component.

Disable PBA advanced options: Check this option to disable access to the PBA log
options as well as the PBA advanced options.

Allow only numeric PIN entries: This option allows only humeric smart card PIN
entries.

Disable PIN change (in HelpDesk): Check this option to prevent smart card users from
changing their PIN during the PBA HelpDesk procedure.

Disable PIN reset (in HelpDesk): Check this option to prevent smart card users from
resetting their PIN during the PBA-HelpDesk procedure.

Select screen resolution: change screen resolution if the default one doesn't fit.
"“"Without DRM” mode: select this boot mode option if there are problems with graphic
card and PBA loading.

Disable PBA: temporarily deactivate PBA so that the computer can be rebooted without
the need for authentication in the PBA. This can be permanent or configurable for ‘n’
reboots.

Disable Adaptive Boot mode. Adaptive Boot mode is used to automatically select the
PBA boot mode that is needed for correct operating system boot. If the problem phase is
identified, a user is informed. By default, Adaptive boot mode is enabled. For details
about available boot modes, see boot mechanisms.

Re-enable PBA after 'n’ reboots: Use this option to allow the user/admin to reboot the
computer a specific number of times before the PBA is automatically re-enabled.

Power off PBA after 'n’ seconds: Set whether the PBA should turn the computer off if
the PBA is left unattended for a configurable number of seconds.

For further information, refer to EgoSecure FDE — Installation and Troubleshooting Guide.

24.Click Next to continue.

— The second Pre-boot Options dialog appear. This dialog allows you to customize
the PBA background and keyboard layout.
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> x|
00

PBA: Policy Builder

Define a backgroundimage forthe Pre-Boot Authentication logon screen.

Thisimage is automatically converted to 800x600 pixels/24 bit colour depth before usage.
Definethe keyboard layout to be used forthe Pre-Boot Authentication.

Background image: Custom v

|
x|

Customimagepath:

Keyboard layout: <gutomatic= -

PBA integrity checking
o High level - checks 2nd level hazhes
Middle level - checks 1st level hashes only

Low level - no integrity checking

|< Back || Next >|

Select one of the Background image options for the PBA logon dialog:

® Default to use a default PBA image.

® Sync desktop wallpaper to use an individual desktop wallpaper of each computer
where PBA is launched.

B Sync lock screen wallpaper to use an individual lock screen wallpaper of each
computer where PBA is launched.

B Custom to select an optional background image in the Custom image path field. The
image is automatically resized to the correct resolution and color depth for the PBA
screen: 800x600 pixels, 24-bit.

Take into account that the custom background image path must be accurate and valid. If
you intend to use a specific background image to many target computers, then the image
must either be located locally on each target computers, or on a network drive that uses
local system access.

If you choose to copy the image to each target computer, then copy it per software
distribution to the C:\WINDOWS\NAC\ directory. EgoSecure recommends copying the
image to each target computer.

Keyboard layout for text-based and graphical Simple PBA (UEFI): only German and English
layouts are supported. Directly in the mode, language switch is available only in graphical
Simple PBA.

Keyboard layout for text-based Simple PBA (BIOS): only English layout is supported.
Integrity checking is the guarantee that the Linux PBA components are protected against
tampering by third parties. The following levels are available:

® High level (highly recommended) will check first and second-level hashes and offers the
most security but is slower than the other two. This is the default parameter.
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= Middle level will check first-level hashes only and offers a compromise between speed
and security.

B Low level (not recommended) - No integrity checking is performed which means the
PBA will boot quicker, but there is no security against tampering by third parties.
25.Press Next to continue.

— The HelpDesk keys and Friendly Network dialog appears. This dialog allows you
to configure the HelpDesk keys for use in an emergency. Once the HelpDesk is
configured, you can activate Friendly Network. For further information, refer to
EgoSecure FDE - Installation and Troubleshooting Guide.

PBA: Policy Builder

The HelpDesk keyis needed for the challenge-response scenario with the HelpDesk.
Friendly Network is usedto simplify the authentication if the network is known.

Insert HelpDesk key
IP: IP Port
Port: There are no items to show.
Remove
< Back || mext >

26.Click Next to continue.

— The Windows credentials user dialog appears. This dialog helps you to define the
users to be authenticated to the system via their Windows user account details. For
further information, refer to EgoSecure FDE - Installation and Troubleshooting
Guide.
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00

PBA: Policy Builder

. Users can access the computer with their user credentials if they are in the access list.

User capturing enabled Show last user name New user has admin rights
Action User name Domain Role

There are no items to show. Remove

User entry jAdministratDr Remove user
User name: | |
Add
Domain: | |
Account password: | |
< Back || Next >

27.Click Next to continue.

— The Smart card user dialog appears. This dialog helps you to define the users to be
authenticated to the system via their smart card details. For further information,
refer to the EgoSecure FDE - Installation and Troubleshooting Guide.

00

PBA: Policy Builder

. Users can access the computer with a smartcard if they areinthe access list.

Self-initialization of first user enabled :New user has admin rights
Action User name Keywvalue Role

There are no items to show.
User entry jAdministratur :Remm.re user

Distinguished name: |
Public key value: Import
Batch Import

< Back || Next >

28.Click Next to continue.

158


https://help.matrix42.com/@api/deki/files/2985/EgoSecure_FDE_-_Installation_and_Troubleshooting_Guide.pdf

EGOSECURE

A MATRIX42 COMPANY

— The Messages options dialog appears. The messages below are shown only on
computers with Windows versions below Windows 10.

Option

Show status dialogs

Show warning
messages

Show error messages

Show success
messages

Show other messages

00

This option determines if...

... status dialogs should be displayed on the target computer during policy
deployment.

... warning messages should be displayed on the target computer during
policy deployment. If you do not select this option, warning messages are
suppressed.

... error messages should be displayed on the target computer during
policy deployment. If you do not select this option, error messages are
suppressed.

... success messages should be displayed on the target computer that
relate to individual policy tasks during deployment.

... information messages should be displayed on the target computer
during and after policy deployment. If you do not select this option,
information messages are suppressed.

PBA: Policy Builder

. Configure which dialogs and messages are displayedwhen a policy is deployedtothe

target computer.

Show status dialegs
Show warning messages
Show error messages
Show SUCCEEE MEeEsages

Show other messages

¢ Back || Mext >

29.Make option selection and click Next.

— The Administration password options dialog appears.
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00

EgoSecure FDE PBA : Policy Builder

You haveto enterthe EgoSecure FDE Administration password of the target
computer.

“When vou are installing on a Seagate FDE hard disk, this will become the new
EgoSecure FDEadministration password!

Administration password: | @& |

Confirm password: | |

¢ Back || Mext >

30.Enter and confirm the administration password to be used on the target computer. Click
Next to continue.

— The Policy location dialog appears:

EgoSecure FDE PBA : Policy Builder

Mote: As a security meansure, policies are usually encrypted. Encrypted policies cannot
. be edited by the Policy Builder. Youtherefore have the optionto create a plain copy of the
palicy.

Policy file Path: | @

: Create an unencrypted copy of the policy
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Option Details

Policy file Path Enter the path for the policy in this field by clicking *..." and selecting a
location and filename for the file in the file browser.

Create an unencrypted Check this option to create an unencrypted copy of the policy

copy of the policy (recommended for reconfiguration).
If you want to reconfigure a computer that has already been configured
using a policy, then check this option - the Policy Builder can only open
an unencrypted policy to edit the settings.

Plain copy of policy Enter the path for the plain copy of the policy in this field by clicking *..."
and selecting a location and filename for the file in the file browser.

B If you want to use your configuration policy for remote deployment, then name the
encrypted file Autoconf.PBA (the policy will not be recognized by the target computer as
a deployment policy if it has any other name).

B Use the plain copies to create new policies for future changes in configuration.

31.Enter the path for your policy and click Finish to complete the procedure.
! For security reasons, encrypted policies cannot be edited with the FDE Policy Builder.

Creating a de-initialization policy

This section details how to create a de-initialization policy for the PBA component only.

You need to have knowledge about the target computer for deployment. Details such as
number of partitions, drive letters, is it already encrypted etc... are necessary for the
successful deployment of EgoSecure Full Disk Encryption. Once the policy is created, deploy
it, for details see Deploying PBA policies.

Follow the step below to create a new policy in PBA Policy Builder:

1. Open the Control Center (as described in section 1.5).
2. Double-click the Policy Builder icon.
3. Select Pre-Boot Authentication policy builder.
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Enterprise Policy Builder

a X | ©

Full Disk Pre-Boot Upgrade Policy
Encryption Authentication Builder
N

—>» The PBA Policy Builder Welcome dialog appears.
4. Click Next to continue.

o o FDE Status

PBA: Policy Builder

Welcome to the EgoSecure FDE PBA Policy Builder. This wizard guides you through the
steps necessaryto create policies for EgoSecure FDE FBA.

The policies can be usedtoinitialize, configure, deinitialize and remove EgoSecure FDE
Pre-Boot Authentication.

:

— The Policy selection dialog appears.

5. Select the Create a new policy radio button. Click Next to continue.
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00 S—

PBA: Policy Builder

Choose to either create a new policy or edit an existing policy. Mote
thatencrypted policies cannot be edited!

O Create a new policy
Editan existing palicy

¢ Back || Mext >

— The Policy type dialog appears.

6. Select Create a deinitialization policy. Click Next to continue.

00 S—

PBA: Policy Builder

forsystems that are notyetinitialized, as well as configuration and deinitialization

. Selectwhich type of policy you wantto create. You can create initialization policies
policies for systems that have already beeninitialized.

Create aninitialization policy
Create aconfiguration policy

O Create adeinitialization palicy

¢ Back || Mext >

—> The Deinitialization Options dialog appears.
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00

PBA: Policy Builder

. Selectwhich PBA options youwant to configure.

Deinitialize Pre-Boot Authentication

Remove Pre-Boot Authentication

;

This dialog allows you to define the following options:

Option Details

Deactivate EgoSecure Full Disk Encryption PBA only. EgoSecure Full Disk
Encryption can be re-activated remotely via a second policy, or
manually via the Control Center.

Deinitialize Pre-Boot
Authentication

Remove Pre-Boot Remove EgoSecure Full Disk Encryption PBA completely.
Authentication

7. Once you have made you selection click Next.

— The Message options dialog appears. The messages below are shown only on
computers with Windows versions below Windows 10.
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00

PBA: Policy Builder

Configure which dialogs and messages are displayedwhen a policyis deployedtothe
target computer.

Show status dialogs
Show warning messages
Show error messages
Show success messages

Show other mezsages

¢ Back | | Mext >
Option This option determines whether...
Show status dialogs ... status dialogs should be displayed on the target computer during

policy deployment.

Show warning messages - Warning messages should be displayed on the target computer during
policy deployment. If you do not select this option, warning messages
are suppressed.

Show error messages ... error messages should be displayed on the target computer during
policy deployment. If you do not select this option, error messages are
suppressed

Show success messages - success messages should be displayed on the target computer that

relate to individual policy tasks during deployment.

Show other messages ... information messages should be displayed on the target computer
during and after policy deployment. If you do not select this option,
information messages are suppressed.

8. Make your selection and click Next to continue.

— The Administration password (target computer) dialog appears:
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00

EgoSecure FDE PBA : Policy Builder

You haveto enterthe EgoSecure FDE Administration password of the target
computer.

“When vou are installing on a Seagate FDE hard disk, this will become the new
EgoSecure FDEadministration password!

Administration password: | @& |

Confirm password: | |

¢ Back || Mext >

9. Enter and confirm the EgoSecure Full Disk Encryption administration password, which
you already set on the target computer. Click Next to continue.

— The policy location dialog appears.
00

EgoSecure FDE PBA : Policy Builder

Mote: As a security meansure, policies are usually encrypted. Encrypted policies cannot
. be edited by the Policy Builder. Youtherefore have the optionto create a plain copy of the
palicy.

Policy file Path: | @

: Create an unencrypted copy of the policy
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Option Details

Policy file Path Enter the path for the policy in this field by clicking *..."” and selecting a
location and filename for the file in the file browser.

Create an unencrypted Check this option to create an unencrypted copy of the policy

copy of the policy (recommended for reconfiguration).
If you want to reconfigure a computer that has already been configured
using a policy, then check this option - the Policy Builder can only open
an unencrypted policy to edit the settings.

4

Plain copy of policy Enter the path for the plain copy of the policy in this field by clicking *...
and selecting a location and filename for the file in the file browser.

10.Enter the paths for your policy, and click Finish to complete the procedure.

Editing an existing PBA policy

Policy Builder offers an editing function when you need to change or tweak a policy.

Selecting policies for editing in Policy Builder

J Only plain (unencrypted) policies can be selected to be edited in Policy
Builder.
ATTENTION For details about saving an unencrypted copy of a policy during the policy
creation process, see Creating an initialization or configuration policy, step
30.

Follow the steps below to edit a policy:

1. Open the Control Center (as described in section 1.5).
2. Double-click the Policy Builder icon.
3. Click Pre-Boot Authentication policy builder.
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Enterprise Policy Builder

a X | ©

Full Disk Pre-Boot Upgrade Policy
Encryption Authentication Builder
N

—>» The PBA Policy Builder Welcome dialog appears.
4. Click Next to continue.

o o FDE Status

PBA: Policy Builder

Welcome to the EgoSecure FDE PBA Policy Builder. This wizard guides you through the
steps necessaryto create policies for EgoSecure FDE FBA.

The policies can be usedtoinitialize, configure, deinitialize and remove EgoSecure FDE
Pre-Boot Authentication.

:

— The Policy selection dialog appears.

5. Select the Edit an existing policy radio button.
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6. Click Next, and select the created policy from the file browser.
o o FDE Status

PBA: Policy Builder

Choose to either create a new policy or edit an existing policy. Note
that encrypted policies cannot be edited!

Create a new paolicy

© Editan existing policy

{ Back || MNext >

According to the type of policy you have selected the editing process is the same as the
policy creation process:

Option Details
Initialization policy Step 0.
Configuration policy Step O.
De-initialization policy Step 6.

2.3. Creating an upgrade policy

The Upgrade policy builder allows you to create an upgrade policy to prevent the
EgoSecure FDE administration password from being entered in the commandline in plain text
for the purpose of silently upgrading or removing EgoSecure Full Disk Encryption.
Information about the commandline version of this module can be found in section 5.2
“GUS”.

Follow the steps below to create an upgrade policy:

1. Open the Control Center (as described in section 1.5).
2. Double-click the Policy Builder icon.
3. Select Upgrade policy builder.

169



EGOSECURE

A MATRIX42 COMPANY

Enterprise Policy Builder

a x| ©
Full Disk Pre-Boot Upgrade Policy
Encryption Authentication Builder

e

— The Upgrade Policy Builder Welcome dialog appears.
4. Click Next to continue.

Upgrade: Policy builder

Welcome to the EgoSecure Full Disk Encryption Upgrade Policy Builder. This wizard will
guide you through the palicy creation process.

The upgrade policy simply contains an encrypted EgoSecure FDE Administration
password.Click "Mext"to continue. ..

:

— The Administration password dialog appears.
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5. Enter and confirm the administration password you intend to use for the target
machine(s) and click Next.

Upgrade: Policy builder

Flease enter and confirm the EgoSecure Full Disk Encryption administration
password for the target computer and click “Mext”.

Administration password: | ------- P |

Confirm password: | """" '| |

¢ Back || Mext >

— The Policy Path dialog appears.

Upgrade: Policy builder

Please browse fora locationto save the policy aswell as define a name for the policy.
Click*Finish™ once you are done.

Policy file Path: | I

6. Click *..." to open a file browser and select a directory to save the policy as well as a name
for the policy. Click Finish to complete the process.
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3. TRUSTED PLATFORM MODULE (OBSOLETE)

TPM without PBA

\J TPM support is currently limited to the FDE component only. This means that
that if you want to use this feature you cannot install the PBA. Doing so will
result in a fatal error (blue screen).

TPM support can only be used if the computer vendor fully supports on-board
TPM chips in the BIOS. Please check this before proceeding with any
installation.

ATTENTION

Introduction

EgoSecure security can be taken to a new level via the use of a TPM chip found on most
business-oriented computers. EgoSecure Full Disk Encryption offers the following advantages
when using the TPM chip:

B The hard disk Key Encryption Key (KEK) is encrypted through the TPM using an RSA key.
This means that the hard disk cannot be removed and placed in another computer
because the encryption used for the KEK is unique to the original TPM chip.

B 'Disk Roaming’ can be achieved in an emergency scenario via the BartPE plug-in by
temporarily deactivating the TPM. As an alternative you can add TPM key files from other
computers to EgoSecure Full Disk Encryption so that a hard disk can be easily
transported and used on a backup computer.

Contents

= QOverview

® TPM installation

® Removal

® TPM usage

B TPM utilities

® Boot Code Errors

® Creating policy for TPM (Full Disk Encryption Policy Builder)

Introduction

TPM support in EgoSecure Full Disk Encryption is based on encrypting the KEK using a
unique TPM-based RSA key. With this key we encrypt the TPM secret. Both the RSA key and
the encrypted TPM secret are stored in the EgoSecure partition — not in the TPM itself. The
TPM secret protects the KEK wherever it is stored in the partition.

The TPM functionality can be tested during the TPM activation under Windows, but this test
does not ensure that TPM access also functions correctly in the boot code or the PBA. To
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ensure that EgoSecure is robust, the activation under Windows only activates a self-
initialization mode in which the KEK has yet to be encrypted and the real KEK-TPM
protection is performed in the next boot process - after the TPM functions have been
successfully called.

Requirements

For successful TPM operation, several requirements must be met before trying to enable TPM
support in EgoSecure Full Disk Encryption:

B The TPM must be turned on and activated in the computer BIOS.

® The TPM must have an owner.

B The SRK protection for generating and loading a key must be the well-known secret.

B The TCG Software Stack (TSS) must be installed in Windows. EgoSecure Full Disk
Encryption expects to find the TSS in one of the following:

o tsp.dll
o tspl.dll
e« as a COM object

Limitations

TPM support is currently limited to the FDE component only. This means that that if you
want to use this feature you cannot install the PBA. Doing so will result in a fatal error (blue
screen).

Tested systems

TPM support has been successfully tested on the following systems/TPM chip combinations:

System TPM Vendor BIOS Access Windows TSS
Toshiba Portege M400 o Failed COM
(Notebook)
Fujitsu-Siemens
Esprimo E 5616 Infineon SuEeEEsi oM
(desktop)
(notebook)
DELL Optiplex STMicroElectronics Successful TSP1
(desktop)

If your system does not appear in the list, it only means that such a combination has not yet
been tested.

3.2. TPM installation

B Attended installation
B Unattended installation
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Attended installation

This section details the TPM-specific part of the installation process for the preview version
of EgoSecure TPM.

Please begin by following the standard installation as detailed EgoSecure FDE - Installation
and Troubleshooting Guide. Remember to only install/initialize the FDE component!
When the Select initialization type dialog appears, choose NOT to initialize the PBA
component:

() Use default zettings (@) Uze default settings
() Use policy file () Use policy file
(®) Do not initialize () Do not initialize
| Back || Mext | | Cancel |

Click Next.

The Initialization Wizard should start automatically. Follow the wizard dialogs to complete
the initialization and reboot the computer when prompted. This completes the initial setup.
Go to chapter 3.4 to find out how to enable the TPM component.

Unattended installation

Unattended installation is the same as already detailed in EgoSecure FDE - Installation and
Troubleshooting Guide. As with attended installation, remember to only install/initialize the
FDE component!

Go to chapter 3.4 to find out how to enable the TPM component.

3.3. Removal

‘TPM removal’, as such, never occurs. You can either disable the TPM as detailed in the next
section, or simply remove EgoSecure Full Disk Encryption as detailed in EgoSecure FDE -
Installation and Troubleshooting Guide.

3.4. TPM usage

This section details how to enable, disable, and enhance TPM support for EgoSecure Full Disk
Encryption.

B TPM administration module (attended mode)
B Remote TPM functionality (unattended mode)
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TPM administration module (attended mode)

This section details how to manually perform TPM-related tasks on an EgoSecure Full Disk
Encryption installation.
Follow these steps to perform manual TPM-related tasks in EgoSecure FDE:

1. Open the Windows Control Panel and double-click the EgoSecure Full Disk Encryption
icon.
— The Full Disk Encryption Control Center appears:

@ Full Disk Encryption Control Center — O *

File View ?

Program Description
€ PEA Administration Manage smartcard and password login usage with PBA.
@ PBA Initialization Initialization of Pre-Boot Authentication (PBA).
3 FDE Initialization Initialization of Full Disk Encrypticn (FDE).
% Recovery Information Creates emergency recovery informaticn.
B Disk Encryption Encryption and decryption of hard disk partitions.
= FDE Status Query Cueries information about the status of the FDE application.
_}I:'ulic:.r Builder Creates various type of FSE policies
GChange Administration Password Changes the FDE Administration password.
@TF‘M Administration Initialization and cenfiguration of Trusted Platform Module (TPM) support.
Ready

2. Double-click the TPM Administration module, enter the EgoSecure FDE administration
password when prompted, and click OK.

—> If the TPM chip is not ready for EgoSecure FDE, the following dialog appears. Please
make sure that you have fulfilled the requirements as stated in chapter 3.1. Restart
the TPM installation once the TPM chip is correctly initialized.

@ TPM Software Skack not Found

— The TPM Administration dialog appears. The TPM vendor is be displayed in the
Hardware Model field at the top of the dialog. The following options are available:

Option Description
TPM protection will be Check this option to enable/disable TPM support.
activated during next boot
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Generate a TPM key file for emergency recovery purposes and safe
storage. This key file will allow the data on a hard disk transferred
from one computer to another to be authenticated by the new TPM
(see Import below).

NOTE: A filename extension is optional (it has no effect on the
functionality).

Import a TPM key file so that a hard disk (previously encrypted by
another TPM) can be recognized by this TPM chip.

Delete a selected key from the list.

Verify that keys loaded onto this computer can be used by this TPM
chip. This should prevent an administrator from deleting keys that
apply to the local installation.

3. Click OK to close the TPMAdmin dialog.
— Once the TPM is activated, the TPM administration dialog should look like this:

—Local Machine: TPM Activation

Hardware Model:

IJse local TPM security for drive encryption. Click to change the TPM
ackivation status immediakel:

[+ TPM protection will be activated during next book

|5Tr'-'1

— Trusked Machines:

Generate. .. |

Kew Managemenk

Generate and export a secret key of local machine For import into other
systems, Local encrypted parkitions could be decrypted by them

Allaw these krusted Foreign systems ta decrypt local encrypred partitions:

Import...

00-50-56-C0-00-08: Yalid for local machine

[~ werify all keys

Remote TPM functionality (unattended mode)

Follow these steps to silently enable TPM support in EgoSecure Full Disk Encryption:

1. Open a command prompt (administrator privileges are required for this task).
2. Navigate to the executable used for TPM tasks (TPMAdmin.exe) located under:
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C:\Windows\NAC\

The following parameters are allowed:

TPMAdmin.exe [-password <admin Password>] [-generate <generated key file>]
[-import <import key file>] [-activate] [-deactivate] [-h]

The parameters have the following function:

Syntax Mandatory/ Optional Description

Display the options listed here

-h 0 in the command prompt.

The EgoSecure FDE
M (except for keyfile generation) administration password set
during installation/initialization.

-password <FS administration
password>

Generate a TPM key file for
emergency recovery purposes
and safe storage. This will allow
a hard disk to be transferred
from one computer to another.
NOTE: A filename extension is
-generate <generated key file> O optional (it has no effect on the
functionality). If a full path is
not specified, then the key file
will be saved to the same
directory as the TPMAdmin
module (C:\Windows\NAC\).

Import a TPM key file so that a

hard disk can be recognized by
-import <import key file> 0] this TPM chip.

NOTE: This must include the

full path to the key file.

Activate TPM functionality.
NOTE: Remember, the

-activate 0] activation requires a reboot for
the full functionality to become
active.

-deactivate (@] Disable TPM functionality.

Examples

B To enable the TPM:

TPMAdmin.exe -password 12345678 -activate

B To disable the TPM:

TPMAdmin.exe -password 12345678 -deactivate
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B To generate a TPM key file:

TPMAdmin.exe —-generate EGOSECUREnotebook01TPM

Or...

TPMAdmin.exe —-generate EGOSECUREnotebookQ1TPM.keyfile

Or...

TPMAdmin.exe —-generate N:\TPMbackup\EGOSECUREnotebook01TPM

B To import a TPM key file:
TPMAdmin.exe -password 12345678 -import N:\TPMbackup\EGOSECUREnotebook(01TPM

3.5. TPM utilities

This section details the utilities (helper applications) specific to TPM operation.

B QObtain TPM status
B Test TPM compatibility

Obtain TPM status

The current status of the TPM can be obtained via the EgoSecure Full Disk Encryption
Control Center module FDE status query (otherwise known as Nbstatus.exe) or via the
commandline (see Start a status query via the commandline for details).

Start TPM status query (GUI)
1. Double-click the FDE status query module in the Control Center.

—> The dialog appears (information may differ). For details about the non-TPM icons
and information displayed in the dialog, see The FDE status query GUI. The TPM
icons have the following meaning:

Icon Details

The TPM has been enabled for operation with EgoSecure Full Disk

(Active) Encryption.

The TPM has not yet been enabled for operation with EgoSecure Full Disk

(Not active) Encryption.

This icon has one of the following meanings:
Y (Activating or The TPM has been enabled for operation with EgoSecure Full Disk
Encryption but the computer must be restarted to complete the support.

activation error) ) T
An error occurred during the TPM activation procedure.

2. Click OK to close the module.

178



EGOSECURE

A MATRIX42 COMPANY

Log file interpretation

The Nbstatus application, via GUI or commandline, updates the log file each time it is
executed. When opened, a typical log file entry appears as follows:

Error status 0
Driver letter = C
Encrypt status = 0x1
Algorithm:

Error status
Driver letter = E
Encrypt status = 0x1
Algorithm:

Computer name: MB-WINXP-02
Date: 20090923

Exit code = 9

FDE installed: Yes

Boot security installed: Yes
TPM protection: 2 (Active)
Unencrypted drivers = 2
Encrypted drivers = 0

Partly encrypted drivers = 0
Boot security errors 0
Encrypted errors = 0

MB-WINXP-02 20090429 9112 0000 2

Note that the details of TPM status (marked in green) are as follows:

State Description

The TPM has not yet been enabled for operation with EgoSecure Full Disk

0 (Not active) Encryption.

The TPM has been enabled for operation with EgoSecure Full Disk Encryption

1 (Activating) but the computer must be restarted to complete the support.

2 (Active) The TPM has been enabled for operation with EgoSecure Full Disk Encryption.

3 (Activation error)  An error occurred during the TPM activation procedure.

Test TPM compatibility

A commandline utility is available in the Helper Applications directory called TPM_test.exe.
This will allow you to test the availability and suitability of the TPM on your computer. For
detailed information about this utility refer to Section 5.6 ‘TPM_test’.
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3.6. Boot Code Errors

At boot time, EgoSecure displays a message as to the status of the TPM-encrypted KEK.
Usually this will be *‘Unlock TPM successful’. However, should there be a problem; an error
message will be displayed.

Here is a list of error messages that may appear:

Code Name Value Description

BIOS call to access the TPM
ERR_TPM_BIOS_CALL_FAILED AA130000 el el

Response of TPM function call
ERR_TPM_BAD_RESPONSE_SYNTAX AA140000 (BIOS) has bad syntax.

AA150000 Response of TPM function call
ERR_TPM_BAD_RESPONSE_TOO_LONG 5 (BIOS) is too long.

Response of TPM function call

ERR_TPM_BAD_ RESPONSE_TAG AA160000 (BIOS) contains an
unexpected tag.

Response of TPM function call

ERR_TPM_BAD_RESPONSE_VERIFICATION AA170000 (BIOS) has bad check sum.

BIOS error: Error
ERR_TPM_MASK_BIOS_INIT AUTH AA910XXX authenticating to TPM.

> BIOS error: Error in TPM

ERR_TPM_MASK_BIOS_UNSEAL AA920XXX decryption.

BIOS error: Error loading key
ERR_TPM_MASK_BIOS_LOAD_KEY AA930XXX :

into TPM.

Structure of NAC block
ERR_TPM_NAC_BAD_NAC_STRUCT AADA0000 e

TPM info structure missing in
ERR_TPM_NAC_NO_TPM_INFO AA1A0000 NAC block.

Not enough memory to store

ERR_TPM_NOT_ENOUGH_MEMORY_PROVIDED AA040000 e el

3.7. Creating policy for TPM (Full Disk Encryption Policy Builder)

This section details the TPM-specific dialogs in the Full Disk Encryption Policy Builder.

1. Double-click the Policy Builder module in the Control Center as described in section 2.1
and click Full Disk Encryption Policy builder.
2. Choose to create an initialization or configuration policy.

—> The options dialog appears:
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00

FDE: Policy Builder

. Select which options for FDE youwant to configure.

Change the Administration password Switch to expert mode

Configure encryption of hard disk partitions Configure ERI password restrictions
Create an Emergency Recovery Information file Configure Logging

[ Configure Branding or Helpdesk text updates Configure TPM

: Configure additional encryption key protection

¢ Back || Mext >

3. Check, which options you want to configure and configure each one until the TPM dialog
appears:

00 o s

FDE: Policy Builder

. You can additionally protect your installation with the Trusted Platform Module (TPM).

Activate TPM protection

Open keyfiles for additional systems

¢ Back || Met >
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The following options are available:

Option Description
Activate TPM Enable/disable TPM protection. Once the policy is deployed, the target
protection computer must be restarted to enable the TPM.
Open key files for Open additional TPM key files so that the target drive may be installed on
additional systems the computers from which the additional key files were obtained.

4. Complete the Full Disk Encryption Policy Builder wizard and deploy the policy.
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4. THE INTEGRATED BOOT MANAGER

The integrated boot manager enables you to configure separate Windows hard disk
partitions either for different versions of Windows or for a separate area of the drive that can
be used for private, non-business use that does not compromise official security policies.

Selecting a system

It is only necessary to use the boot manager functionality on systems that

have more than one primary partition.
ATTENTION

Graphical interface

The boot manager has a similar graphical user interface to the Windows 2000/XP boot menu
and should be used in the same way:

Select the operating system to bhoot from:

Windows XP Professional - C: + D: drive
Windows XP Professional - only C: drive
DOS FAT32 - Service Partition — X:

To mark an entry, scroll the cursor up and down.
Subsequently, press the ENTER button.
Time in seconds, until the marked selection will he started automatically: 19

Press F3 to unlock the keyhoard lock.

The example above gives the user the option to either boot from C only, or to have an extra
partition visible in Windows (C + D). This demonstrates that a boot partition, plus optional
partitions, can be defined in the boot manager configuration file.

Manual approach

To achieve this functionality, a hands-on, manual approach is necessary, for example, the
boot menu entries specified in the boot manager configuration file are identified and entered
into the configuration file per keyboard (there is no automated application that will achieve
this for you). Do not worry about making a wrong entry here — you cannot go wrong
provided you follow this guide accurately.
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4.2. Step 1: Creating a configuration file

As a first step we will examine the configuration file to be created - bootmgr.ini.

Notes

B A printed example of a configuration file can be found in Appendix, chapter 6.1, as well
as a file in the c:\wiNDoOWsS\NAC directory on a computer that has FDE installed.

B The boot menu screen consists of 25 lines of text with 80 characters per line (so-called
‘80 x 25’screen display). Therefore, a menu line may have no more than 80 characters!

B The boot menu is coded using the IBM-PC-ASCII-8-Bit character set. To create the boot
menu, you need an ASCI editor, not editors that use the Windows ANSI character set
which would result in umlauts being incorrectly represented - editors such as “"Notepad”
are not suitable. Use an ASCI editor to edit/create the configuration file.

B To open the ASCI editor either select Start > Run and enter edit into the Open field,
or open the application edit.com directly in the C:\WINDOWS\system32 directory.

Understanding the bootmgr.ini

To create a bootmgr.ini, it is necessary to understand exactly what is to be performed. The
following steps explain in detail each entry in the bootmgr.ini file.

Let us start by examining the code in the configuration file that we will adjust to our needs:

1. Open the bootmgr.ini file in the c:\WINDOWS\NAC directory on your computer.

2. The bootmgr.ini file contains the following key names in square brackets:
[Options]
[Menuetext]
[Entryl]
[Entry2]
[Entry3]
[Entrvy4d]

3. Under each key name there are parameter names followed by ‘=" and the actual value.
For example:
[OCptions]
Timeout = 20
[Menuetext]
TextLine3 = Select the operating system to boot from:

4. Now let us examine each key name and the values that follow them:

B [Options]
The key [Options] specifies the general options valid for the boot menu. It only
includes the parameter Timeout. This parameter indicates after how many seconds the
default configuration is started if no key is pressed in the boot menu (Up-and-Down
cursor keys, Enter key).
In the following example the user has 20 seconds to select a boot entry and confirm his
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selections before the computer starts with the first system in the list:
[Options]
Timeout = 20 ;

B [Menuetext]
The key [Menuetext] specifies the text visible after the boot options in the boot
menu. This key only includes the parameter TextLine. This parameter is followed by a
number indicating the position at which the text will be displayed in the boot menu. For
example, TextLine3 indicates that the text will be displayed in line 3 out of 25, TextLine9
will be displayed in line 9, and so on.

Here is an example of the key [Menuetext]:

[Menuetext]

TextLine3 = Select the operating system to boot from:
TextLine9 = To mark an entry, scroll the cursor up and
down.

TextLinelO = Subsequently, click the ENTER key.
TextLinel?2 = Time in seconds, until the marked selection

will be started automatically:
TextLine23 = Press F3 to unlock the keyboard lock.

Partition table check

Before we move on to explain [Entryl] to [Entry4] we must first discover which partition
entries are relevant:

Check the partition table of the system concerned before defining the keys
[Entryl] to [Entry4] (see below). Be sure to enter the correct
partition number and corresponding drive name for the values BootPartition

ATTENTION and Menuetext, respectively! If the partition number and corresponding
menu text do not match, you may boot to the wrong system.

Follow these steps to check the partition table:

1. Select Start > Run and enter cmd into the Open field to open a command box.
2. Enter bootcfg and press the Enter/Return key. The result should resemble the
following example:

Boot Loader Settings

default: multi(@>disk(@rdisk(@>partition(2>\WINDOUS
Boot Entries
"Microsoft Windows XP Professional"

multid@>disk(@rdisk(@>partition(2>\WINDOUS
: /noexecute=optin /fastdetect

3. The entry ‘Boot entry ID: =1’ is what we are looking for. This identifies a
primary partition with the ID ‘1’.
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B [Entryl] to [Entry4]
The key [Entry<number>] specifies the boot menu entries visible at the beginning of
the boot menu. ALL four entries MUST remain in the boot configuration file (refer to
Unused boot menu entries near the end of this section). You can define up to 4 boot
menu entries, for different partitions, via the keys [Entryl] to [Entry4] respectively, as
in the example below:
[Entryl]
MenueText = Windows XP Professional - C: + D: drive
BootPartition = 1; Number of the boot partition (valid
values 1 - 4)
BlackListl 0
BlackList2 = O
BlackList3 = O
BlackList4 = O
BlackList5 = 0
BlackListoe = O
BlackList7 = O
BlackList8 0
Where:
* The parameter MenueText determines the text displayed in the boot menu.
* The parameter BootPartition represents the number in the partition table of
the partition to be booted from. The primary partition table has the values 1 to 4.
* The parameters BlackListl to BlackList8 represent the numbers of the
hidden partitions in the selected configuration. The partitions defined by the
parameter(s) Blacklist apply only to the parameter BootPartition they
follow.
Blacklist can be given the following values:
Blacklist<number> Details
1-4 Corresponding primary partitions
5 First extended partition
6, 7, etc. Further extended partitions
0 Entry is inactive
If the value 0 is found at a certain position, then any further BlackList values following it
are ignored!
For example:
BlackListl 2
BlackList2 = 3
BlackList3 = O
BlackList4 5
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BlackListb5 = 6

The values for BlackList4 and BlackList5 will be ignored because BlackList3 has the

value 0. Therefore the partitions defined by BlackList4 and BlackList5 will be visible.
Example of a correct configuration:

BlackListl = 2
BlackList2 = 3
BlackList3 = 5
BlackList4d = ©
BlackListbh 0

The following example details a hard disk with a primary partition (C) and an extended
partition (D):

[Entryl]

MenueText = Windows XP Professional - C: + D: drive
BootPartition = 1

BlackListl = O

BlackList2 = O

BlackList3 = 0

[Entry2]

MenueText = Windows XP Professional - only C: drive
BootPartition = 1

BlackListl = 5

BlackList2 = O

BlackList3 = 0

In the example above, we see under Entrvy1 that the computer boots from boot partition 1
and there are no BlackList entries, therefore you can see all the hard disk partitions
under Windows. Under Entry2 we see that the computer boots from the same partition as
in Entryl but the first extended partition (D) has been defined in the BlackList,
therefore you can see only partition C under Windows.

Unused boot menu entries

Boot menu entries that you have no need of, must contain an empty MenueText key and the
values for the parameters BootPartition, and BlackListl to BlackList8 must
be set to 0.

Here is an example of an unused entry:

[Entrvy4d]
MenueText =
BootPartition = 0O
BlackListl =
BlackList2 = 0
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BlackList3 =
BlackList4 =
BlackList5 =
BlackList6e =

BlackList7 =

o O O O o O

BlacklList8 =

“ Now you are ready to move onto the next step - creating the deployment application,
see section 4.3.

4.3. Step 2: Create a configurator.exe file

The second step, after creating the bootmgr.ini configuration file, is to make a
configurator.exe file out of bootmgr.ini. This is performed via the Boot Manager
Configuration Writer (bmcfgwriter.exe). This application will encrypt the configuration file
with an administrator password and make a configurator.exe file out of it. Unlike the
manual approach in Section 4.2, this tool offers an easy-to-use interface.

Follow these steps to create the deployment application configurator.exe:

1. Open the directory C:\WINDOWS\NAC\.
2. Double-click bmcfgwriter.exe.

—> The following dialog appears when the application is started:

*3 Write bootmanagerconfigurator >

L
P i
=

EGOSECURE

[ ]Deactivate Boot Manager
Administration password Select configuration file (*.ini)
Confirm password Select configurator exe

cance
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The dialog contains the following fields:

GUI element Details

If you check this option, the boot manager will be
deactivated (that is, a configurator.exe file will be created

Deactivate Boot Manager
that deactivates the boot menu on the target computer).

These fields are reserved for the administrator password

Administration password, Confirm defined during the FDE installation (see Installing boot
password security for details).

Select configuration file (*.ini)

} Define the path and filename for the configurator.exe
Select configurator exe application field via the *..." button.

It is not necessary to name your application configurator.exe. You may
\j choose any name you wish, but remember, do not choose the name of an

The bootmgr.ini file can be selected here via the *..." button.

application that already exists! If you should mistakenly choose the name of

ATTENTION
you really want to overwrite the existing file:

Warning!

The File 'tpmadmin.exe’ already exists!
Do you want to overwrite the existing file?

Yes Mo

Some files cannot be overwritten and an error message will inform you of
this if you try:
EgoSecure FDE *

Overwriting the file 'brcfgwriter.exe’ is not allowed !
Please choose another filename!

0K

3. Fill out the password fields, select your bootmgr.ini file, define a location for the
configurator.exe application, and click OK.

“» Now deploy your boot settings to the target computer. For details, see section 4.4.

an application that already exists, a warning will appear asking you whether
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4.4. Step 3: Executing the configurator.exe file on the target system

The third and final step is to deploy the configurator.exe application you created in section
4.3 to the target computer.

Follow these steps to deploy the new boot configuration:
1. Double-click configurator.exe.

— The application will check whether the configuration file can be decrypted using the
administrator password of the installation on the target computer. If successful, the
boot configuration data will be encrypted and stored on the hard disk of the target
machine, and the boot manager functionality will be activated.

! Configurator.exe has no dialog window and does not run as a console application,

but rather runs in hidden mode.

2. To verify a successful deployment, you can refer to the FDE log file (C:\Notebook.1og)
for the following entries:

* The log entry below details the correct installation and activation of the boot
manager:
“BMWRI: Writing of configfile successfully”
14:35:20, 15.08.2008 INFO BMCFG: execute configurator
14:35:20, 15.08.2008 INFO BMCFG: Activate Bootmanager
14:35:20, 15.08.2008 INFO BMCFG: Install BOOTMANAGER
14:35:20, 15.08.2008 INFO BMCFG: Config written
successfully to NAC

* The following log entry appears when a false administrator password has been used
to decrypt the configuration file:

14:51:43, 15.08.2008 INFO BMCFG: execute configurator
14:51:43, 15.08.2008 INFO BMCFG: Sanity is wrong, stored
password doesn't match!

14:51:43, 15.08.2008 ERROR BMCFG: Password does not match

* If you checked the option Deactivate bootmanager in the previous step (Section
4.3), then this is an example log entry for the correct removal and deactivation of

the boot manager:

16:48:38, 15.08.2008 INFO BMCFG: execute configurator
16:48:38, 15.08.2008 INFO BMCFG: Deactivate Bootmanager
16:48:38, 15.08.2008 INFO BMCFG: Uninstall BOOTMANAGER
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5. HELPER APPLICATIONS

5.1. Changeeripw

This utility allows you to change the password used to protect the contents of a single ERI
file or batch convert multiple ERI files. This may be useful in an emergency in which you
must give ERI files to a third party, for the purpose of data recovery, without compromising
the original ERI password.

/1 Keeping current ERI files

A

\u To keep your current ERI files, duplicate the files to a new directory in readiness
for conversion. The ChangeERIPW utility does not duplicate the files for you - it

INFO simply changes the password used to access the same file.

Follow these steps to open the utility and change the password used to protect one or more
ERI files:

1. Open the Helper Applications directory in the download package. The directory contains
the helper application Changeeripw.exe.
2. Double-click the file.
—> The following dialog opens:
8 Full Disk Encryption Convert ERI File(s) Password X

Convert password  Activity Log

——Select a file or directory

Select a single ERI file Warning:In batch convertion mode, make sure all
O o the ERI files to be converted have the same "Old
password” specified below, Otherwise those ERI

(O Select muti ERI files file(s) can NOT be converted.

| Browse

——Input password

Cld password

|
New password | |
|

Confirm password

Convert Close
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The following options are available:

Option Details
Select a single ERI files Choose this option to convert a single ERI file.
Select multi ERI files Choose this option to batch convert multiple ERI files.
Input password (area) Password input fields for the old and new passwords.
Activity Log (tab) This tab displays the progress of the ERI conversion.

3. Choose whether you want to convert a single or multiple ERI files by clicking the
appropriate option.
4. Click Browse.

—> The file browser appears.

5. Select either a single file or the directory of files and click Open. The path should now be
visible in the main window.

! Only ERI files that have the same “old” password can be successfully batch

converted. Don’t forget that this utility tries to open each file using the same
password.

6. Enter the current ERI password in the field Old Password, as well as the new password
in New password and Confirm password.
Only the English keyboard layout is supported in the recovery application, that is why
please enter the password, which contains no symbols from other languages.
7. Click Convert.
— The window will automatically switch to the Activity Log tab and display the status

of the conversion. The Activity Log area displays how many of the files have
successfully been converted.

8. Click Close to close the application.

GUS is a commandline version of the GUI Upgrade Policy Builder detailed in section 2.3.
Both the GUI and the commandline application allow you to generate an update policy to
prevent the FDE administration password from being entered in the commandline in plain
text for the purpose of silently upgrading or removing EgoSecure Full Disk Encryption.
Usage

Follow these steps to create an update policy (encrypted EgoSecure FDE administration
password):

1. Open a command prompt and navigate to the Helper Applications directory in the
download package (or to wherever the Helper Applications directory is located).
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2. Enter the following command to encrypt the EgoSecure FDE administration password and
save it in policy form:

GUS <FDE admin password> <full path, file name, and
extension>

For example:
GUS 12345678 C:\update.upd

Example upgrade policy usage

The update policy can then be included in a batch file as follows:

msiexec.exe /1 “<full MSI file path, name, and extension>”"
UPGDPOLICY="<full policy path, name, and extension>” /1*
"<full log file path, name, and extension>"” /passive

This commandline utility is used to batch-encrypt plain PBA policies to encrypted PBA
policies and save them to a specific location.
Usage

B Batch-decryption of encrypted PBA/FDE policies. The decrypt function requires the
administrator password in the encrypted policies.
B Command line utility or GUI application.

PSEnc —f <source> -t <target> -p <password> [-d] [-s] [-b] [-
h] [-n]

The following parameters are available:

Parameter Details
-f Indicator followed by source PBA policy file or directory to be encrypted.
<Source> Name of the source policy file or directory to be encrypted.
-t Indicator followed by target directory to store the encrypted policy/policies.
<Encrypted> Name of the target directory to store the encrypted policy/policies.
-p Indicator followed by encryption password.
<Password> Encryption password.

Indicates decryption of the encrypted PBA policy file. Supported only in
Command line mode.
[-d] If this option is provided:
-f indicates encrypted PBA policy file;
-t indicates directory to save encrypted/decrypted PBA policy file(s).
[-s] Silent mode, without GUI.

[-b] Batch processing indicator.
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[-h] Display the parameters listed here in the command prompt.
Indicates switch to FDE policy mode (to encrypt/decrypt FDE policies).
[-n] Supported only in Command line mode.
Examples

B Example 1: Encrypt a plain PBA policy file located at c:\plain.pba and save it to D:\.
The password is set to 12345678:

psenc —f c:\plain.pba -t D:\ -p 12345678

B Example 2: Perform the same as in example 1 in silent mode:

psenc -f c:\plain.pba -t D:\ -p 12345678 -s

B Example 3: Encrypt all the plain PBA policy files in directory C:\policies and save the
encrypted files to the directory d:\policies. The password is set to 12345678:

psenc —f c:\policies -t D:\policies -p 12345678 -s —Db

B Example 4: Decrypt encrypted PBA policy file c:\encrypt.pba and saveitto p: \. The
password is set to 12345678

Psenc —-d —f c¢:\ encrypted.pba -t D:\ -p 12345678

B Example 5: Decrypt the encrypted FDE policy file C:\encrypted.nbs and save it into
D:\. The password is 12345678.

psenc —-d —-f C:\encrypted.nbs -t D:\ -p 12345678 —-n
Specific example

B Example 1: provide single file mode in source option, after processing copy it into target
directory.

o Decrypt PBA Policy

psenc —-d -s —-f D:\encpolicies\PBA\tl.pba -t D:\target -p
12345678

e Decrypt FDE policy

psenc —-n —-d -s —-f D:\encpolicies\FDE\fel.nbs -t D:\target
-p 12345678

B Example 2: Batch mode -provide files in source directory, after processing copy it into
target directory.

« Decrypt PBA Policy

psenc —-d -s —-f D:\encpolicies\PBA1l\ -t D:\target -b -p
12345678

« Decrypt FDE policy
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psenc —-n —-d —-s —-f D:\encpolicies\FDE\ -t D:\target -b -p
12345678

5.4. Dmiconfig (hardware compatability mode)

To date, general support of new computers is a costly and time consuming process - the
sheer number of new notebook models grows every day. Each model brings new hardware
and software with it — a challenge for any software that works so closely with the hardware,
as with EgoSecure Full Disk Encryption.

A hardware compatibility mode has been introduced to allow for the support of older or
unusual hardware configurations until they can be researched and fully supported in a future
release. For example:

B Hardware does not function correctly under Windows after successful PBA authentication.
This includes hardware that is no longer recognized. The cause of such a failure is that
once successful authentication has taken place in the Linux PBA not all the BIOS settings
can be correctly handled and set for Windows.

B Hardware support for newer systems as yet not natively supported by EgoSecure Full
Disk Encryption.

B Poorly programmed BIOS.

Mechanisms

It is now possible to use two mechanisms to change the boot method as well as select an
alternative Linux kernel configuration that enables ACPI support:

B Boot mechanism;

Changes the method with which information is passed from the PBA to the FDE 16-bit code -
known as KICKSTART.

B Alternative kernel with ACPI support.

Boot method Details

Standard mechanism used by EgoSecure and should
KICKSTART=[BIOS] not be edited!

This mechanism has been implemented for systems
KICKSTART=[FAST] that have unusual hardware configurations not
supported by the KEXEC mechanism.

This mechanism is similar to KICKSTART=BIOS but
does not need a reboot.

Boot mechanisms

KICKSTART=[KEXEC]

This will automatically select an alternative Linux
kernel configuration that enables ACPI kernel with
KERNEL:/bOOt/bZImage_ DRM support. This is something found almost
acpl exclusively in desktop computers and is rarely
needed.

Alternative
kernel
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.+ Using KEXEC and FAST
' The KEXEC and FAST mechanisms should be used only if the standard mechanism
(BIOS) does not work.
INFO

Screen parameters

B PBA RESOLUTION

Defines the default or specific resolution of the display when loading PBA.

PBA RESOLUTION=DEFAULT uses the resolution specified in the default settings of a device.
PBA RESOLUTION=800x600 (where 800 is width and 600 is height) uses the certain specified
resolution.

Kernel parameters
B Trgpoll

Alters the way that the kernel handles interrupts. This is useful if the PBA kernel log shows
messages stating that an interrupt occurred.

M pci=snb —-enable —-ahci —-to —-legacy

EgoSecure AHCI mode kernel option switches the chipset to ATA mode prior to performing
the soft reset which boots the Windows. It fixes many instances where the chipset is in AHCI
mode and the soft reset fails to boot Windows.

Default computers

Some computers have already been identified as ready for hardware compatibility mode and
have already been included in the msi package (this can be edited). They are the following:

Acer Veriton M665 (KICKSTART=KEXEC)

Fujitsu-Siemens C1110D (KICKSTART=BIOS plus KERNEL=/boot/bzImage-acpi)
Fuijitsu S710 and E780 (KICKSTART=KEXEC)

LenovoS12 (KICKSTART=BIOS)

Panasonic ToughbookCF-19.3 (KICKSTART=KEXEC)

Panasonic ToughbookCF-52 (KICKSTART=KEXEC)

Toshiba TecraS4 (KICKSTART=BIOS)

How to implement?

A helper application is provided with the product package called dmiconfig (direct media
interface configuration) that allows you to obtain the information necessary to create a new
default configuration setup (whitelist) for deployment with the msi package. Systems
defined per default in this file (dmi.ini) file will be automatically installed and booted
accordingly.
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Open dmiconfig by starting a command prompt and entering <path>dmiconfig into the
commandline. This will display the following options:

Command line Details
parameter

export Copy the default * . ini files from the PBA partition to the
Windows partition under c:\windows\nac\sbs.
NOTE: If the files on the Windows partition are newer than the files
on the PBA partition, the operation will fail.
The following option is available:
——force: force the replacement of newer files.

import This will copy the custom configuration file from the Windows
partition to the PBA partition. If the file on the PBA partition is
newer then the file on the Windows partition, the operation will fail.
The following option is available:
——force: force the replacement of newer files.

dump Dump the effective configuration for the machine on which
dmiconfig is running. The result is displayed in the command

line. For example:

[Acer,Veriton T/M/S661;461]
DMI SYS VENDOR=Acer
DMI PRODUCT NAME=Veriton T/M/S661;461

The following options are available:

——short: Perform the shortest possible configuration dump
(recommended for broad rollouts).

——1long: Perform the longest possible configuration dump
(recommended for specific computers as this includes serial number
information etc.).

——pba: View the current DMI configuration used by the PBA.

——db: Dump the content of the two configuration files on the PBA-
Partition (must be used with ——pba).

set Replace settings for the machine on which dmiconfig is
running.
The following option is available:
——pba: If you do not use this parameter, you have to call

dmiconfig import to activate the new configuration.

stat Check if the files on the PBA-Partition are the same as the files on
the Windows Partition. This will then inform you if the configuration
needs updating or not:
If the files are the same:
Configuration is up-to-date.
If the PBA files are newer:
The configuration files on the PBA partition are newer! Call
‘dmiconfig export’ to update the files in C:\windows\nac\sbs
If the PBA files are older:
The configuration files on the Windows partition are newer. Call
‘dmiconfig import’ to update the files in the on the PBA-partition.
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Creating a dmi file to be included in the installation

1. Install, but do not initialize EgoSecure Full Disk Encryption.
2. Open a command shell (run as administrator) and start the dmiconfig.exe tool in the
Helper Applications directory.
3. Enter the following command: dmiconfig dump. This will display the configuration of the
computer.
4, Open the file C: \WINDOWS\NAC\SBS\dmi.default.ini in a text editor add the lines of
configuration that were dumped in the previous step.
5. Under the configuration add the line KICKSTART=BIOS Or KICKSTART=KEXEC depending on
which mechanism that works on the target computer.
6. To boot the computer using the alternative Linux kernel (with ACPI support) add the
following: KERNEL=/boot/bzImage-acpi.
—> The final entry should look something like this:
[Acer,Veriton T/M/S661;461]
DMI SYS VENDOR=Acer
DMI PRODUCT NAME=Veriton T/M/S661;461

KICKSTART=KEXEC
KERNEL=/boot/bzImage—acpi

7. Save the file as dmi.ini to a location of your choice. Place the file in the same

installation directory as the msi package so that it will be automatically included in the
rollout.

Adding current configuration to the PBA

Install and initialize the FDE component, install, but do not initialize the PBA component.
Reboot as prompted after FDE initialization.

Follow steps 1 — 6 as stated above for dmi creation.

Save the file as dmi.ini under C:\WINDOWS\NAC\SBS\.

Initialize the PBA component.

Go back to the open command prompt and enter the following syntax: dmiconfig.exe

import.

S U hwpM =

7. Reboot the computer.

“» The PBA will appear as normal. After successful authentication, a quick reboot will be
performed in compatibility mode.

5.5. Systemcheck

The sytemcheck.exe is a stand-alone application for checking information about the
EgoSecure Full Disk Encryption installation on your computer.
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Prerequisites. Please execute the systemcheck.exe within its delivered directory or make
sure the delivered libraries sdpseagate.dll and libeay32.dll are available in the same
directory where the systemcheck.exe is executed.

Follow these steps to query the status of the EgoSecure Full Disk Encryption installation on
your computer:

1. Double-click systemcheck.exe in the Helper Application directory (or whichever directory
you have placed it).

— The System requirements check dialog appears.

Figure 12, System check

@ Systerm requirements check >

EGOSECURE %

System requirements check

O Operating system: Windows XP 5P2/5P3 [
O Available Languages: German/English o
O Filesystem of internal hard disk: NTFS &
O Available space required for installation: 230 MB o
0O FSE software upgrade is supported ]
0
0O OPAL support ()
() ] Hardware-based solution is supported [
O Software-based solution is supported o
() ] Partition table available o
- ]
- ChedkDisk - Exit

—> The application will automatically gather and display information about the
EgoSecure Full Disk Encryption installation on your computer. An icon will be
displayed next to each of the entries allowing you to determine if EgoSecure Full
Disk Encryption is suitable for your system or the simply give you the details of a
current EgoSecure Full Disk Encryption installation. Click CheckDisk to start the
Windows application cHKDSK (recommended before installation).

2. Click Exit to close the dialog.
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5.6. TMP_test

A commandline utility is available in the Helper Applications directory called TPM_test.exe.
This will allow you to test the availability and suitability of the TPM on your computer for use
with EgoSecure Full Disk Encryption.

This utility will not work unless the TCG Software Stack (TSS) has been installed under
Windows. EgoSecure FDE expects to find the TSS in one of the following:

B tsp.dll
m tspl.dll
B as a COM object

Follow these steps to test the TPM using this utility:

1. Open a command prompt and navigate to the Helper Applications directory in the product
package (or to wherever the Helper Applications directory is located).
2. Enter TPM test to start the utility.

—> A successful scenario appears as follows:
CiNTPM-Tool sxtpm_test.exe

g _Trr TPM Test Ui Tty
EI_I_IIZIE A, ATT1 rights reserw

w minutes to complet

[ l'.u.'r'ln-'r"

tman ufacturer
Getting handle for Storage Root Key (SRE)
Creating poli

ating N k (may some timel

a with public k (TFM]
with priwate

with pubhn: k
'J'l."ith k

Finished., A11 tests passed successfully.

CWTPM-Tool s»

— The application will automatically gather and display information about the
EgoSecure Full Disk Encryption.

5.7. Tcosconfig

A commandline utility is available in the Helper Applications directory called tcosconfig.exe.
This will allow you to scan TCOS smart cards via the PC/SC interface for the purpose of
customizing the TCOS configuration in the PBA.
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Local Administrator privileges are required to start and use this utility.
The following prerequisites must be met to successfully use tcosconfig:

The PBA must have undergone successful initialization
Tcosconfig must be copied to the Wwindows\NAC\SBS directory

Follow these steps to start tcosconfig:

1. Copy the tcosconfig.exe application from the EgoSecure Full Disk Encryption delivery
package to the Windows\NAC\SBS directory on a client that has undergone successful
PBA initialization.

If you start tcosconfig from another directory, then the following error will be displayed if
you try to perform any of the administration tasks:

Figure 13. Error when starting from another directory

EX Command Prompt

»tcosconfig export

Failed to access the EgoSecure NAC partition!

The following conditions must be fulfilled to use the import/export commands:

Eg cure FDE 9.7 or later must be installed
- the PBA must be initialized
-t onfig.exe must be in the MAC\SBS folder!

export failed!

2. Open a command prompt (with administrator privileges) and navigate to
Windows\NAC\SBS directory).

3. Enter tcosconfig [Return] to start the utility and display the usage as follows:

BN Administrator: Command Prompt — O >

\system32»"C:\Windows\NAC\SBS\tcosconfig

from Linux-PBA to Windows) an existing tcos pll.ini file:
{port

j from Windows to Linux-PBA) a new tcos_pll.ini file:
g import

tcos card and g a dump of it
tcoscontiy

C:\Windows\sy
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The tcosconfig utility has the following usages:

Command line parameter

export

import

scan

Details

Use this parameter to copy the existing tcos_p11.ini file from
the PBA (Linux) to the Windows\NAC\SBS directory.
Example: tcosconfig export

Use this parameter to copy a new custom tcos_p11.ini file
from the Windows\NAC\SBS directory to the PBA (Linux).
Example: tcosconfig import

Generate a dump of a TCOS card inserted into the smart card
reader. This is necessary of you want to check the smart card
profile against that that is already supported in the
tcos_pl1l.ini file, and edit the tcos_p11.ini file accordingly to
support the smart card profile.

Example: tcosconfig scan

Exporting the tcos_p11.ini file from the PBA

1. Enter tcosconfig export [Return] to export the tcos pll.ini file and

tcos pll default.ini file to the Windows\NAC\SBS directory.

C:sMWindows“HAC-SBS *tcosconf ig export
export of ‘rsetcstcos_pll_default.ini® to *C:sWindowssMAC~S5BS~tcos_pll_default.in
i

' succeeded

export of 'setcstcos_pll.ini’

C:sMWindows~NAC~SHS >

to ‘C:sUWindowssMAC~SBS~tcos_pll.ini' succeeded

2. Once completed the command prompt can be closed.

Importing the tcos_p11.ini file into the PBA

1. Enter tcosconfig import [Return] to export the tcos_p11.ini file and tcos_p11_default.ini
file from the Windows\NAC\SBS directory to the PBA.

C:sWindowss~MAC5BS *tcosconfig import
import of ‘CixUWindowssMACS5BS“tcos_pll.ini’ to *setcstocos_pll.ini' succeeded

C:sWindows~HAC~SBS >

2. Once completed the command prompt can be closed.

Scanning a TCOS smart card

1. Enter tcosconfig scan [Return] (without a smart card in the reader) to display the

following sub-parameters:
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Figure 14. Scanning TCOS smart card

EX Command Prompt —

\user winl@\Desktop\Helper Applicationsh

ktopi\Helper Applicationsh® »to onfig

dump to

dump to files in curr
raw, do not s

dump all file

dump empty L : c ar r zero byte)

The subparameters have the following meaning:

Command line parameter Details
d Dump to screen
f Dump information to the Windows\NAC\SBS directory as *.der

files. This will also strip the TeleSec ASN.1 prefix
Dump raw files - do not strip TeleSec ASN.1 prefix
a Dump all files (default: certificates only)

7 Dump empty files (default: check for starting zero byte)

The information displayed in the usage - scantos.exe — refers to an application
with the tcosconfig construct for the purpose of reading TCOS cards. It CANNOT
be addressed directly via the commandline but rather indirectly through

INFO  tcosconfig.

Use one of the options detailed above to obtain the information you need from the smart
card profile you want the PBA to support. If you enter tcosconfig scan [Return] with a TCOS
smart card in the reader, then the smart card details will be automatically displayed on the
screen. For example:

C:\Windows\NAC\SBS>tcosconfig scan

Broadcom Corp Contacted SmartCard O
ATR is 3bbf96008131fe5d00640411030131c073£701d00090007d

/
/DFO1/ name=D27600006601 name=A000000167455349474E



/DF01/D000
/DF01/5049

s=0008 ft=Trans

s=00C0O ft=LinVar t=DATA
PIN 81 status: NULL-PIN
PIN 83 status: FBZ: O
PIN 82 status: NULL-PIN
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/DF01/5044 s=0042 ft=LinFix t=PIN

/DF01/5045 s=0016 ft=LinFix t=PIN

/DF01/5349 s=0069 ft=LinVar t=DATA
AQO(76)=[FID=84 94 (25)=[alg=RSA-CRT 1len=128 record=01
... 1 1 B6(25)=[7A(12)=[SigCntStart=1] ]

/DF01/5344 s=0288 ft=LinVar t=Key

/DF01/4531 s=0278 ft=LinVar

/DF01/B00O s=0200 ft=Trans

/DF01/C000 s=1000 ft=Trans

/DF01/C008 s=0C00 ft=Trans

/DF01/COO0OE s=0C00 ft=Trans

/DFO02/ name=D2760000030102

/DF02/5349

s=0250 ft=LinVar t=DATA

A0 (81)=[FID=80 94 (38)=[alg=RSA-CRT len=128 fid=5344
record=01 ... ] 1 B6(8)=][]

A0 (89)=[FID=81 94 (38)=[alg=RSA-CRT len=128 fid=5344
record=07 ... ] 1]

A0 (89)=[FID=82 94 (38)=[alg=RSA-CRT len=128 fid=5344

record=0D ... ] 1]

A0 (83)=[FID=83 94 (32)=[alg=RSA-CRT len=96 fid=5344

record=13 ... ] ]

AO(15)=[FID=84 94 (7)=[alg=DES3 len=96 £id=4480

record=01 ... ] ]

A0 (32)=[FID=85 94 (4)=[alg=DES3 len=0 ... ]
AO(32)=[FID=86 94 (4)=[alg=DES3 len=0 ... 1 1]

/DF02/5344 s=0A20 ft=LinVar t=Key
/DFE02/4480 s=0030 ft=LinVar t=Key
/DF02/5049 s=00F0 ft=LinVar t=DATA

PIN 81 status: FBZ: 3

PIN 83 status: FBZ: 3

PIN 82 status: NULL-PIN
/DF02/5044 s=0058 ft=LinFix t=PIN
/DF02/5453 s=0800 ft=Trans
/DF02/C000 s=0800 ft=Trans
/DF02/C200 s=0800 ft=Trans
/DF02/C500 s=0800 ft=Trans
/DEF02/C201 s=0800 ft=Trans
/DF02/4531 s=0208 ft=LinVar
/DF02/45B1 s=0108 ft=LinVar
/DF02/4571 s=0108 ft=LinVar
/DF02/45B2 s=0088 ft=LinVar
/DEF02/B0O0O0O s=0288 ft=Trans
/DF02/5345 s=0066 ft=LinVar t=DATA
/DF02/544F s=0048 ft=LinVar t=DATA
/DF02/43B1 s=06C5 ft=Trans
/DF02/4331 s=06A1 ft=Trans
/DF03/ name=D2760000030302

/DF03/5349

s=0100 ft=LinVar t=DATA

AO(15)=[FID=81 94 (7)=[alg=DES len=96 fid=5344 record=01... 1 1]
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/DF03/5344
/DF03/5049

/DF03/5044
/DF03/474F
/DF03/5345
/DF04/

/DF04/5349

/DF04/5344
/DF04/5049
/DF04/5044
/DEFQ4/474C
/DF04/5345
/DFO05/

/DF05/5349

/DF05/5344
/DF05/5049

/DF05/5044
/DEFO05/6E64
/DF05/6570
/DF05/5345
/4101/
/4101/5345
/4101/5183
/4101/5283
/4101/4E03
/4101/4352
/DF06/
/DF06/5345
/DF06/80FE
/DF06/8003
/DF06/8001
/DF06/8002
/DEF06/8080
/DF06/80FF
/DF06/0002
/DF06/1100
/DF06/1201
/DF06/1202
/DF06/1103
/DF06/1104
/DF06/1105
/DF06/80FD
/2F02
/2F00
/5049

.- 1]

AO(15)=[FID=82 94 (7)=[alg=DES3 len=96 fid=5344
record=02

s=0020 ft=LinVar t=Key
s=00F0 ft=LinVar t=DATA
PIN 81 status: FBZ:

PIN 83 status:

3

NULL-PIN

s=0042 ft=LinFix t=PIN

s=0008

ft=Trans

s=004A ft=LinVar t=DATA
name=D2760000030202
s=0080 ft=LinVar t=DATA

s=0008
s=0070
s=002C
s=0010
s=0020

e 1]
ft=LinVar
ft=LinVar
ft=LinFix
ft=Trans
ft=LinVar

name=4F564944

s=0080

s=0018
s=0070
PIN 80
s=0016
s=001E
s=0008
s=0020

ft=LinVar

oo 1]
ft=LinVar
ft=LinVar
status: F
ft=LinFix
ft=Trans
ft=Trans
ft=LinVar

AO(15)=[FID=81 94 (7)=[alg=DES len=96 fid=5344
record=01

t=Key
t=DATA
t=PIN
t=DATA

t=DATA

A0 (42)=[FID=80 94 (7)=[alg=DES3 len=96 fid=5344
record=01

t=Key
t=DATA
BZ: 3
t=PIN

t=DATA

name=D2760001050002

s=00F0
s=0250
s=0610
s=0210
s=06A0

ft=LinVar
ft=LinVar
ft=LinVar
ft=LinVar
ft=Trans

name=4D534350

s=0080
s=0020
s=0015
s=002F
s=000D
s=0005
s=01E2
s=050F
s=000E
s=000E
s=000E
s=000E
s=000E
s=000E
s=0066
s=000C
s=0320
s=00CD

ft=LinVar
ft=Trans
ft=Trans
ft=Trans
ft=Trans
ft=Trans
ft=Trans
ft=Trans
ft=Trans
ft=Trans
ft=Trans
ft=Trans
ft=Trans
ft=Trans
ft=Trans
ft=Trans
ft=LinVar
ft=LinVar

PIN OO0 status: FBZ:

t=DATA
t=DATA
t=Key

t=DATA

t=DATA
-STLV
t=DATA
3
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PIN 01 status: FBZ: 3
PIN 02 status: FBZ: 3

/5044 s=0058 ft=LinFix t=PIN

/5349 s=0255 ft=LinVar t=DATA
AO (30)=[FID=74 94 (7)=[alg=DES3 len=96 fid=4400
record=01 ... ] 90 ((1)=05 ]
A0 (28)=[FID=01 94 (20)=[alg=RSA-CRT len=32 record=01

<o 1]
AOQ (67)=[FID=73 name=3030 00 00O 00O OO OO OO OO OO OO OO 0O 0O

0000 00 94 (13)=[l[alg=RSA-Pub len=128 f£id=4500 record=03 ... 1 1]

Be(7)=1I[]
A0 (45)=[FID=77 94 (13)=[alg=RSA-Pub len=128 f£id=4500
record=05 ... ] 1]
AO(41)=[FID=72 name= 94 (4)=[alg=RSA-Pub len=0 ... ]
] B6(11)=1[]
AO (45)=[FID=71 name=44455453431101006
94 (13)=[alg=RSA-Pub len=128 f£id=4500 record=01 ... ]
] B6(11)=1[]
A0 (25)=[FID=75 94 (3)=[alg=DES3 1len=138 fid=0105 ...
11
A0 (25)=[FID=76 94 (3)=[alg=DES3 len=138 f£id=0105 ...
11
AO0(27)=[FID=07 94 (7)=[alg=DES3 len=96 f£id=5007
record=01 ... ] ]

/5344 s=0144 ft=LinVar t=Key

/4400

/4500 s=018C ft=LinVar t=Key

/4349 s=009A ft=LinVar t=DATA

/2F03 s=00D1 ft=Trans

/4570 s=0088 ft=LinVar

/2F04 s=00D2 ft=Trans

/4401 s=0018 ft=LinVar

/2F01 s=0024 ft=LinVar t=DATA

A A A A A A A A A AU A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A

Scanner for TCOS Smartcards using PC/SC interface.
Version 06.04.2017. Copyright (c) 2004-2017 by EgoSecure.

Syntax: scantcos.exe [dfrt]

d: dump to screen

f: dump to files in current folder

r: raw, do not strip TeleSec ASN.1l prefix

a: dump all files (default: certificates only)

z: dump empty files (default: check for starting zero

byte)

2. Once completed, the command prompt can be closed.
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6. APPENDIX

6.1. Bootmgr.ini example

Configuration file for the Boot—-Manager of
EgoSecure FDE 12.1.883.0

Ne Ne Ne N

[Options]

Timeout = 20

[Menuetext]

TextLine3 = Select the operating system to boot from:
TextLine9 = To mark an entry, scroll the cursor up and down
TextLinelO = Subsequently, click the ENTER key.
TextLinel?2 = time in seconds, until the marked selection will
be started automatically ...

TextLine23 = Press F3 to unlock the keyboard lock.
[Entryl]

MenueText = Windows XP Professional - C: + D: drive
BootPartition = 1 ; Number of the boot partition

(valid values 1 - 4)

BlackListl = 0

BlackList?2 = 0

BlackList3 = 0

BlackList4 = 0

BlackListbh = 0

BlackListo6 = 0

BlackList?7 = 0

BlackList8 0

[Entry2]

MenueText = Windows XP Professional - only C: drive
BootPartition = 1

BlackListl = 5 ; set partition D: hidden - the first
extended partition begins always with number 5
BlackList?2 = 0 ; with the blacklist entries you can set up
to 8 partitions hidden (invisible)

BlackList3 = 0

BlackList4 = 0

BlackListb = 0

BlackListo = 0

BlackList? = 0

BlackList8 0

[Entry3]
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BootPartition
BlackListl
BlackList?2
BlackList3

EGOSECURE

A MATRIX42 COMPANY

FAT32 — Service Partition - X:
3

0
0
0

; A sample of an unused entry — Menuetext is empty, all other

entries must be zero

[Entrvy4d]
MenueText
BootPartition
BlackListl
BlackList?2
BlackList3
BlackList4
BlackListb
BlackListo
BlackList?7
BlackList8

O O OO OO oo o

6.2. Key usage

Here is a list of Key Usages supported by EgoSecure FDE smart card authentication:

Key usage

Digital signature

Non-repudiation

Key encipherment

Data encipherment

Key agreement

Encipher only

Details

Use when the public key is used with a digital signature mechanism to
support security services other than non-repudiation, certificate signing,
or CRL signing. A digital signature is often used for entity authentication
and data origin authentication with integrity.

Use when the public key is used to verify digital signatures used to
provide a non-repudiation service. Non-repudiation protects against the
signing entity falsely denying some action (excluding certificate or CRL
signing).

Use when a certificate will be used with a protocol that encrypts keys. An
example is S/MIME enveloping, where a fast (symmetric) key is encrypted
with the public key from the certificate. SSL protocol also performs key
encipherment.

Use when the public key is used for encrypting user data, other than
cryptographic keys.

Use when the sender and receiver of the public key need to derive the key
without using encryption. This key can then be used to encrypt messages
between the sender and receiver. Key agreement is typically used with
Diffie-Hellman ciphers.

Use only when key agreement is also enabled. This enables the public key
to be used only for enciphering data while performing key agreement.
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Decipher only Use only when key agreement is also enabled. This enables the public key
to be used only for deciphering data while performing key agreement.

Client authentication Enable for these key usage extensions: Digital signature and/or Key
agreement

E-mail protection Enable for these key usage extensions: Digital signature, Non-repudiation,

and/or Key encipherment or Key agreement.

Encrypted filesystem This key usage is defined by Microsoft. The certificate can be used to
encrypt files by using the Encrypting File Systems. For further information,
refer to:
http://msdn.microsoft.com/en-gb/library/aa378132.aspx

Smart card login This key usage is defined by Microsoft. The certificate enables an
individual to log on to a computer via a smart card.
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